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August 12, 2019
Via email to attorneygeneral@doj.nh.gov
Attorney General Gordon MacDonald
Office of the Attorney General
33 Capitol Street
Concord, NH 03302

Dear Attorney General McDonald:
We represent Wind River Environmental, LLC (“Wind River”) with respect to a data security
incident involving the potential exposure of certain personally identifiable information described
in more detail below. Wind River is a business headquartered in Marlborough, Massachusetts
that inspects, services, repairs, and installs non-hazardous liquid waste systems. Wind River is
committed to answering any questions you may have about the data security incident, its
response, and steps taken to prevent a similar incident in the future.
1. Nature of security incident.
On June 28, 2019, Wind River determined that the personal information of a small percentage of
its former and existing employees and customers may have been contained in a limited number
of corporate email accounts that were accessed by an unauthorized individual. Wind River hired
independent computer forensic experts to assist with its investigation. That investigation
confirmed that the email accounts were compromised and contained personal information,
including names, addresses, Social Security numbers, driver’s license numbers, and/or financial
account information, depending on what information each individual provided to Wind River.
The forensic investigators were unable to determine whether any emails or attachments
containing personal information had been opened or viewed by the unauthorized individual, and
out of an abundance of caution Wind River notified all impacted individuals.
2. Number of residents affected.
Eleven (11) New Hampshire residents may have been affected and were notified of the incident.
A notification letter was sent to the potentially affected individuals on August 12, 2019 via
regular mail (a copy of the form notification letter is enclosed).
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3. Steps taken or plan to take relating to the incident.
Wind River took immediate action to address this incident and prevent a similar incident in the
future. Steps taken include changing passwords to all employee accounts and providing
additional training to employees on recognizing and appropriately responding to suspicious emails and other security threats. The notification letter included details about the security
incident as well as information about the Federal Trade Commission and the three major credit
reporting agencies. The letter offered free credit monitoring and identity theft protection services
through Kroll for one year.
4. Contact information.
Wind River takes the security of the information in its control seriously and is committed to
ensuring its employees’ and customers’ information is protected. If you have any questions or
need additional information, please do not hesitate to contact me at mventrone@clarkhill.com or
(312) 360-2506.
Very truly yours,
CLARK HILL

Melissa K. Ventrone

Enclosure
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Notice of Security Incident
Dear

,

What happened:

What we are doing and what you can do:

Vi
si
tkrollbreach.idMonitoringService.com
You have until N ove m be r 12,2019 to activate your identity monitoring services.

<<Member ID>>

For More Information:

Si
nce re ly,
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TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
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You’ve been provided with access to the following services from Kroll:
Single Bureau Credit Monitoring
You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied
for in your name. If you do not recognize the activity, you’ll have the option to call a Kroll fraud specialist, who can help
you determine if it’s an indicator of identity theft.
Fraud Consultation

and interpreting how personal information is accessed and used, including investigating suspicious activity that could
be tied to an identity theft event.
Identity Theft Restoration
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the
work for you. Your investigator can dig deep to uncover the scope of the identity theft, and then work to resolve it.
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