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Attorney General Gordon J. MacDonald

Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Security Breach Hotification
Dear Attorney General MacDonald:

On behalf of this firm's client, USR Holdings, LLC ("USR") located at 1193 S.E. Port Saint Lucie Blvd. Suite 142,
Port Saint Lucie, FL 34952, | write to provide you with notice of a security breach that exposed certai ersonal
information of New Hampshire residents to unauthorized access.

1. General description of the security breach and steps taken.

While performing routine maintenance and backups on December 8, 2018, USR became aware of unusual
activity (i.e., missing data) within one server that stored an internally-facing application and database that
contained protected health information, some of which was personal information. On December 8, 2018,
the database server was taken offline for investigation. During the investigation, USR and a forensic
specialist discovered that on August 23, 2018, a USR employee made a configuration change to a firewall
rule, which inadvertently allowed the internally-facing database to be available externally from August 23,
2018 until December 8, 2018. This resulted in the database as well as the protected health information and
personal information stored in the database being accessed by unauthorized, unknown third parties. The
third parties were able to delete the data in the database.

In response to the breach, USR disabled access to the database server and engaged a national digital
forensics firm to assist with the investigation. In addition, USR is providing additional staff training and is
revisiting its security measures to reduce the likelihood of a similar incident in the future. Also, as discussed
further below, each affected New Hampshire resident is being offered credit monitoring and identity theft
protection services.

2. Types of personal information that were compromised or are reasonably believed to have been
compromised as a result of the breach.

The database contained information for 223 New Hampshire residents. The database included names,
addresses (for some), dates of birth, and insurance information for the individuals. In some circumstances,
the insurance information included the name of the carrier, the member id, the name of the primary insured,
deductible amount and amount remaining, address of the primary insured, the relationship between the
primary insured and the individual, and similar benefits information.

For three of the individuals, the social security number was included.

The database did not include any of the following: driver's license number or government identification
number, credit or debit card number, or financial account number.

3. Notice to New Hampshire residents and credit monitoring.

USR engaged ID Experts® to ¢ st with notification. USR mailed notifications through ID Experts on
February 1, 2019. A copy of the notification template is enclosed.


















