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: pgqejllber 21.2012 .

Attorney General Michacl A. Defaney - . 0 0 T L L

COffice of the Attorney General =~ . - = .0 T N
- 33 Capitol Street S N . ' ‘ : T
- Cereerd, NIT 03301 . -

RE: Netification of Security Breach R LT

Dear Attorney General Delaney:

T am writing on behalf af Upper Skagit Indian Tribe (dha Skagit Valley Casino Resort) to inform -
you of a security incident concerning the theft of clectrenic equipment in the possessicn ofour ..~

~vendor, Bally Technologies, Ine. (“Bally™ that may have contained the name. driver's license S
mumber, social security number, and bank account informatian of 23 residents of your staie.

Bally informed my elient on Navember 21, 2012, that a thicf had stolen eleetronic cquipment
. containing my clicnt’s data but assured my client that no actual customer data was affected. On.
November 29, 2012, Bally then informed my cliem that the incident included unencrypted
personal data. We are continuing to investigate this incident but believe that the theft of the -
“equipment a1 the home of the Bally cmployee occurred on or about October 26. 2012.
Circumstances suggest that the motivation behind the theft was to obtain goods such as
cleetronie cquiptent and jewelry, not information. To date. we have not reccived.any reports of
actual access 10 or misuse of the data on the stolen equipment.

My client takes this matier very seriously and has taken several steps 1o protect customer B
" information since the discovery of this incident. They have elfercd credit monitoring services o
“all affected customers of your state. We understand that Bally is conlinuing to work with law ST
enforcement 1o recover its electronic cquipment, and my client is working with law enforcemem. ‘
. authotitics to investigate this matter. We have also informed the payment neiworks and credit
- reporting apencies so that they may also take appropriate action. Vinally, my clignt is also takm},
* steps 1o bring more accountability to vendors who process its customer data.

Please find a copy of the netification that W]“ be sent (o the affected individualy by as c.lrlv s

‘Drecemlber 21, 2612, 2ncloscd. -
1’Icase contact me with any yuestions or concerns regarding this incident. -~ .~ C.
T . e - o . Lot - . L T

""""" 719 SECOND AVENCE SUMLD P00, STATHE. WA 81021732 11 (206} 422 8700 = [3ik; 452-2600 Www . CQOLEY.COm 7
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Dear Samplc A Samplc:

T am writing to inform you that on November 28, 2012, the Skagit Valkey Casine Resort lcamcd that an
incident involving one of its vendors, Bally Technologies, Inc. (“Bally™), may have involved your personal
data. On or about October 26, 2012, clectronic cquipment in Bally’s posscssion in’ ﬂw normal course of :
busincss for the purposcs of performing scrvices for us was stolen from a Bally employce's home office. The
equipment may have contained data of our customers. The customer data may have included your name,
driver’s licensc numbcer, social sccurity number, and bank account information,

Circumstances suggest that the motivation behind the theft was to obtain goods such as electronic equipment
and jewelry, not information. W havc not received any roports of actual aceess to of misusc of the dataon the
stolen cquipment.

A police report was filed, and we arc continuing to investigatc the incident with authoritics. We have also
informcd the credit reporting agencics so that they may take any appropriatc action.

Even though to datc we have not reccived any reports of actual access to or misuse of information, we
rccommend that you monitor your financial accounts and credit reports for fravdulent transactions and
congider contacting the credit reporting agencics if you wish to put in place a fraud alert or obtain a frec copy
of your credit report. If you sce anything you do not recognize or understand, call the credit agency’s number
listed on the report. Examples of suspicious activity mclude accoumts you did not open, inquiries from '
ercditors you did not initialc, or an inaccuratc home address. Contact information for the credit reporting
agengcics i8 below should you have questions about fraud alerts or need help rcading your crcdit rcport.

Fquifax: 1-800-525-6285; www equifax com: P.O. Box 740241, Atlnta. GA 30374:0241
Experian: 1-888-EXPERIAN (397-3742); www.cxpcrian.com; P.O. Hox 9532, Allén, TX 75013 - ﬁ
TransUnion: 1-800-680-7289; www transumion com; Fraud Victim Assistance Dlmon. P. 0 Box 6790,

Fulicrton, CA 92834-6790

B

A fraud alcrt on your credit report doos not affcct your ability to get a loan or credit. Insicad, it alerts a
business that your personal information may have been compromised and reqquires them to verify vour identity
before issuing you credit. As pant of this verification process, the business may try fo contact you dircctly.
While this may causc somc short delay if you arc the onc applymg for the credit, u engurcs that someonc
cannot fraudulently obtain credit in your name.

As you monitor your transaction records and credit reports, if you suspect fraudulest transattions have
occurred, contact your local law enforcement agency or the attorney general of your state, Tn addition, the
Federal Trade Commigsion web gite at www consumer gov/idtheft containg information and tips to help
individuals guard against identity theft.

(OVER PLEASE) -

ROGRNT -
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Because we take the protection of your information very scriously, we arc also oFFé_:ﬁng & complimentary
onc-ycar membership of Experian’s® ProtectMyID® Alcrt. You can activate ProtcctMyTD Now in Three
Easy Steps

1. ENSURE That You Enroll By: March 31, 2013
2. VISIT the ProtectMyTD Web Site: www. pmtcctmytd com/alert or call 866-584-9479 to cnrall
3. PROVIDE Your Activation Code: ABCDEFGHIJKL

Oncc your ProtectMyTD mombcership is activated, your crodit report will bo monitorod for idontity theft.

You'll reecive timely Credit Alerts from ProtectMyTD on any key changgs in your credit report. [f identity

theft is detected, ProtectMyID will assign a dedicated Identity Theft Resolution Agent who will walk you

through thc process of fraud resolution. I you have any questions about ProtectMyTD, need help :
understanding something on your credit report or suspect that an item on your credit report may be frandukent, .
please contact Experian’s customer care team at 866-584-9479. ’

-You may also contact us in writing at:

Attm: Rick Swanson

Skagit Valicy Casino Resort oo
5984 North Darrk Lane S
Bow, WA 98232 B

On behalf of the Skagit Vallcy Casino Resort, we rogrot any inconvenionce this incidant may causc you.
Sincerely,

20

Rick Swanson
General Manager




