





IMPORTANT INFORMATION
PLEASE REVIEW CAREFULLY
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The privacy and security of the personal information we maintain is of the utmost importance to the University
of New England (“UNE”). As such, we wanted to provide you with information about a privacy incident at
UNE, explain the services we are making available to you, and let you know that we continue to take significant
measures to protect your information.
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University of New England learned that an employee’s email was compromised through a method that did not
involve any wrongdoing by the employee or UNE.

Wh " dre Doing.

Upon learning of the issue, we commenced a prompt and thorough investigation. As part of our investigation,
we worked very closely with external cybersecurity professionals. The forensic investigation concluded that one
UNE email box may have been compromised from November 35, 2018 to November 30, 2018. Following the
extensive forensic investigation and manual document review, we discovered on June 20, 2019 that the
impacted files contained personal information belonging to a limited number of people including you. We have
no evidence that any of the information has been misused. Nevertheless, out of an abundance of caution, we
want to make you aware of the incident.
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The information impacted includes your name and Social Security number, and may also include your medical
information.

What You Can Do.

To protect you from potential misuse of your information, we are offering a complimentary one-year
membership of Experian IdentityWorks™ Credit 3B. This product helps detect possible misuse of your personal
information and provides you with identity protection services focused on immediate identification and
resolution of identity theft. IdentityWorks Credit 3B is completely free to you and enrolling in this program will
not hurt your credit score. For more information on identity theft prevention and IdentityWorks Credit 3B,
including instructions on how to activate your complimentary one-year membership, please see the additional
information provided in this letter.

This letter also provides other precautionary measures you can take to protect your personal information,
including placing a fraud alert and/or security freeze on your credit files, and/or obtaining a free credit report.



Additionally, you should always remain vigilant in reviewing your financial account and explanation of benefit
statements and credit reports for fraudulent or irregular activity on a regular basis.

For More Information.

We regret any inconvenience you may experience as we are committed to maintaining the privacy of personal
information in our possession and have taken many precautions to safeguard it. We continually evaluate and
have already modified our practices to enhance the security and privacy of your personal information.

If you have any further questions regarding this incident, please call me, Thomas Drottar, at -
, Monday through Friday, 9:00 am to 4:00 pm ET.

Sincerelv













