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Via Overnight Mail

Joseph Foster
Office of the Attorney General
33 Capitol Street
Concord, New Hampshire 03301

Re:

Incident Notification

Dear Attorney General Foster:
I am writing on behalf of our client, TRUEbenefits LLC, to notify you of a security
incident involving New Hampshire residents. TRUEbenefits is an insurance brokerage company
that provides employee benefit insurance procurement, consultation, and support services for its
client employers and health plans.
On May 19, 2017, a phishing email was sent from the email account of an employee of
TRUEbenefits without the employee's knowledge. When TRUEbenefits determined that the
email was sent illegitimately to perpetuate the phishing scheme, the company immediately
secured the employee' s email account, began an investigation, and engaged a leading forensic
firm. After conducting a thorough review of the employee' s email account, TRUEbenefits
determined on June 26, 2017, that an unauthorized person had access to the employee' s email
account and that some of the emails accessible through the account contained the names of
clients' employees and/or plan members, together with the Social Security numbers of some
employees and/or plan members, as well as member support services information for some
employees and/or plan members. The membership support services information that was
potentially accessible included health insurance numbers, claims information, dates of service,
provider names, diagnoses or treatment information, explanation of benefits forms, invoice
amounts, or invoice statements.
On June 30, 2017, TRUEbenefits began notifying certain clients of the incident pursuant
to contractual obligations with those clients. TRUEbenefits initially notified the clients by phone
and later in writing. TRUEbenefits also engaged a forensic firm to perform the time-consuming
process of identifying all potentially affected individuals and their corresponding employers.
TRUEbenefits provided written notification to all of its clients with potentially affected
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employees by August 14, 2017. For each client, TRUEbenefits offered to provide notifications to
the potentially affected employees, as well as complimentary credit monitoring services, call
center services, and required regulator notifications.
On August 14, 2017, TRUEbenefits began mailing written notifications to individuals
whose employers had responded affirmatively to TRUEbenefits' offer. However, none of the
notified individuals were New Hampshire residents until the final set of mailings were sent on
September 13th-18th. There are a total of ten (10) New Hampshire residents who were notified
of the incident in writing in accordance with N.H. Rev. Stat. Ann. § 359-C:20 in substantially the
same form as the enclosed letters. 1 TRUEbenefits is offering the potentially affected individuals
a complimentary two-year membership in credit monitoring and identity theft protection services
from Experian. TRUEbenefits has also provided a telephone number for potentially affected
individuals to call with any questions they may have. TRUEbenefits provided notice to the
individuals as soon as possible and without unreasonable delay after TRUEbenefits received
affirmative responses from the individuals' employers to TRUEbenefits' offer to send
notifications to the individuals.
To help prevent something like this from happening in the future, TRUEbenefits has
conducted additional training and education for its employees regarding phishing emails,
enhanced email security, and amended email retention policies.
Please do not hesitate to contact me if you have any questions regarding this matter.
Sincerely,

Randal L. Gainer
Partner

Enclosures

1

Thi s report is not, and does not constitute, a waiver ofTRUEbenefits' obj ection th at New Hampshire lacks personal jurisdi cti on
regarding th e company related to this matter.
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TRlJEbenefitsLLC
Return Mail Processing Center
P.O. Box 6336
Portland, OR 97228-6336
<<MaillD>>
<<Na me l>>
<<Name 2>>
<<Address l>>
<<Address 2>>
<<Address 3>>
<<Add ress 4>>
<<Add ress 5>>
<<C ity>><<State>><<Zip>>
<<Co untry>>

<<Date>>

Dear <<Name I>>:
TRUEbenefits LLC is an insurance brokerage company that provides employee benefit ins urance
procurement, consultation, and support serv ices fo r its client employers and health plans. TRUEbenefits understands
the im portance of protect ing personal information. We are wr iting to inform you that we rece ntly ide nt ified and
addressed a secu rity incident that may have involved yo ur personal information , wh ich was provided to TRUEbenefits
fo r services that we prov ided to <<C lie nt>>. <<R hode Is land>>Th is not ice explains the inc ident, measures we have
taken, and some steps you can take in response.
A ph ish ing emai l was sent from the email account of an employee of TRUEbenefits on May 19, 2017,
w ithout the employee's k nowledge. When we determ ined that the emai l was se nt illegiti mately to perpetuate the
ph ish ing schem e, we immediately secured the employee's ema il accou nt, began an investigation, and engaged a
lead ing forensic fi rm. We conducted a t horough review of the employee's emai l account and determ ined on June
26, 20 17, that an unauthorized person had access to the employee's emai l account and some of the emails may have
contained your name<<Variable Data I and Social Secu rity num ber.>><<Variable Data 2 , Social Security number,
and member support services information, which may have incl uded a health insurance number, claims informat ion,
date of service, provider name, d iagnoses or treatment inform ation, explanat ion of benefits, invoice amount, or
invoice statement. >><<Variable Data 3 and mem ber support services informat ion, which may have included a
health insurance number, claims information, date of serv ice, provider name, diagnoses or treatment information ,
explanation of benefits, invoice amount, or invo ice statement. A Social Security number and financial information
were not included with the informatio n.>>
We have no ind ication that the information in the emails was actually viewed or has been used in any way.
Howeve r, out of an abu ndance of caution, we are offer ing a complimentary two-year members hip of Exper ian's®
ldentityWorks 5M Credit 38 . This product helps detect possi ble misuse of your personal infor mation and prov ides you
w ith identity protection services focused on immediate identification and resolution of ident ity theft. ldentityWorks
Credit 3B is completely free to you a nd enro lli ng in this program wi ll not hurt your credit score. Fo r more
information on identity theft prevention and ldentityWorks Credit 3B, includ ing instructions on how to activate your
complimentary two-year membersh ip, please see the add it iona l informat ion provided in this letter. We recom mend
that you regularly review the expl anat ion of benefi ts received from your hea lth insurer. lf you see services that you
d id not receive, please contact the insurer immediate ly.
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We sincerely regret that this incident occurred and apologize for any inconvenience or concern this may
cause you. To help prevent something like this from happening in the future, we have conducted additional training
and education for our employees regarding phishing emails, enhanced email security, and amended email retention
policies. ff you have any questions or want clarification on what information may have been accessible, please call
1-888-457-2326, Monday through Friday between 6 a.m . and 6 p.m. Pacific Time.
Sincerely,

Grant McDonald
Privacy Officer & Managing Principal

56262 v.07 08.14.2017

Activate IdentityWorks Credit 3B Now in Three Easy Steps
1. ENROLL by: <<Enrollment Deadline>> (Your code will not work after this date.)
2. VISIT the Experian IdentityWorks website to enroll: www.experianidworks.com/3bcredit2
3. PROVIDE the Activation Code: <<Enrollment Code>>

If you have questions about the product, need assistance with identity restoration or would like an alternative to
enrolling in Experian IdentityWorks online, please contact Experian's customer care team at 877-288-8057. Be
prepared to provide engagement number <<Engagement Number>> as proof of el igibi I ity for the identity restoration
services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS CREDIT
3B MEMBERSHIP:
A credit card is not required for enrollment in Experian IdentityWorks Credit 3B.
You can contact Experian immediately without needing to enroll in the product regarding any fraud issues.
Identity Restoration specialists are available to help you address credit and non-credit related fraud.
Once you enroll in Experian IdentityWorks, you will have access to the following additional features:

•
•
•
•

Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.*
Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud.
Experian ldentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after your Experian Identity Works membership has expired.
$1 Million Identity Theft Insurance·· : Provides coverage for certain costs and unauthorized electronic
fund transfers.
Activate your membership today at www.experianidworks.com/3bcredit2
or call 877-288-8057 to register with the activation code above.

What you can do to protect your information: There are additional actions you can consider taking to reduce
the chances of identity theft or fraud on your account(s). Please refer to www.ExperianIDWorks.com/restoration
for this information. If you have any questions about Identity Works, need help understanding something on your
credit report or suspect that an item on your credit report may be fraudulent, please contact Experian's customer care
team at 877-288-8057.

*
**

Offline members will be eligible to call for additional reports quarterly after enro lling.

Identity theft insurance is underwritten by insurance company su bsidiaries or affi liates of American International Group, Inc. (AIG).
The description herein is a summary and intended for informational purposes only and does not include all terms, conditions and exclusions
of the policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available
in all jurisdictions.
56263 v.07 08.14.2017

MORE INFORMATION ON WAYS TO PROTECT YOURSELF
Even if you choose not to take advantage of this free credit monitoring, we recommend that you remain vigilant
for incidents of fraud or identity theft by reviewing your account statements and free credit reports for any
unauthori zed activity. You may obtain a copy of your credit report, free of charge, once every 12 months from
each of the three nationwide credit reporting companies. To order your annual free credit report, please visit
www.annualcreditreport.com or call toll free at 1-877-322-8228. Contact information for the three nationwide credit
reporting companies is as follows :

Equifax, PO Box 740241 , Atlanta, GA 30374, www.equifax.com , 1-800-685-1111
Experian, PO Box 2002, Allen, TX 75013, www.experian.com , 1-888-397-3742
TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com , 1-800-916-8800
If you believe you are the victim of identity theft or have reason to believe your personal information has been
misused, you should immediately contact the Federal Trade Commission and/or the Attorney General's office in your
state. You can obtain information from these sources about steps an individual can take to avoid identity theft as well
as information about fraud alerts and security freezes . You should also contact your local law enforcement authorities
and file a police report. Obtain a copy of the police report in case you are asked to provide copies to creditors to
correct your records. Contact information for the Federal Trade Commission is as follows :

Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW Washington, DC
20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft
If you are a resident of Connecticut, Maryland, Massachusetts, North Carolina, or Rhode Island , you may
contact and obtain information from your state attorney general at:

Connecticut Attorney General 's Office, 55 Elm Street, Hartford, CT 06106, 1-860-808-5318, www.ct.gov/ag
Mary land Attorney General's Office, 200 St. Paul Place, Baltimore, MD 21202, www.oag.state.md.us,
1-888-743-0023 (toll free when calling within Maryland) (410) 576-6300 (for calls originating
outside Maryland)
Office of the Attorney General, One Ashburton Place, Boston, MA 02108, 1-508-990-9700,
www.mass.gov/ago/contact-us.html
North Carolina Attorney General 's Office, 9001 Mail Service Center, Raleigh, NC 27699, www.ncdoj .gov,
1-919-716-6400
Rhode Island Attorney General 's Office, 150 South Main Street, Providence, RI 02903, www.riag.ri.gov,
401 -274-4400
If you are a resident of Massachusetts or Rhode Isla nd, note that pursuant to Massachusetts or Rhode Island law,
you have the right to file and obtain a copy of any police report.

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors on notice
that you may be a victim of fraud-an initial alert and an extended alert. You may ask that an initial fraud alert be
placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial
fraud alert stays on your credit report for at least 90 days. You may have an extended alert placed on your credit
report if you have already been a victim of identity theft with the appropriate documentary proof. An extended fraud
alert stays on your credit report for seven years. You can place a fraud alert on your credit report by contacting any
of the three national credit reporting agencies.
Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze , on your credit file ,
so that no new credit can be opened in your name without the use of a PIN number that is issued to you when you
initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report
without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to get
access to your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your
ability to obtain credit. In addition, you may incur fees to place, lift and/or remove a credit freeze. Credit freeze laws
vary from state to state. The cost of placing, temporarily lifting, and removing a credit freeze also varies by state,
generally $5 to $20 per action at each credit reporting company. Unlike a fraud alert, you must separately place a
credit freeze on your credit file at each credit reporting company. Since the instructions for how to establish a credit
freeze differ from state to state, please contact the three major credit reporting companies as specified below to find
out more information .
To place a security freeze on your credit report, you must send a written request to each of the three major reporting
agencies by regular, certified, or overnight mail at the addresses below:

Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.equifax.com
Experian Security Freeze, PO Box 9554, Allen, TX 75013, www.experian.com
TransUnion Security Freeze, PO Box 2000, Chester, PA 19016, www.transunion.com
In order to request a security freeze, you will need to provide the following information :
$6264 v. 07 08. 14.2017

1.
2.
3.
4.

Your full name (including middle initial as well as Jr., Sr., II, III, etc.)
Social Security number
Date of birth
If you have moved in the past five (5) years, provide the addresses where you have lived over the prior
five years
5. Proof of current address such as a current utility bill or telephone bill
6. A legible photocopy of a government issued identification card (state driver's license or ID card, military
identification, etc.)
7. If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint to
a law enforcement agency concerning identity theft

The credit reporting agencies have three (3) business days after receiving your request to place a security freeze on
your credit report. The credit bureaus must also send written confirmation to you within five (5) business days and
provide you with a unique personal identification number ("PIN") or password or both that can be used by you to
authorize the removal or lifting of the security freeze.
To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must call
or send a written request to the credit reporting agencies by mail and include proper identification (name, address,
and Social Security number) and the PIN number or password provided to you when you placed the security freeze as
well as the identity of those entities or individuals you would like to receive your credit report or the specific period
of time you want the credit report available. The credit reporting agencies have three (3) business days after receiving
your request to lift the security freeze for those identified entities or for the specified period of time.
To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and include
proper identification (name, address, and Social Security number) and the PIN number or password provided to you
when you placed the security freeze. The credit bureaus have three (3) business days after receiving your request to
remove the security freeze.

Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act, which
promotes the accuracy, fairness , and privacy of information in the files of consumer
reporting agencies. The FTC has published a list of the primary rights created by the FCRA
(https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf),
and
that
article
refers
individuals seeking more information to visit www.ftc.gov/credit. The FTC's list ofFCRA rights includes:
•

•

You have the right to receive a copy of your credit report. The copy of your report must contain all the
information in your file at the time of your request.
Each of the nationwide credit reporting companies - Equifax, Experian, and Trans Union - is required to
provide you with a free copy of your credit report, at your request, once every 12 months.
You are also entitled to a free report if a company takes adverse action against you, like denying your
application for credit, insurance, or employment, and you ask for your report within 60 days of receiving
notice of the action. The notice will give you the name, address, and phone number of the credit reporting
company. You're also entitled to one free report a year if you're unemployed and plan to look for a job within
60 days; if you're on welfare; or if your report is inaccurate because of fraud , including identity theft.
You have the right to ask for a credit score.
You have the right to di spute incomplete or inaccurate information.
Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information.
Consumer reporting agencies may not report outdated negative information.
Access to your file is limited. And you must give your consent for reports to be provided to employers.
You may limit "prescreened" offers of credit and insurance you get based on information in your credit report.
You may seek damages from violators.
Identity theft victims and active duty military personnel have additional rights.

86265 v.07 08.14.2017
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TR lJ EbenefitsLLC
Return Mail Processing Center
P.O. Box 6336
Portland, OR 97228-6336
<<Ma il ID>>
The Pa rent or Guardian of
<<Name l>>
<<Na me 2>>
<<Address l>>
<<Add ress 2>>
<<Address 3>>
<<Address 4>>
<<Add ress 5>>
<<City>><<State>><<Z ip>>
<<Country>>

<<Date>>

Dear Parent or Guardian of <<Name l>>:
TRU Ebenefits LLC is an insurance brokerage company that provides employee benefit in surance
procurement, consultation , and support services for its client empl oyers and health pl ans. TRUEbenefits unde rstand s
the im portance of protecting personal infor mation . We are w riting to inform you that we recently identified and
addressed a security incident that may have involved your child's personal infor mation, which was prov ided to
T RUEbenefits fo r services that we prov ided to <<client>>. <<Rhode Tsl and>>This notice expl ains the inc ide nt,
measures we have ta ke n, and some steps you can take in response.
A phishi ng email was sent from the em ail account of an employee of T RUE benefits on M ay 19, 201 7,
w ithout the employee's knowledge. Whe n we determ ined that the em a il was sent illeg it im ate ly to perpetuate the
ph ishi ng scheme, we immediately secured the employee's email account, began a n investigation, and engaged a
leading foren sic fir m. We cond ucted a thorough rev iew of the empl oyee's ema il account and determined on June
26, 20 17, that an unauthori zed person had access to the employee's email accou nt and some of the email s may have
contained your child's nam e<<Vari able Data I and Soc ial Security nu mbe r.>><<Vari able Data 2 , Social Secu r ity
number, and member sup port services in fo rmation , w hich may have included a health in surance number, cla im s
infor mation , date of serv ice, provider name, d iagnoses or treatm ent info rm ation, expl anation of benefits , invoice
amount, or invoice statement. >><<Vari able Data 3 and membe r s upport services info rm ation, which may have
incl uded a health ins urance number, cl aim s info rmation, date of service, prov ider name, diag noses or treatme nt
info rm ation, explanation of benefit s, invoice a mo unt, or invoice statement. A Social Secur ity num ber and fi nanci al
inform at ion we re not included with the info rmat io n.>>
Out of an abund ance of caution, we are offe ri ng a co mpl imentary two-year mem bership of Exper ian
ldentityWo rkssM M inor Plus. This product prov ides you w ith internet s urveill ance of your mi nor's personal
info rm ation. In additi on, lde ntityWorks M inor Plus w ill tell you if your child has a c redit re po rt, a potent ial sig n
that hi s or her ide nt ity has bee n stolen. For more in formati on on identity theft prevention and ldentityWorks Mi nor
P lus, including in structions o n how to activate yo ur complim entary two-year membership, please see the add it io na l
info rm ation prov ided in thi s letter. We recommend th at you reg ul arly rev iew the exp lanation of benefits rece ived from
your child's health insurer. lfyo u see services that yo ur child did not rece ive, please contact the ins urer im medi ately.
We sincerely regret that thi s incident occurred and apolog ize for any inconvenience or concern th is may
ca use you. To help prevent something li ke thi s from happening in the fu ture, we have conducted add it ional tra in ing
and ed ucation for our emp loyees rega rding ph ishing email s, enh anced email security, and am ended email retentio n
poli cies. If you have any q uestions or want cla rification on what information may have been accessible, please call
1-888-457-2326, Monday thro ug h Frid ay between 6 a .111 . and 6 p.111. Pacific Time.
Sincerely,

G rant McDonald
Privacy Officer & Managing Princi pal
56291 v.06 08.14.2017

Activate Experian IdentityWorks Minor Plus Now in Four Easy Steps
1.
2.
3.
4.

ENROLL by: <<Enrollment Deadline>> (Your code will not work after this date.)
VISIT the Experian IdentityWorks website to enroll : www.experianidworks.com/minorplus2
PROVIDE the Activation Code: <<Enrollment Code>> and the parent's/guardian's information
PROVfDE your minor's information when prompted

lf you have questions about the product, need assistance with identity restoration or would like an alternative to
enrolling in Experian ldentityWorks online, please contact Experian's customer care team at 877-288-8057. Be
prepared to provide engagement number <<Engagement Number>> as proof of eligibility for the identity restoration
services by Experian.
ADDITIONAL DETAILS REGARDING THE 24-MONTH EXPERIAN IDENTITYWORKS MINOR
PLUS MEMBERSHIP:
A credit card is not required for enrollment in Experian IdentityWorks Minor Plus.
You can contact Experian immediately without needing to enroll in the product regarding any fraud issues.
Identity Restoration specialists are immediately available to help you address credit and non-credit related fraud for
your minor.
Once you enroll your minor in Experian IdentityWorks, you can access the following additional features:
•
•
•
•

Social Security Number Trace: Monitoring to determine whether enrolled minors in your household have
an Experian credit report. Alerts of all names, aliases and addresses that become associated with your
minor's Social Security Number (SSN) on the Experian credit report.
Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify trading
or selling of the minor's personal information on the Dark Web.
Experian IdentityWorks Extend CARE™: Receive the same high-level of Identity Restoration support
even after the Experian IdentityWorks membership has expired.
$1 Million Identity Theft Insurance·: Provides coverage for certain costs and unauthorized electronic
fund transfers.
Activate your minor's membership today at www.experianidworks.com/minorplus2
or call 877-288-8057 to register with the activation code above.

What you can do to protect your minor's information: There are additional actions you can consider
taking to reduce the chances of identity theft or fraud on your minor's account(s).
Please refer to
www.ExperianIDWorks.com/restoration for this information.

* Identity theft insurance is underwritten by insurance company subsidiaries or affi liates of American International Gro up, Inc. (AIG). The
description herein is a su mm ary and intended for informational purposes only and does not include all terms, conditions and exclusions of
the policies described. Please refer to the actua l policies for terms, conditions, and exclusions of coverage. Coverage may not be available in
all jurisdictions.
56292 v.06 08.14.2017

MORE INFORMATION ON WAYS TO PROTECT YOURSELF
Even if you choose not to take advantage of this free credit monitoring, we recommend that you remain vigilant
for incidents of fraud or identity theft by reviewing your account statements and free credit reports for any
unauthori zed activity. You may obtain a copy of your credit report, free of charge, once every 12 months from
each of the three nationwide credit reporting companies. To order your annual free credit report, please visit
www.annualcreditreport.com or call toll free at 1-877-322-8228. Contact information for the three nationwide
credit reporting companies is as follows:

Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111
Experian, PO Box 2002, Allen, TX 75013, www.experian.com, 1-888-397-3742
TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com , 1-800-916-8800
If you believe you are the victim of identity theft or have reason to believe your personal information has been
misused, you should immediately contact the Federal Trade Commission and/or the Attorney General's office in your
state. You can obtain information from these so urces about steps an individual can take to avoid identity theft as well
as information about fraud alerts and security freezes. You should also contact your local law enforcement authorities
and file a police report. Obtain a copy of the police report in case you are asked to provide copies to creditors to
correct your records. Contact information for the Federal Trade Commission is as follows:
Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW Washington, DC
20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft
If you are a resident of Connecticut, Maryland, Massachusetts, North Carolina, or Rhode Island , you may
contact and obtain information from your state attorney general at:

Connecticut Attorney General's Office, 55 Elm Street, Hartford, CT 06106, 1-860-808-5318, www.ct.gov/ag
Maryland Attorney General 's Office, 200 St. Paul Place, Baltimore, MD 21202, www.oag.state.md.us,
1-888-743-0023 (toll free when calling within Maryland)
(410) 576-6300 (for calls originating outside Maryland)
Office of the Attorney General, One Ashburton Place, Boston, MA 02108 , 1-508-990-9700,
www.mass.gov/ago/contact-us.htm I
North Carolina Attorney General 's Office, 9001 Mail Service Center, Raleigh, NC 27699, www.ncdoj.gov,
1-919-716-6400
Rhode Island Attorney General 's Office, 150 South Main Street, Providence, RI 02903, www.riag.ri.gov,
401-274-4400
If you are a resident of Massachusetts or Rhode Island, note that pursuant to Massachusetts or Rhode Island law,
you have the right to file and obtain a copy of any police report.

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put yo ur creditors on notice
that you may be a victim of fraud-an initial alert and an extended alert. You may ask that an initial fraud alert be
placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial
fraud alert stays on your credit report for at least 90 days. You may have an extended alert placed on your credit
report if you have already been a victim of identity theft with the appropriate documentary proof. An extended fraud
alert stays on yo ur credit report for seven years. You can place a fraud alert on your credit report by contacting any
of the three national credit reporting agencies.
Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, on your credit file,
so that no new credit can be opened in your name without the use of a PIN number that is issued to you when you
initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report
without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to get
access to your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your
ability to obtain credit. In addition, you may incur fees to place, lift and/or remove a credit freeze. Credit freeze laws
vary from state to state. The cost of placing, temporarily lifting, and removing a credit freeze also varies by state,
generally $5 to $20 per action at each credit reporting company. Unlike a fraud alert, you must separately place a
credit freeze on your credit file at each credit reporting company. Since the instructions for how to establish a credit
freeze differ from state to state, please contact the three major credit reporting companies as specified below to find
out more information.
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To place a security freeze on your credit report, you must send a written request to each of the three major reporting
agencies by regu lar, certified, or overnight mail at the addresses below:
Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.equifax.com
Experian Security Freeze, PO Box 9554, Allen, TX 75013, www.experian.com
Trans Union Security Freeze, PO Box 2000, Chester, PA 19016, www.transunion.com
In order to request a security freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.)
2. Social Security number
3. Date of birth
4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior
five years
5. Proof of current address such as a current utility bill or telephone bill
6. A legible photocopy of a government issued identification card (state driver's license or ID card, military
identification, etc.)
7. If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint to
a law enforcement agency concerning identity theft
The credit reporting agencies have three (3) business days after receiving your request to place a security freeze on
your credit report. The credit bureaus must also send written confirmation to you within five (5) business days and
provide you with a unique personal identification number ("PIN") or password or both that can be used by you to
authorize the removal or lifting of the security freeze .
To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must call
or send a written request to the credit reporting agencies by mail and include proper identification (name, address,
and Social Security number) and the PIN number or password provided to you when you placed the security freeze as
well as the identity of those entities or individuals you would like to receive your credit report or the specific period
of time you want the credit report available. The credit reporting agencies have three (3) business days after receiving
your request to lift the security freeze for those identified entities or for the specified period of time.
To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and include
proper identification (name, address, and Social Security number) and the PIN number or password provided to you
when you placed the security freeze . The credit bureaus have three (3) business days after receiving your request to
remove the security freeze .
Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act,
which promotes the accuracy, fairness, and privacy of information in the files of consumer
reporting agencies.
The FTC has published a list of the primary rights created by the FCRA
(https://www.consumer.ftc.gov/articles/pdf-0096 -fair-credit-reporting-act.pdf), and that article refers individuals
seeking more information to visit www.ftc.gov/credit. The FTC's list ofFCRA rights includes:
You have the right to receive a copy of your credit report. The copy of your report must contain all the
information in your file at the time of your request.
Each of the nationwide credit reporting companies - Equifax, Experian, and Trans Union - is required to
provide you with a free copy of your credit report, at your request, once every 12 months.
You are also entitled to a free report if a company takes adverse action against you, like denying your
application for credit, insurance, or employment, and you ask for your report within 60 days of receiving
notice of the action. The notice will give you the name, address, and phone number of the credit reporting
company. You're also entitled to one free report a year if you're unemployed and plan to look for a job within
60 days; if you're on welfare; or if your report is inaccurate because of fraud, including identity theft.
You have the right to ask for a credit score.
You have the right to dispute incomplete or inaccurate information.
Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information.
Consumer reporting agencies may not report outdated negative information.
Access to your file is limited. And you must give your consent for reports to be provided to employers.
You may limit "prescreened" offers of credit and insurance you get based on information in your credit report.
You may seek damages from violators.
Identity theft victims and active duty military personnel have additional rights.
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