Banknorth

I'wo Portland Square
MEDRD-23

Portland, ME 04112
T Banknorth.com

MNovember 26. 2008

YVIA OVERNIGHT MAIL &
REGULAR MAIL

(Office of the Attorney General

New Hampshire Department of Justice
33 Capitol Street

Concord. NH 03301

New Hampshire Banking Division
33 Regional Drive, Suite 200
Concord, NH 03301

Dear Sir or Madam:

TI) Bank, N.A. 1s notifving your office of a security breach mvolving TD
Banknorth customers and New Hampshire residents, [t has been determined that an
estimated 3,235 customers were possibly aftected by this incident, Of that number,

approximately 11 are New Hampshire residents.

On Monday. October 27, 2008, equipment containing such customer information

as names. addresses. birthdates, Social Security Numbers, account numbers and balances,

was removed without authorization from two TD Banknorth branches that were
consolidating into T1) Bank Stores in Hillsdale and Park Ridge. New Jersey.

TD Banknorth will be sending notices to all affected customers on November 26,
2008. Copies of the notices are enclosed with this correspondence. Please contact us
with any questions. Thank you for vour attention to this matter,

Very truly vours,
TD Bank, N.A.
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Michael ). O'Connor
Vice President
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HTEI-RET-5-000000

John 0 Snuth

123 Any Street

Any Town, US 12345-6789
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Drear John Q. Smuth,

AL TD Banknorth, we are conunitted to keeping you informed aboul your accounls and relationship with us We ane
writing loday 10 inform you about an mcident regarding computer equipment at nwo TD Banknorth brancles

Iportant information aboul your account.

On Getober 27, 2008, compuler equipment was removed without authorzation from TD Banknonh branches loeated al
321 Broadway, Broadway Flaza, Hillsdale, New Jersey and 165 Kinderkamack Avenue, Park Ridge, Neaw Jersey. Thes
eguipment contaired information that may have included vour name; address, Soctal Security Number, account number
and account balance.

We know s is difficult news to hear and we sincerely regrat any concern this may cause you. Al TD Banknorh,
protecting our customers’ personal information is 8 pnonty and something we take very seriously. This was an isolated
incident that is being addressed through an internal iovestigation by our corporate security tzam and notification 1o
federal and state law enforcement,

Enroll in FREEE credit monitoring service for 12 months,

To increase your sceunty and peace of mind, we will offer you 12 manths of credil monitonng service, al our expenss,
trough Equifax Personal Solutions. This service will help you prolect your wdentety angd vour credit information. Please
see the enclosed ipsert for instructions on how to enroll.

Recommendations Lo protect you From identity theft.

We are not currently aware of any misuse of your information, bul suggest that you 1ake these sieps 1o protect yoursel
«  Remain vigilaot about your personal infermation, particularly over the nest 12 to 24 inonths
= Carefully review monthly account statements and your credit report annwally
«  MNotify us immediately of any suspicious aclivity or suspecied identity thefi
+  Report any suspicious or unaothorized aclivity to law eaforcement and to the FTC at 877-FTC-HELP (R77-382-1157)
- Place a fraud alen on your credit file, which tzlls creditors to contact vou before they open any new accounls or
change vour existing accounts, Yoo can contact the credit reporting agencies directly at
Equifax: 877-478-7623
Experian; §83-397-3742
TransUnion Corp.: B00-680-T289

You can get a free copy of vour credit report by calling 877-322-8228 or vistling www annualcrediteeport comn. More
information-about free annual credit reperts and puidance on steps you can take to prevent identity thefi 15 avalatle
through the Federal Trade Commission (FTC), at www fic gov/bepledu/microsiesiidihefi

Cince again, we sincerely regret any inconvenience and concern this situdtion may cause you. Ifyou have any quesions,
or if yeu need addinenal information or assistance, please call us at 800-233-8472,

Rincerely,

Anthony Laligz e
Exscutive Vice Prasident, Mid-AclanisReail Davision
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John Q. Smith
123 Any Streel
Any Town, US 12345-6789
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Dear John Q. Srith,

AUTD Banknorth, we are committed to keeping you informed about your accounts and relationship with us. We are.
writing loday to inform you aboul an. incident mga:ﬁingmmpuwr equipment at two TD Banknorth Era;ir:he’s

Important information about your aceount.

:Qn Oclober 27, 2008, computer equipment was ‘removed withwt au:hmznubn from 'I'E}Baﬂlmmrth branches located At
321 Broadway, Broadway Plaza, EﬁJlaﬂalt,Nm Jersey and 165 Kinderkamack Avenue, Park Ridge. New Jersey This
equipment contained information that may have included your name, account nuiber amiaqrumm: balance.

We know this is difficult news to hear and we. smoetl;]}' regret any concern this may cause you, ALTD Banknorth,
;rromcting our customers” personal information is a pnarllj* and mmﬁmg‘m lake very S\‘:nuusi)' This was an isolated
incident that is ba!ngaﬂﬂiwed through an intemal investigation by our corporate security team and notification 1o
federal and state law mfum&mitnL

Enrall in FREE credit monitoring service for 12 months.

“To increase your mnqg;and peace of mind, we will offer you 12 months of credit monitoring service, al our cxpense,
through Equifax Personal Solutions. This service will help you protect your identity and your credit informaron Pleass
-see the enclosed insert far instructions on how lo enroll,
Recommendations to protect you from identity theft.
“We are not currently aware of sny misuse of your information, bul sugges! that you take these steps to protect 3uu sl
+ Remain vigilant about your personal information, particularly over (he next 12 o 24 monﬂis
¥ :'CMEHIy review monthly account statements and your credit report mmuailr
+ Notify us immediately of any suspicious activity or suspected identity theft,
. 'Re:pbr[ any mspé;:mm ‘or unauthorized activity (o law enforcement and to the FTC at 877-FTC-HELP (877- 331-435*)
.+ Placea fraud alert on your cradit file, which tells creditors to contact you before they OpEn ANy new Accounts or
change your existing accounts. You can contact the credit mpqrr_mg agencies. djmmly ar
Equifax: 877-478-7625
Experian: 888-397-3742
TransUnion Corp.: 800-680-7289

You can get a free copy of your credit report by calling 877-322-8228 or visiting. mvwannualc;ﬂdlimpun com Maore
information about free annual credit reports and ‘guidance on steps. you can take to preveol idenlity theft is available
through the Federal Trade Commission (FTC), at www, fic. gow/bep/edu/microsites/idiheft.

‘Onge again, we sincerely regret any inconvenience and concern this situation may cause you. If you have any questions,
or dﬁrou need additional information or assistance, please call us at 800-235-8472,

Executive ‘-.i"- ‘-Pmmdﬂnt, Mid- .ﬁtran _,Rﬂiall mwsion
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