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Joseph Foster

Office of the Attorney General
33 Capitol St

Concord, NH 03301

Re:  Incident Notification

Dear Attorney General Foster:

On November 29, 2017, our client, talentReef, Inc. (“talentReef”), discovered that an
unauthorized individual may have gained access to an employee’s email account. When
talentReef learned of this, they immediately reset passwords and began an investigation to
determine the scope of the incident. talentReef also hired an outside forensic investigation firm
to assist in their investigation.

talentReef submits this notice after learning that some of the potentially accessed email
messages contained the name, address, payment card number, expiration date, and internal
verification code (CVV) for three (3) New Hampshire residents.

talentReef began notifying individuals by U.S. Mail on January 9, 2018 in accordance
with N.H. Rev. Stat. Ann. § 359-C:20 in substantially the same form as the document enclosed
herewith.! talentReef has also provided a dedicated phone number to answer any questions that
individuals may have regarding the incident.

! This report is not, and does not constitute, a waiver of personal jurisdiction.
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To help prevent something like this from happening again, talentReef is taking steps to
enhance their existing security protocols and is re-educating their employees regarding the
protection of sensitive information.

Please do not hesitate to contact me if you have any questions regarding this matter.

Sincerely,

M Seott Koller

M. Scott Koller
Counsel

Enclosure




U/U 1D EXPETLS To Enroll, Please Call:

P.O. Box 10444 (888) 684-5067

Dublin, OH 43017-4044 Or Visit-
om/protecttr
(XXXXXX]

[First Name] [Last Name]
[Address1] [Address2]
[City, State Zip] January 9, 2018

Dear <<First Name>> <<Last Name>>,

Notice of Data Breach

talentReef, Inc. values the relationship we have with our applicants and the individuals who use our service and we are
committed to protecting the personal information of our community. We are writing to inform you about an incident that
may involve some of your information. While we have no evidence to suggest that your personal information has been
misused by an unauthorized individual, as a precaution we are notifying you about this incident.

What Happened

On November 29, 2017, it was discovered that an unauthorized individual may have gained access to an employee’s email
account which had messages containing some of your personal information. At the time of discovery, we immediately
reset account passwords and began an investigation utilizing the services of a third party forensic investigation firm to
determine the scope of the incident.

What Information Was Involved
As part of our investigation, we identified a message containing some personal information, including your name, address,
<<affected data>>,

What Yor 7-— Mo

We are keenly aware of how important your personal information is to you. As a precaution, we are offering identity theft
protection services through ID Experts®, the data breach and recovery services expert, to provide you with MyIDCare™.
MylIDCare services include: 12 months of credit and CyberScan monitoring, a $1,000,000 insurance reimbursement
policy, exclusive educational materials and fully managed identity theft recovery services. With this protection,
MyIDCare will help you resolve issues if your identity is compromised. Your assigned MylDCare Enrollment code is
listed above. We encourage vou to contact ID Experts with any questions and to enroll in free MylDCare services by
calling (888) 684-5067 or going to https://ide.myidcare.com/protecttr and using the Enrollment Code provided above.
MylDCare experts are available Monday through Friday from 5 am - 5 pm Pacific Time. Please note the deadline to enroll
is April 9, 2018.

What We¢ “ - ™1ing

We understana tnat this may pose an inconvenience to you. We sincerely apologize and regret that this situation has
occurred. Caring for our applicants and the individuals who use our service is a top priority for talentReef, Inc. We have
already taken steps to increase the security strength of our systems and will continue doing so to help prevent something
like this from happening in the future.




For T~ elInformation

Your confidence and trust are important to us, and we sincerely apologize for any inconvenience or concern this may have
caused. For information about this incident and MyIDCare services, please call (888) 684-5067 Monday through Friday
from 5 am - 5 pm Pacific Time or go tc *s://ide.myidcare.com/protecttr. Thank you for your patience and support.

Sincerely,
Tyson Kasperbauer
Tyson Kasperbauer

President and Chief Operating Officer
talentReef, Inc.







In order to request a security freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., 11, III, etc.)
2. Social Security number
3. Date of birth
4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five
years
Proof of current address such as a current utility bill or telephone bill
6. A legible photocopy of a government issued identification card (state driver's license or 1D card, military
identification, etc.)
7. 1If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint to a
law enforcement agency concerning identity theft

w

The credit reporting agencies have three (3) business days after receiving your request to place a security freeze on your
credit report. The credit bureaus must also send written confirmation to you within five (5) business days and provide you
with a unique personal identification number (“PIN”) or password or both that can be used by you to authorize the
removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must call or
send a written request to the credit reporting agencies by mail and include proper identification (name, address, and
Social Security number) and the PIN number or password provided to you when you placed the security freeze as well as
the identity of those entities or individuals you would like to receive your credit report or the specific period of time you
want the credit report available. The credit reporting agencies have three (3) business days after receiving your request to
lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and include
proper identification (name, address, and Social Security number) and the PIN number or password provided to you when
you placed the security freeze. The credit bureaus have three (3) business days after receiving your request to remove the
security freeze.

Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act, which promotes the
accuracy, fairness, and privacy of information in the files of consumer reporting agencies. The FTC has published a list of
the primary rights created by the FCRA (https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf),
and that article refers individuals seeking more information to visit www.ftc.gov/credit. The FTC’s list of FCRA rights
includes:

You have the right to receive a copy of your credit report. The copy of your report must contain all the information in
your file at the time of your request.

Each of the nationwide credit reporting companies — Equifax, Experian, and TransUnion — is required to provide you with
a free copy of your credit report, at your request, once every 12 months.

You are also entitled to a free report if a company takes adverse action against you, like denying your application for
credit, insurance, or employment, and you ask for your report within 60 days of receiving notice of the action. The notice
will give you the name, address, and phone number of the credit reporting company. You’re also entitled to one free
report a year if you’re unemployed and plan to look for a job within 60 days; if you’re on welfare; or if your report is
inaccurate because of fraud, including identity theft.

You have the right to ask for a credit score.

You have the right to dispute incomplete or inaccurate information.

Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information.

Consumer reporting agencies may not report outdated negative information.

Access to your file is limited. And you must give your consent for reports to be provided to employers.

You may limit “prescreened” offers of credit and insurance you get based on information in your credit report.

You may seek damages from violators.

Identity theft victims and active duty military personnel have additional rights.




