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Anjali C Das
May 16, 2019 312.821.6164 (direct)

Anjali.Das@wilsonelser.com

Via email

Attorney General Gordon MacDonald
Consumer Protection Bureau

Office of the Attorney General

33 Capitol Street

Concord, New Hampshire 03302
DOJ-CPB@doj.nh.gov

Re: Data Security Incident
Dear Attorney General MacDonald:

We represent St. Francis College (“SFC”), located at 180 Remsen Street, Brooklyn Heights, New York,
11201 with respect to a potential data security incident described in more detail below. SFC takes the
security and privacy of the information in its control very seriously, and has taken steps to prevent a similar
incident from occurring in the future.

1. Nature of the security incident.

Between November 28, 2018 and December 11, 2018, SFC learned that two employees were victims of
payroll fraud. SFC conducted an internal investigation and discovered evidence to suggest a small number
of employees’ email accounts were potentially accessed by an unauthorized individual. SFC immediately
took action to secure the email accounts and conducted an investigation with the assistance of computer
forensic professionals to identify any personal information that may have been accessed as a result of the
incident. On April 23,2019, the investigation concluded and the computer forensic professionals were able
to identify specific current and former employees’ and students’ personal information that was potentially
accessible to the unauthorized individual(s). The email accounts contained information including names,
Social Security numbers, financial account numbers, passport numbers, driver’s license numbers and/or
health information.

2; Number of New Hampshire residents affected.

Six (6) New Hampshire residents are known to have been potentially affected by this incident. Notification
letters to these individuals were mailed on May 16, 2019, by first class mail. A sample copy of the
notification letter is included with this letter.

3, Steps taken.

SFC has taken steps to prevent a similar event from occurring in the future, and to protect the privacy and
security of potentially affected individuals® information. This includes changing passwords, providing
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users with additional training on network security, and implementing multifactor authentication. SFC will
also provide potentially affected individuals with identity theft restoration and credit monitoring services
for a period of twelve (12) months at no cost to the individuals.

4. Contact information.

SFC remains dedicated to protecting the sensitive information in its control. If you have any questions or
need additional information, please do not hesitate to contact me at Anjali.Das@wilsonelser.com or (312)
821-6164.

Very truly yours,

Wilson Elser Moskowitz Edelman & Dicker LLP

Anjali C. Das D14

Enclosure.
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