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Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol St.

Concord, NH 03301

To Whom It May Concern,

We are writing to notify you of an incident that may have resulted in the unauthorized access of
personal information. As background, SRI conducts tax sales, deed sales and foreclosure sales in relation to
the recoupment of delinquent tax for local governments. Bidders will submit personal information, such as
W-9s, W-8s and banking information, to SRI’s auction website.

On March 13, 2015, Google alerted SRI of suspicious activity occurring on SRI’s website. Upon
investigation, SRI realized that someone had added new files to the software behind SRI’s auction website,
allowing the unauthorized outside user to access, post and delete files stored on the website. Consequently,
the personal information of bidders may have been made accessible, which information included first and
last names, addresses, social security numbers, tax identification numbers and bank routing and account
numbers.  SRI believes that unauthorized access may have started in December 2014, and the investigation
is ongoing.

SRI has conducted a thorough investigation of this data security incident and notified the appropriate
agencies and officials. SRI has also taken a variety of steps to ensure the security of users’ data moving
forward, including removing all personal data from the auction system. SRI is migrating all of its online
auctions to a new auction system with enhanced security. The new auction system will come online in April
2015.

On April 2, 2015, SRI mailed a notification letter to the seven (7) New Hampshire residents affected
by this incident. The letter provided detailed what steps affected individuals could take to protect their
personal information, including guidance on how they can request security freezes and obtain copies of their
credit reports. A copy of the notification letter is enclosed. SRI did not delay notification as a result of the
notification to any agency or official. Notification was sent as soon as SRI completed its initial investigation
and determined that there may have been access, the individuals and their residence locations were
identified, and letters were prepared. The incident appears to have involved a total of approximately nine
thousand individuals in fifty (50) states and countries.

If you have any questions regarding this incident, please contact me at the address or phone number
listed above.

Best regards,

oAt

James B. I-‘Iughes,‘Pres’ident









