
Vedder Price 

July 26, 2016 

Chicago 
New York 
Washington, D.C. 
London 
San Francisco 
Los Angeles 
vedderprice.com  

Blaine C. KIrnrey 
Shareholder 
+1 312 609 7865 
bklmrey©vedderprIce.com  

VIA E-MAIL (ATTORNEYGENERALADOINELGOV1 
AND FEDERAL EXPRESS  

The Honorable Joseph Foster 
Attorney General of the State of New Hampshire 
Office of the Attorney General 
33 Capitol Street 
Concord, NH 03301 

Re: 	Notification of Cybersecurity Incident Potentially Affecting New Hampshire Resident 
Pursuant to N.H. Rev. Stat. 359-C:20  

Dear Madam/Sir: 

We represent Specialty Equipment Market Association ("SEMA") in connection with a recent incident 
that may have impacted the security of certain personal information of one (1) New Hampshire resident. 
Pursuant to N.H. Rev. Stat. § 359-C:20 SEMA is reporting potential unauthorized access to this 
information. 

The investigation of this incident is ongoing, and this notice will be supplemented, if necessary, with any 
new significant facts discovered after its submission. By providing this notice, SEMA does not waive 
any potential rights or defenses regarding applicability of New Hampshire law or personal jurisdiction in 
connection with this incident. 

Background of the Incident 

SEMA is a worldwide association of accountants and financial professionals working in business. 
SEMA is headquartered in Montvale, New Jersey, but it provides services to members and customers 
throughout the United States. 

SEMA learned on June 27, 2016, that one of its vendors, Comnet Marketing Group, Inc. ("Comnet"), 
had been the victim of a potential computer intrusion. An unauthorized user gained administrative 
access to Comnet's systems on April 23-24, 2016, and issued commands to delete all the data housed 
on Comnet's servers. That data may have included certain SEMA member/customer information that 
Comnet had collected on behalf of SEMA, including organization ID, organization type, organization 
name, organization address, phone number, Web site address, personal name, join date, return join 
date, effective date, expiration date and dues package information, as well as credit card number, CW 
code, and expiration date if the customer/member provided such information to Comnet. Comnet did 
not discover any evidence indicating that the credit card data was accessed or acquired by an 
unauthorized user or that the unauthorized user intended to steal data. But Comnet says it has been 
unable to definitively rule out any unauthorized access to or acquisition of data because data potentially 
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