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AM™ FEUERAL EXPRESS

The Honorable Joseph Foster

Attorney General of the State of New Hampshire
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Re: Notification of a Computer Security Incident

Dear Attorney General Foster:

We represent Shock Doctor, Inc. (“Shock Doctor”). Shock Doctor is reporting a potential unauthorizcu
disclosure of unencrypted computerized data containing the personal information of fifteen (15) New
Hampshire residents pursuant to N.H. REV. STAT. ANN. § 359-C.20.

The investigation of this incident is ongoing, and this notice will be supplemented, if necessary, with any
significant new facts discovered subsequent to its submission. By providing this notice, Shock Doctor
does not waive any rights or defenses regarding the applicability of New Hampshire law or personal
jurisdiction in connection with this incident.

Backgroune' ~ the Incident

Shock Doctor (www.shockdoctor.com), headquartered in Fountain Valley, CA, is a market leader in
mouthguard technology and sports protection and performance around the globe.

On April 11, 2017, Shock Doctor discovered the personal information of fifteen (15) New Hampshire
residents may have been affected when an external actor or actors placed hidden code on the Shock
Doctor webservers (the “Incident”). The code may have targeted certain personal information of
customers who made credit card purchases via the Shock Doctor webservers, including those
customers’ first and last names, billing or mailing addresses, e-mail addresses and credit card
information (card holder names, credit card account numbers, expiration months and years and card
security codes).

Upon learning of the incident, Shock Doctor promptly launched an internal investigation and retained a
leading incident response and digital forensics firm to assist in Shock Doctor’s investigation. Shock
Doctor promptly notified its customers as soon as possible after the investigation was completed and
Shock Doctor determined the identities of the potentially affected customers.
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Notice *~ New “"~mpshire Residents

On April 28, 2017, Shock Doctor will be notifying the fifteen (15) New Hampshire residents of the
incident. Attached is a sample of the notification letter that is being sent to the affected New Hampshire
residents via first-class United States mail.

In addition, Shock Doctor has established a confidential telephone inquiry line to assist the affected
customers with any questions they may have regarding this incident. This confidential inquiry line is
available between 9:00 a.m. and 5:00 p.m., ET, Monday through Friday, at 855 474-3871.

Other Steps ''~dertaken and to Be Undertaken by Shock Doctor

Shock Doctor has already begun taking several actions to help prevent this type of incident from
occurring in the future. These actions include evaluating ways to best strengthen its systems to guard
against this type of similar future incident and working with its network vendors to implement additional
security controls on its website.

Contact Information

Please contact me if you have any questions or if | can provide you with any further information
concerning this matter. Thank you.

Yours very truly,

Bruce A. Radke

BAR/bah
cc: Dennis Goetz, Chief Financial Officer

CHICAGO/#2983718




PO Box 10455
Dublin, OH 43017-4055

SMP1000002

LA

Sample Customer

123 Sample St
Apt2
\ Dublin, OH 43017

"










Des Moines, 1A 50319
(515) 281-5164
www.iowaattorneygeneral.gov

Maryland Residents: Maryland residents can contact the Office of the Attorney General at regarding steps they
can take to avoid identity theft:

Office of the Attorney General
220 St. Paul Place

Baltimore, MD 21202

(888) 743-0023

www.0a ite.md.us

North Carolina ™-~~idents: North Carolina residents can obtain information about preventing identity theft from
the North Carolina Attorney General’s Office at:

North Carolina Attorney General’s Office
9001 Mail Service Center

Raleigh, NC 27699-9001

(877) 566-7226

www.ncdoj.com




