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By Regular Mail

Consurner Protection and Antitrtlst Bureau .
Office of the Attorney General '
.33 Capltol Street

Concord NH 03301

Re: -~ Notice of Data Security Event
- To Whom It May Concern: ~ -

We represent Service Systems Associates, Inc, (“SSA”), 4699 Marion Street, Denver,
Colorado 80216, and are writing to notify you of a data security incident that may have
compromised the security of personal 1nformat10n of an unconﬁrmed number of New
‘Hampshlre res1dents :

Service. Systems Associates prov1des V151tor serv1ces to Cultural attractions in cities

throughout the United States. The affected individuals, which may include New Hampshire

residents, were visitors to gift shops in 10 zoos, museums, and.other attractions located in

California, Flor1da Hawaii, Michigan, Pennsylvanla and Texas. ‘Service Systems Associates

does not have access to contact: 1nformatlon for any of the affected individuals and, as a

result, has prov1ded substitute notice and media notice to- affected 1nd1v1duals on October
.13, 2015,_ in substantially the same form as the notice attached as Exhibit A.

The 1nvest1gat10n into thls _event was completed by Sikich, anmrndependent forensic
invéstigator, with the finalTe Teport prov1ded to SSAon Septemb@?’?S 2015.To date, SSAhas
not received the final number of potentlally affected consumers. By providing this notice,
‘Service Systéems Associates does mot waive any- r1ghts or defenses regarding the
applicability of New Hampsh1re law or personal ]ur1sd1ct10n

_ bNature of the Data Securlty Event

On ]une 18 2015, Serv1ce Systems Assocrates dlscovered susp1c1ous act1v1ty on several of
its point of sale systems and immediately began an investigation to identify and remediate
any security. vulnerability. Service Systems Associates * ‘also began worklng with. law
‘enforcement officials and a third party forensics team to investigate the incident. This
notice has not been delayed because of any law enforcement investigation, but the Secret
Service has been kept apprlsed ‘of the breach and relevant information regarding the
breach
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_‘Serv1ce Systems Assoc1ates has determlned that the securlty of some personal information

contained on.'its systems has been affected The personal information- affected by this
“incident may include. the followmg information relating to what SSA believes is
approximately 60,000 individuals who used a credit or debit-card at one of the limited
number of gift shops in the aforementioned States between March .24, 2015 -and May 20,
2015: cardholder name, expiration date, primary account number, and magnetic stripe
data.

Novtice to Affected ReSidents

Service Systems*Assoaates lmmed1ate1y1not1f1ed*cred1t cardacompames ofthissincident,.and.. ...

those companies have assumed respon51b111ty for notlfylng affected cardholders. Service:
.- Systems Associates does not have access:to’ contact 1nformat10n for affected cardholders .

and, as a result, cannot provide: 1nd1v1dual notlflcatlons and cannot determine States of
~ residence. Service Systems Assoc1ates has, however, prov1ded substltute and media notice
throughout the United States and has not1f1ed the relevant consumer reporting agencies. In
addition, Service Systems. Assoc1ates has prov1ded on the front page of its website,
‘www.kmssa.com, a link to details and updates regarding the 1nc1dent and investigation. A
copy of this web51te notice is attached as Exhibit B.

Other ACtIOHS Tak_en

‘Service Systems Assocfat'es takes this matter, and the'se'curity of the personal information
in its care, seriously and has taken measures to restore the secure functionality of the
_ affected systems. Upon dlscovermg thls data securxty compromlse Service Systems
-Associates took steps to identify and remedlate potentlal vulnerablhtles in its.systems and
‘enhance the security of its systems. Service Systems Associates continues to work closely
‘with its third- party éxperts to fully remediate thls_mc1dent. Remedial ef_forts include
~identifying and removing the malware that caused the breach, including dual
authentication for_remote, access,,encryptlon dev1ces and the e11m1nat10n of keyboard
based mag readers among other thmgs - ' .

To support potentlally affected 1nd1v1duals Serv1ce Systems Associates has established a
toll-free hotline to answer- questlons about this incident and to provide information
relating to protection agamst 1dent1ty theft and fraud. Service Systems Associates will
prov1de affected md1v1duals access to a one- year membershlp to. credit monitoring and
identity protection services through Experlan at no cost to the affected individual. Service
Systems Associates has.also worked closely with credit card companies and its payment
‘processor, to ensure that affected individuals are notified of this incident.

S £
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- Contact Information

Should you have any ‘qﬁ'es_tions _regardi‘ng this notification or other. aspects .of the data
“security compromise, please contact me at (720) 904-6010.

Sincerely,

(it

Chrlstopher McNicholas

‘AMMM
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EXHIBIT
A

NEWS RELEASE

_Medla Contacts -
Kara, Hamstra /- Kyle Adams o o
Sikich Marketing & Public Relations = v e
; khamstra@sikich.com / kadams@sikich’com’ :
"312-541-9300 x 106-/ 101,

Serwce Systems Associates, Inc. Victim of Data Securlty Breach
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DENVER — Oct. 13, 2015 Serwce Systems Associates;. |nc (SSA) was the victim of a
payment securlty breach between March 24 and May 20, 2015. The breach occurred in
the company S pomt-of—sale systems used by glft shops in several Z00s.

The malware that causéd the breach was |dent|f|ed and removed and-all visitors should
feel conﬂdent usmg credlt or. deblt cards anywhere m these facmtles

As soon as SSA learned about the attack it mvestlgated the breach worklng alongside
Sikich; an mdependent forensic mveshgator acéredited by the Payment § Card Industry
Security Standards Council. At the: same time, SSA also took several steps to improve

its security and prevent future- attacks::

The following locations were affected by the breach:
o Dallas Zoo .
e Detroit Zoo
_El'Paso Zoo
Fresno Chaffee Zoo
Herman Park Conservancy
Honolulu Zoo
Houston Zoo
Zoo Miami
‘ Muselm-of-Science-and- |ndustry}(Tampa"FIonda)w!—-—-—-- c——
. Plttsburgh Zoo & PPG Aquarium " o

Sikich has conflrmed that malware has been located and removed from all affected SSA

clients. Neither the maIware nor it
ot Incation. s known artifacts have been found at any other SSA

S . ’ 0] N y ‘

° Osrﬁpzoqltztsjo)rfa;eg th'[h affected’ zoos to alert their patrons and notified the credit card

e O 4Sla Lﬁ?jt'&r; szLé]esztcs) 1vgho I:Jsed retail facilities at the affected locations
should visit SSA’s website f

To help any guest affected by this data breach, SSA will offer one %a?*cg? f:r;tzj)drmatlon

protection. To learn more a
Website. bout how to enroll inthis service, please also visit SSA’s
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SSA News Release
Page 2 of 2 -

Consumers who see any fraudulent actrvrty on a credit or deblt card should contact the
relevant card issuer as soon as possible. Most credit card companies do not hold

~ customers llable for fraudulent charges if they are promptly. reported

: Additionally, here is some advrce_from the:Con'SUmer Flnanclal Protection Bureau:

If.you believe you are a VICt/m of identity theft you should contact one of the consumer
reportmg agencies listed below to place a fraud alert-on your credit report. You only
need to contact one of the. three credit reporting compan/es to place an alert.
. *TransUn/on “-1- 8006807289, Www.transunion.com, “Eriud Victim ASSistance™
~ Division, P.O. Box 6790, Fullerton, «CA 92834-6790
* e - Equifax: 1~ 800-525-6285 WWW. equrfax com P.O. Box 740241, Atlanta, GA
30374 -0241 :
e Experian: 1- 888—EXPERIAN (397—3742) www exper/an com, P 0. Box 9554,
Allen, TX 75013

' For more details on the steps to take if you are a ) victim of identity theft, visit the Federal

Trade Commission’s Identity-Theft website at
’ http //WWW fic. qov/bcp/edu/mlcrOSItes/ldtheft/

HE



Detalls on Serv1ce Systems Ass001ates TInc. Data Breach

recently the victim of a data.securrty breach.

EXHIBIT
B

‘We are prov1dmg thls notlﬁcatlon to report that Service Systems ‘Associates, Inc (“SSA™) was

" The incident occurred in the point-of-sale systems located in the gift shops of fewer than a dozen
~ of our clients. This means that if a guest used a credit or debit card in the gift shop at one of the

following partner facilities between March 24 and May 20, 2015 the information on that card
may have been compromised: Dallas Zoo, Detroit Zoo El Paso Zoo, Fresno Chaffee Zoo,
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"Herman Park Conservancy, Honolulu Zoo, Houston  Zoo; Zoo Miami, Tampa’s Museum of
801ence and Industry, and the Pittsburgh Zoo & PPG Aquarlum '

- SSA takes this-issue very seriously. As soon as we- learned about the attack, SSA began working
-wrth law enforcement officials and a th1rd-party forensic investigator, Sikich, to investigate the

breach. Through this 1nvest1gat10n we learned that the security of some personal information,

-zlncludlng names, and credrt card numbers_had been affected. -SSA has also notified the major

credit card companies of th1s situation and they are in the process of not1fy1ng their customers.

Though the 1nvest1gat10n into this. attack contlnues thlS notice has not been delayed by law
enforcement. SSA has taken steps’ to protect the personal 1nformat10n of guests from further
unauthorized access, 1nclud1ng 1dent1fy1ng and removing the malware that caused the breach.

SSA is also taking several steps to 1mprove its security and prevent future attacks, including dual
authentication for remote access, encryption devices, and the elimination of keyboard based mag

v readers among other thmgs

Identity Protectzon Servzces
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Protecting Yourself From Fraud =
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- Out of an abundance of cautlon we are offering affected 1nd1v1duals access to one year of credit
" monitoring services at no cost. Information about these services may be obtained by e-mailing
’ serv1cesystems@protectmy1d com.

. We suggest that 1nd1v1duals who may ‘have been affected by’ thls 1n01dent remain vigilant by

reviewing account statements for susplclous activity ‘and momtormg free credit reports. Under

- US. law, individuals are entitled to a free annual credit report from each of the three major credit
‘bureaus. To obtaln a free credit report, visit WWW annualcredltreport com or call, toll-free, (877)
322-8228. Guests who view. any fraudulent activity on a credit or debit card should contact the

relevant card issuer as soon-as pos51ble Most credit card companles do not hold customers

liable for fraudulent charges if they are promptly reported

If you believe you are a victim of identity. theft; you should contact one of the consumer

reporting’ agencies listed below to place a fraud alert or securlty freeze on your credit report.

You only need to contact one of the three credit reportlng companies to place an alert.
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* TransUnion:

1-800-680-7289
www transunion.com . .
Fraud Victim Assistance Division

P.O. Box 6790

Fullerton CA 92834-6790

Equ1fax
1-800-525- 6285

- www.equifax.com -

P.O.Box 740241
Atlanta, GA 30374-0241

. o »» o :‘m, ,, ~ - g, - i s Ry

EXperian: -
1- 888-EXPERIAN (397 3742)

. WWWw.experian.com
P.O. Box 9554
~ Allen, TX 75013

Suspected incidents of 1dent1ty theft should be 1mmed1ately reported to local law enforcement,
the Federal Trade Commission, and’ your state Attorney General: State Attorneys General and
the FTC may also have advice on preventing identity theft lncludmg placing a fraud alert or
secur1ty freeze on your cred1t ﬁles :

For North Carolma and Maryland Résidents '

We are requ1red by Maryland and North Carolina state laws to not1fy you that you may obtain

" information about preventmg 1dent1ty theft by contacting the Maryland ‘and North Carolina

Attorheys General

e For North Carol1na res1dents the Attorney General can be contacted at 9001 Mail Service
Center Ralelgh NC 27699-9001, (919) 716-6400, www.ncdoj. gov.

... For Maryland residents; the-Attorney General can-be contacted at. 200 St. Paul Place l6th
Floor Baltlmore MD 21202 (888) 743 0023 Www.oag. state md us.

You may also contact the FTC at 600 Pennsylvama Avenue NW, Washmgton D.C. 20580,

- www.fe. gov/1dtheft (877) ID-THEFT (877-438- 4338) TTY: (866) 653-4261-

For Residents of Massach usetts and West Virginia

. We are required by Massachusetts and West- Vlrg1n1a laW to n0t1fy affected individuals (1) that

they have the right to obtain any police report filed in regard to this incident; (2) that if they are
the Vlct1m of identity theft, they also have the right to file a police report and obtain a copy of it;

“and (3) that they may place a security freeze on their credit reports.
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A securlty freeze proh1b1ts a cred1t reporting agency from releasmg any information from a

~consumer’s credit report without wr1tten authorization. However, please be aware that placing a

security freeze on your cred1t report may delay, interfere with, or prevent the timely approval of
any requests you make for new loans credit mortgages employment, housing or other services.

- If you have been a victim of identity theﬁ and you provide the credit reporting agency with a
~ valid police report, it- cannot charge you to: place lift or remove a security freeze..In all other

cases, a credit reporting agency: may charge you up-to $5.00 in Massachusetts and $5 30 in West

' V1rg1n1a to place, temporarily lift, or. permanently remove-a securlty freeze.

To place a security freeze on your credit report, you must send a written request to ‘each of the

three. major,consumer.reportmg agenc1es -n order torequest:a. secur1tyxfreeze you will.need.to___
provide the followmg information:

' 1 Your full name (1nclud1ng mlddle 1n1t1al as well as Jr Sr., 11, 10, etc.);

2. Soc1al Secur1ty Number,
3. Date of birth;

4.1f you have moved in .the past five (5) years,«provide the addresses where you have lived over
the prior f1ve years; - '

5. Proof of current address such asa current ut111ty bill'or telephone bill;

6. A legible photocopy of a govemment issued identification card (state driver’s license or ID
card, military- 1dent1ﬁcat10n etc)

7. If youare a victim of 1dent1ty theft 1nclude a copy of either the police report, 1nvest1gat1ve
report, or complamt to-a law enforcement agency concernmg identity theft;

8. If you are not a -Vlct1m of -1dent1ty theft include payment by check money order, or credit card

v (V1sa MasterCard Amerlcan Express or Drscover only). Do not send cash through the mail.

The credit reportmg agencies-have three (3). busmess days after receiving your request to place a
secur1ty freeze on your credit report. The credit bureaus must also send written conﬁrmatlon to
you within five (5) business days and prov1de you with a un1que personal identification number
(PIN) or password or both that can be used by you to- authorize the removal or lifting of the
security freeze. To 1ift the secur1ty freeze in order to allow a specific entity or individual access
to your credit report you must call or send a written request to the credit reporting agencies by

mail and include proper 1dent1ﬁcat1on (name, address, and social secur1ty ‘number) and the PIN
' number or password prov1ded to you when you placed the security freeze as well as the identities

of those entities or individuals ‘you would like to receive your credrt report or the specific period
of time you want the cred1t report available. The credit reportmg agencies have three (3) business
days after receiving your request to lift the secur1ty freeze for those identified entities or for the
specified period of time.



To remove the security freeze, you must send a written' request to each of the three credit bureaus
by mail and include proper identification (name, address, and social securlty number) and the
PIN number or password provided to you when you placed the securlty freeze. The credit
bureaus have three (3) busmess days after receiving your request to remove the security freeze.

Contact Information

We will provide relevant updates on our website as. soon as they may become available. SSA is
available to answer any questions about the data security breach and the personal information
maintained by SSA that may have: been compromlsed and to provide more information about the
credit monltorlng and identity protection services we are offerlng We may be reached from 8:00
am. 03 5: 00,p msMST.at.[insert toll free: 1nformat10n] OT . credltlnve_stlgatlon@kmssa com.

Again, we are very sorry for any 1nconven1ence due to thls s1tuat10n



