A. Joseph Bulua, Esq.
Corporate Counsel
16925 Park Circle Drive
Chagrin Falls, OH 44023
440-284-3027

December 28, 2016

Mr. Joseph Foster

Office of the Attorney General
33 Capitol Street

Concord, NH 03301

Re: Security Breach Notification
Dear Attorney General Foster:

This letter is to provide you notice on behalf of Safe For Home Products LLC DBA
Naturepedic of a recent security breach incident. On October 28, 2016, during an
extensive scan. we learned that encrypted malware had been placed on our

_ website. Our staff promptly worked with the vendor who created
our website to identity and remove the malware and to implement additional safeguards.
We have reported the incident to law enforcement and are fully cooperating with their
investigation.

The malware copied the information entered on our website to create online accounts and
to place orders between June 6 and October 28, 2016, including a customer’s name,
address, telephone number, and credit card information. The investigation has not been
able to determine whether the copied information was sent to the criminals. To our
knowledge, the data accessed did not include any other personal information.

We are continuing to monitor the situation, and implement measures to further
strengthen the security of its system to help prevent this from happening in the future.

To help protect the identity of the affected individuals, we are offering a complimentary
one-year membership of Experian professional identity monitoring service. This
service helps detect possible misuse of information, provides identity protection
support, and up to $1,000,000.00 in identity theft insurance.

Please find attached a copy of the notification that will be mailed to all 14
affected residents of your state beginning December 28, 2016.

If you have additional questions or concerns regarding this incident, please contact me
at the above address.

Very Truly Yours.

M JUDLVPLHL DULUd, EDY.
Naturepedic Corporate Counsel
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Dear Sample A Sample:

We are writing to tell you about a data security incident that may have exposed some of your personal
information. We take the protection and proper use of your information very seriously. For this reason,
we are contacting you directly to explain the circumstances of the incident. Please be assured that we
are taking reasonable steps to address the incident, and that we are committed to fully protecting all of
the information that you have entrusted to us.

What happened?

On October 28, 2016, during an extensive scan, we learned that encrypted malware had been placed
on our www.naturepedic.com website. Qur staff promptly worked with the vendor who created our
website to identify and remove the malware and to implement additional safeguards. We have reported
the incident to law enforcement and are fully cooperating with their investigation.

What information was involved?

The malware copied the information entered on our website to create online accounts and to place
orders between June 6 and October 28, 2016, including a customer's name, address, telephone
number, and credit card information. The investigation has not been able to determine whether the
copied information was sent to the criminals. To our knowledge, the data accessed did not include any
other personal information.

What we are doing.

Naturepedic values your privacy and deeply regrets that this incident occurred. Naturepedic has
implemented additional security measures intended to prevent a recurrence of such an attack, and to
protect the privacy of Naturepedic’s valued customers. As an initial matter, you will be asked to reset
your www.naturepedic.com username and password.

To help relieve concerns and restore confidence following this incident, we have secured the services
of Experian to provide a free PROTECTMYID membership for XX months which includes a credit report
at signup, identity monitoring, active surveillance alerts, internet scan, address change alerts, fraud
resolution, lost wailet protection, and $1 million Identity Theft insurance at no cost to you.

Visit the ProtectMy!D website to enroll;: www.protectmyid.com/protect
Provide your activation code: ABCDEFGHI

What you can do to protect your information.

Piease also review the enclosed “Steps You Can Take” for additional resources to protect your
information, including recommendations by the Federal Trade Commission, and further information on
how to take advantage of the Experian services provided to you.

We sincerely apologize for this incident and regret any inconvenience it may cause you. Should you
have questions or concerns regarding this matter, please do not hesitate to call our dedicated incident
care team at 866-751-1324 9am-9pm Monday through Friday and Saturday-Sunday from 11am-8pm
Eastern Standard Time.

Sincerely,

&71&—6’(

Barry Cik
Founder
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KE ADVANTAGE OF Y FREE EXPERIA RVICES:

If you believe there was fraudulent use of your information as a result of this incident and would like to discuss
how you may be able to resolve those issues, please reach out to an Experian agent. If, after discussing your
situation with an agent, it is determined that fraud resolution support is needed then an Experian Fraud Resolution
agent is available to work with you to investigate and resolve each incident of fraud that occurred from the date of
the incident (including, as appropriate, helping you with contacting credit grantors to dispute charges and ciose
accounts; assisting you in placing a freeze on your credit file with the three major credit bureaus; and assisting
you with contacting government agencies to help restore your identity to its proper condition.)

Please note that this offer is availabie to you for xxxx-year from the date of this letter and does not require any
action on your part at this time.

The Terms and Conditions for this offer are located at www.experian.com/fraudresoliution. You will also find
self-help tips and information about identity protection at this site.

While Fraud Resolution assistance is immediately available to you, we also encourage you to activate the fraud
detection tools available through ProtectMyiD® Elite as a complimentary xxx-year membership. This product
provides you with superior identity detection and resolution of identity theft. To start monitoring your personal
information please follow the steps below:

Ensure that you enrolt by: December 30, 2017 (Your code will not work after this date.)

Visit the ProtectMyID website to enroll: www.protectmyid.com/protect
Provide your activation code: ABCDEFGHI

If you have questions about the incident, need assistance with fraud resolution that arose as a result of this
incident or would like an alternative to enrolling in ProtectMyID online, please contact Experian’s customer care
team at 877-751-1324 by December 30, 2017. Be prepared to provide engagement number ENGAGEMENT as
proof of eligibility for the fraud resolution services by Experian.

ADDITIONAL DETAILS REGARDING YOUR XX-MONTH PROTECTMYID MEMBERSHIP:
A credit card is not required for enroliment in ProtectMy!D.

You can contact Experian immediately regarding any fraud issues, and have access to the foliowing features
once you enroll in ProtectMyiD:

Experian credit report at signup: See what information is associated with your credit file.
Active Surveillance Alerts: Monitors the Experian file for indicators of fraud.
Internet Scan: Alerts you if your information is found on sites containing compromised data.
Address Change Alerts: Alerts you of changes to your mailing address
Fraud Resolution: Identity Theft Resolution agents are immediately available to help you address credit
and non-credit related fraud.
* ExtendCARE: You receive the same high-level of Fraud Resolution support even after your ProtectMyiD
membership has expired.
* $1 Million Identity Theft Insurance*: Provides coverage for certain costs and unauthorized electronic
fund transfers.
e |Lost Wallet Protection: Get help replacing credit, debit, and medical insurance cards.
There are additional actions you can consider taking to reduce the chances of identity theft or fraud on your
account(s). Please refer to www.experian.com/fraudres ~* **on for this information.

* |dentity theft insurance is underwritten by insurance company subsidiaries or affiliates of American International Group, Inc.
(AIG). The description herein is a summary and intended for informational purposes only and does not inciude all terms,
conditions and exciusions of the policies described. Please refer to the actual policies for terms, conditions, and exclusions of
coverage. Coverage may not be available in all jurisdictions.
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