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July 20, 2017 

Attorney General Gordon MacDonald 
Attn!: Consumer Protection Bureau 
Ne~ Hampshire Department of Justice 
33 '-iapitol Street 
Con ord, New Hampshire 03301 

Dea Attorney General MacDonald, 

RECEIVED 

JUL 21 2017 

CONSUMER PROTECTION 

T. St ephen Jenki ns 

One Verizon Way 

M ail code: VC12 Ell7 

Basking Ridge, NJ 07920-1097 

Phone: (908) 559-6477 

Email : stephen.jenkins@verizon.com 

In aa:cordance with N .H. Rev. Stat. § 359-C:20, I am writing on behalf of Verizon to notify 
you egarding a recent data security incident that occurred on the systems of Sabre Hospitality 
Solufions ("Sabre"). Sabre is a service provider used by Verizon ' s third-party travel agency 
to p~ocess Verizon ' s work-related hotel reservations. The incident did not affect Verizon 
systems. 

Sabrl ' s SynXIS Central Reservations system ("CRS") facilitates hotel reservations booking 
mad~ by individuals and companies, such as Verizon, through travel agencies . Following an 
inve~tigation , Sabre notified Verizon ' s relevant third-party travel agency that an unauthorized 
part)( gained access to account credentials that pennitted access to payment card data and 
cert~~ n reservation information for some hotel reservations processed through Sabre's CRS. 
The 1 elevant travel agency subsequently notified Verizon about the issue on June 22, 2017. 

The unauthorized party was able to access payment card information for some hotel 
reser ations, including cardholder name, payment card number, card expiration date, and 
pote111tially card security code. In some cases, the unauthorized party also was able to access 
guest name, email, phone number, address, and other information. Information such as Social 
Secur,ity, passport, and driver' s license number was not accessed. Sabre's investigation found 
that ~he unauthorized party first accessed Verizon-related payment card and other reservation 
information on August 10, 2016 . The last access to this information was on March 9, 2017. 

Veri Jon has identified approximately 2 New Hampshire residents affected by this issue. 
Enclosed for your reference is a copy of the notice mailed to the affected individuals on or 
arou~d July 28, 2017, which includes steps that affected individuals can take to protect 
themrelves against the potential misuse of their information. Verizon is working with the 
relevant travel agency to address the issue, and understands that Sabre has engaged a leading 



cyb rsecurity firm to support its investigation and has notified law enforcement and the 
pa ent card brands about this incident. 

Pier e do not hesitate to contact me if you have any questions. 

Sin 
1

erely, 

~enkins 
StafJ Counsel 
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(INSERT DATE( 
(INSERT AFFECTED INDIVIDUAL NAME AND ADDRESS( 

NOTICE OF DA TA BREACH 

De (Insert name on individual notification letters l: 

Gina Balunas 

One Veri zon W ay 

Mailcode: VC3 1E215E 

Basking Ridge, NJ 07920-1097 

Phone: (908) 559-1599 

We are writing to notify you of an incident involving unauthorized access to certain of your 
infor,mation associated with a hotel reservation made through our third-party travel agency. This 
incir,ent occurred on the systems of Sabre Hospitality Solutions (Sabre), a service provider used 
by ~he relevant travel agency. It did not affect Verizon systems. The protection of personal 
information is a matter we take very seriously, and we recommend that you review the 
information in this letter for some steps you can take to protect yourself against potential misuse 
of y ur information. 

Wh t Happened? 

The Sabre SynXis Central Reservations system (CRS) facilitates the booking of hotel 
rese vations made by individuals and companies, such as Verizon , through travel agencies. 
Foll wing an investigation, Sabre notified our third-party travel agency that an unauthorized 
part . gained access to account credentials that permitted access to payment card data and certain 
rese vation information for some hotel reservations processed through Sabre ' s CRS. The travel 
agei y subsequently notified Verizon about the issue on June 22, 2017. 

The investigation found that the unauthorized party first obtained access to Verizon-related 
pay ent card and other reservation information on August I 0, 2016. The last access to this 

info! mation was on March 9, 2017. 

Wh t Information Was Involved? 

The unauthorized party was able to access payment card information for your hotel reservation, 
incl~ding cardholder name, payment card number, card expiration date, and potentially card 
security code. In some cases, the unauthorized party also was able to access guest name, email , 
pho e number, address, and other information. Information such as Social Security, passport, 
and river' s license number was not accessed. 
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What We Are Doing 

Gina Balunas 

One Verizon Way 

Mailcode: VC3 1E215E 

Basking Ridge, NJ 07920-1097 

Phone: (908) 559-1599 

We are workin g with the re levant travel agency to address thi s issue. We understand that Sabre 
engaged a leading cybersecurity firm to support its investigation. Sabre indicated that they al so 
notified law enfo rcement and the payment card brands about thi s incident. 

What You Can Do 

Card Replacement 

If you used your persona l credi t or debit card to book trave l, please contact yo ur card issuer to 
have your card replaced by calling the number on th e back of yo ur persona l credit or debit card . 
If you do not contact your card issuer, a replacement card may not be automatica lly sent to you, 
and your personal account may be at risk. 

Remain Vigilant 

We recommend that yo u remain v igilant fo r incidents of fraud and identity theft by regul arl y 
rev iewing your account statements and monitoring free credit reports fo r any unauthorized 
activity. If you di scover any suspicious or unusual acti vity on your accounts, be sure to report it 
immedi ate ly to your financ ia l instituti ons, as the maj or credit card companies have rul es that 
restri ct them from requiring you to pay for fraudul ent charges that are reported t ime ly. 

In addition, you may contact the Fede ra l Trade Commiss ion (FTC) or law enfo rcement 
authoriti es, such as your state attorney general , to report incidents of identity the ft or to learn 
about steps you can take to protect yourse lf from identity theft . You can contact the FTC at : 

Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
(877) IDT HEFT (438-433 8) 
https://www.identitvtheft.gov I 

If you find that your info rm ati on has been mi sused, the FTC encourages you to fil e a compla int 
with the FTC and to take these additiona l steps: ( I) c lose the accounts that you have confirmed 
or be lieve have been tampered w ith or opened fraudul entl y, and (2) fil e and keep a copy of a 
local po lice report as ev idence of the identity theft crime. 

2 



• ver1 Gina Balunas 

One Verizon Way 

Mailcode: VC31E2 15E 

Basking Ridge, NJ 07920-1097 

Phone : (908) 559-1599 

Ob r n Your Credit Report 

You should also monitor your credit reports. You may periodically obtain credit reports from 
eac1 nationwide consumer reporting agency. If you discover inaccurate information or a 
fraudulent transaction on your credit report, you have the right to request that the consumer 
repJ rting agency delete that information from your credit report file. 

In a~dition , under federal law, you are entitled to one free copy of your credit report every 12 
moriths from each of the three nationwide consumer reporting agencies. You may obtain a free 
cod of your credit report by going to www.AnnualCreditReport.com or by calling (877) 322-
8228 . You also may complete the Annual Credit Report Request Form available from the FTC at 
http~://www.consumer.ftc.gov/articles/pdf-0093-annual-report-request-form . pdf, and mail it to 
Ann\ual Credit Report Request Service, P.O. Box I 05281 , Atlanta, GA 30348-5281. You may 
also1 contact any of the three major consumer reporting agencies (Equifax , Experian, and 
Tra sUnion) to request a copy of your credit report. 

Pia e a Fraud Alert or Security Freeze on Your Credit Report File 

In a dition, you can obtain information from the FTC and the consumer reporting agencies about 
frau? alerts and security freeze s. A fraud alert can make it more difficult for someone to get 
cred ' t in your name because it tell s creditors to follow certain procedures to protect you, but it 
also may delay your ability to obtain credit. If you suspect you may be a victim of identity theft, 
you may place a fraud alert in your file by calling just one of the three nationwide consumer 
repoft ing agencies li sted below. As soon as that agency processes your fraud alert, it will notify 
the dther two agencies, which then must al so place fraud alerts in your file . An initial fraud alert 
will last 90 days. An extended alert stays in your file for seven years. To place either of these 
alert , a consumer reporting agency will require you to provide appropriate proof of your 
iden~ ity , which may include your Social Security number. If you ask for an extended alert, you 
will have to provide an identity theft report. 

Also~\ you can contact the nationwide consumer reporting agencies regarding if and how you may 
plac a security freeze on your credit report . A security freeze prohibits a consumer reporting 
agen y from releas ing information from your credit report without your prior written 
auth ri zat ion , which makes it more difficult for unauthorized parties to open new accounts in 
your name. Please be aware, however, that placing a security freeze on your credit report may 
dela 

1

, interfere with , or prevent the timely approval of any requests you make for new loans, 
crediFmortgages, employment, housing, or other services. The consumer reporting agencies have 
3 bu · iness days after receiving a request to place a security freeze on a consumer's credit report. 
You ay be charged to place or lift a security freeze. Unlike a fraud alert, you must separatel y 
plac a credit freeze on your credit file at each consumer reporting company. 

3 



verizon" Gina Balunas 

One Veri zon Way 

M ailcode: VC31E2 15E 

Basking Ridge, NJ 07920-1097 

Phone : (908) 559-1599 

You may contact the nationwide consumer reporting agencies at: 

Equifax 
P.O. Box I 05788 
Atlanta, GA 30348 
(800) 525-6285 
www.equifax.com 

Experian 
P.O. Box 9554 
Allen , TX 75013 
(888) 397-3742 
www.expenan.com 

TransUnion 
P.O. Box 2000 
Chester, PA 19016 
(800) 680-7289 
www.transunion.com 

Please see the following pages for certain state-specific infonnation. 

For More Information 

We apologize for any inconvenience caused by this incident. If you have any questions regarding 
this issue or you would like further information or assistance, please do not hesitate to call If you 
have any questions regarding this issue or you would like further information or ass istance, 
please do not hesitate to call 1-800-351-2827 (toll free) and 503-597-7669 (local for international 
callers), available 24 hours a day. 

Sincerely, 

Gina Balunas 
Vice President, Strategic Sourcing 

4 
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State-Specific Information 

IF OU ARE AN IOWA RESIDENT: 

Gina Balunas 

One Verizo n Way 

Mailcode: VC31E215E 

Basking Ridge, NJ 07920-1097 

Phone: (908) 559-1599 

Yot may contact law enforcement or the Iowa Attorney General ' s Office to report suspected 
inci ents of identity theft. This office can be reached at: 
Office of the Attorney General of Iowa 
Ho9ver State Office Building 
130!) E. Walnut Street 

Moines, IA 50319 
281-5164 

. . iowaattorne eneral. ov 

IF OU ARE A MARYLAND RESIDENT: 
You may obtain information about avoiding identity theft from the Maryland Attorney General"s 
Offi e. This office can be reached at: 

Office of the Attorney General 
Conkumer Protection Division 

I 
200 ~t. Paul Place 
B It more, MD 21202 

743-0023 
.mary landattorneygeneral. gov 

IF ~OU ARE A MASSACHUSETTS RESIDENT: 
Under Massachusetts law, you have the right to obtain a police report in regard to this incident. If 
you 1 re the victim of identity theft, you also have the right to file a po lice report and obtain a 
cop of it. 

Mas achusetts law allows consumers to place a security freeze on their credit reports. If you have 
been a victim of identity theft, and you provide the consumer reporting agency with a valid 
polil~ report, it cannot charge you to place, lift, or remove a security freeze. In all other cases, a 
cons r mer reporting agency may charge you up to $5 .00 each to place, temporarily lift, or 
pern.lanently remove a security freeze . To place a security freeze on your credit report, you must 
send ! a written request to each of the three major consumer reporting agencies, Equifax, 
Exp rian, and TransUnion, by regular, certified, or overnight mail at the addresses below: 

.equifax.com 

Experian 
P.O. Box 9554 
Allen, TX 75013 
www .experian.com 
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TransUnion 
P.O. Box 2000 
Chester, PA 190 16 
www.transunion.com 
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(800) 525 -6285 (888) 397-3742 (800) 680-7289 

Gina Balunas 

One Verizon W ay 

M ailcode: VC3 1E215E 

Basking Ridge, NJ 07920-1097 

Phone: (908) 559-1599 

To request a security freeze, you w ill need to prov ide the fo ll owing info rmation: 

I . your full name (including middl e ini t ia l as we ll as Jr. , Sr., II , Ill , etc.); 
2. Social Security number; 
3. date of birth ; 
4 . if you have moved in the past fi ve years, the addresses where you have I ived over the prior 
five years; 
5. proof of current add ress such as a current utility bill or te lephone bill ; 
6. a legible photoco py of a government- issued identifi cation card (state dri ver' s li cense or ID 
card, military identificat ion, etc.); 
7. if you are a victim of identity theft, a copy of e ither the po li ce report, in vesti gati ve report, or 
compl ain t to a law enforcement agency concerning identity theft ; 
8. if you are not a v ictim of identity theft, payment by check, money order, or credit card (Vi sa, 
Mastercard , American Express, or Discover onl y). Do not send cash th rough the ma il. 

T he consumer report ing agencies have three business days after receiv ing your request to place a 
security freeze on your credit report . The consumer reporting agencies must al so send written 
confirmation to you within fi ve business days and prov ide you with a unique personal 
ident ificat ion number (PIN ) or password , or both, that can be used by you to authorize the 
removal or lifting of the security freeze. 

To lift the security freeze to a llow a specifi c entity or individual access to your credit report, you 
must ca ll or send a written request to the consumer reporting agenci es by ma il and include proper 
identifi cation (name, address, and Soc ia l Security number) and the PIN number or password 
prov ided to you when you placed the security freeze, as well as the identities of those entiti es or 
indi viduals you would like to rece ive your credit report or the spec ific period of time you want 
the credit report ava ilable. T he consumer reporting agenc ies have three business days after 
rece iv ing your request to I ift the security freeze fo r those identified entities or fo r the spec ified 
period of time. 

To remove the security freeze, you must send a wri tten request to each of the three nat ionwide 
consumer reporting agencies by ma il and inc lude proper identi ficati on (name, address, and soc ial 
security number) and the PIN number or password prov ided to yo u when you placed the security 
freeze. T he consum er reporting agencies have three business days after rece iving your request to 
remove the security freeze. 

IF YOU ARE A NEW MEXICO RESIDENT: 

6 



veriz n" Gina Balunas 

One Verizon Way 

Mailcode: VC31E215E 

Ba sking Ridge, NJ 07920-1097 

Phone: (908) 559-1599 

You have rights under the federal Fair Credit Reporting Act (FCRA). These include, among 
others, the right to know what is in your file ; to dispute incomplete or inaccurate information ; 
and fo have consumer reporting agencies correct or delete inaccurate, incomplete, or unverifiable 
info ~mation. For more information about the FCRA, please visit 
https://www.consumer.fie.gov/articles/pdf-0096-fair-credit-reporting-act.pdf or www.fie.gov . 

In A~dition, New Mexico Consumers Have the Right to Obtain a Security Freeze or Submit a 
Dedaration of Removal 

You may obtain a security freeze on your credit report to protect your privacy and ensure that 
cred it is not granted in your name without your knowledge. You may submit a declaration of 
rem9val to remove information placed in your credit report as a result of being a victim of 
idenl ity theft . You have a right to place a security freeze on your credit report or submit a 
decl \ration of removal pursuant to the Fair Credit Reporting and Identity Security Act. 

The security freeze will prohibit a consumer reporting agency fro m releasing any information in your credit report 

witho} t your express authorization or approval. The security freeze is designed to prevent credit, loans, 
and J~rvices from being approved in your name without your consent. When you place a security 
freezf on your credit report, you will be provided with a personal identification number, 
passf ord, or similar device to use if you choose to remove the freeze on your credit report or to 
temporarily authorize the release of your credit report to a specific party or parties or for a 
speci 1c period of time after the freeze is in place. To remove the freeze or to provide 
auth rization for the temporary release of your credit report, you must contact the consumer 
repo ing agency and provide all of the following: 

I . the unique personal identification number, password, or similar device provided by the 

const ner reporting agency; 
2. pr , per identification to verify your identity; 
3. in ormation regarding the third party or parties who are to receive the credit report or the 
perio of time for which the credit report may be released to users of the credit report; and 
4. pat ment of a fee , if applicable. 

A co~sumer reporting agency that receives a request from a consumer to lift temporarily a freeze 
on a Credit report shall comply with the request no later than three business days after receiving 
the rJquest. A consumer reporting agency shall comply with the request within 15 minutes of 
recei ing the request by a secure electronic method or by telephone. 

A se 1 urity freeze does not apply in all circumstances, such as where you have an existing 
acco+it relationship and a copy of your credit report is requested by your existing creditor or its 
agent for certain types of account review, collection, fraud control , or similar activities; for use 
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Gina Balunas 

One Verizon Way 

Mailcode: VC3 1E2 15E 

Basking Ridge, NJ 07920-1097 

Phone: (908) 559-1599 

in setting or adjusting an insurance rate or claim or insurance underwriting; for certain 
governmental purposes; and for purposes of prescreening as defined in the FCRA. 

If you are actively seeking a new credit, loan, utility, telephone, or insurance account, you should 
understand that the procedures involved in lifting a security freeze may slow your own 
applications for credit. You should plan ahead and lift a freeze, either completely if you are 
shopping around or specifically for a certain creditor, with enough advance notice before you 
apply for new credit for the lifting to take effect. You should contact a consumer reporting 
agency and request it to lift the freeze at least three bus iness days before applying. If you contact 
a consumer reporting agency by a secure electronic method or by telephone, the consumer 
repo1ting agency should lift the freeze within 15 minutes. You have a right to bring a civil action 
against a consumer reporting agency that violates your rights under the Fair Credit Reporting and 
Identity Security Act. 

To place a security freeze on your credit report, you must send a request to each of the three 
major consumer reporting agencies: Equifax , Experian , and TransUnion. Contact these agencies 
using the contact information provided in the enclosed letter. 

IF YOU ARE A NORTH CAROLINA RESIDENT: 
You may obtain information about preventing identity theft from the North Carolina Attorney 
General's Office. This office can be reached at: 

North Carolina Department of Justice 
Attorney General 's Office 
900 I Mai I Service Center 
Raleigh , NC 27699-900 I 
(877) 566-7226 
http://www.ncdoj.gov 

IF YOU ARE AN OREGON RESIDENT: 
You may obtain information about preventing identity theft from the Oregon Attorney General 's 
Office. This office can be reached at: 

Oregon Department of Justice 
1162 Court Street NE 
Salem, OR 97301-4096 
(503) 378-4400 
http://www.doj.state.or.us/ 

IF YOU ARE A RHODE ISLAND RESIDENT: 

8 
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One Veri zon Way 

Mailcode: VC3 1 E2 15 E 

Basking Ridge, NJ 07920-1097 

Phone : (908) 559-1599 

Yo may contact law enfo rcement, such as the Rhode Is land Attorney General· s Offi ce, to repo11 
inci:dents of identi ty theft or to learn about steps yo u can take to protect yo urse lf from identity 
thefft. You can contact the Rhode Island Attorney General at: 

RI ffi ce of the Attorney General 
150 South Main Street 
Proy idence, R I 02903 
( 40 l) 2 7 4-4400 
www.riag.ri.gov/ 

Yo may obta in a security freeze on your credit report to protect your pri vacy and ensure that 
cred"t is not granted in your name w ithout your knowledge. You have a ri ght to pl ace a security 
free eon your credit repo11 pursuant to the Identity Theft Prevent ion Act of 2006. 

The security freeze w ill prohibi t a consumer report ing agency fro m re leas ing any info rmation in 
you credi t report w ithout your express authorizati on or approva l. The security freeze is des igned 
to p~event credit, loans, and services from being approved in your name w ithout your consent. 
Wh9~ you place a security freeze on your credit report, withi n fi ve bus iness days you w ill be 
prov~ded a personal identification number or password to use if you choose to remove the freeze 

· on ypur credit report or to temporaril y authorize the release of your credit report fo r a spec ifi c 
peri d of time afte r the freeze is in place . To prov ide that authorization, you must co ntact the 

cons~mer reporting agency and prov ide all of the fo llowing: 

I. th unique personal identification number o r password prov ided by the consumer reporting 
agen y; 
2. pr? per ident ificat ion to veri fy your identity; and 
3. th proper info rmation regarding the peri od of time fo r which the report sha ll be available to 
user of the credit report. 

A co sumer reporting agency th at recei ves a request from a consumer to temporarily lift a freeze 
on a redit report shall comply w ith the request no later than three bus iness days after rece iving 
the rf:quest. A security freeze does not appl y to circumstances where you have an exist ing 
acco nt re lati onship and a copy of your report is requested by your ex isting creditor or its agents 
or af tli ates fo r certain types of an account rev iew, co ll ection, fraud contro l, or similar acti vit ies. 

If youi are act ive ly seeking a new credit, loan, utility, te lephone, o r insurance account, you should 
unde stand that the procedures invo lved in lifting a security freeze may s low your own 
appli <eati ons fo r credit. You should plan ahead and lift a freeze -- e ither completely, if you are 
shopJ, ing around, or spec ifically fo r a certain creditor -- w ith enough advance notice before you 
appl y fo r new credit fo r the lifting to take effect. 
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One Veri zon Way 

Mailcode: VC3 1E215E 

Basking Ridge, NJ 07920-1097 

Phone: (908) 559-1599 

You have a right to bring a c iv il act ion aga inst someone w ho v io lates yo ur ri ghts under the credit 
reporting laws. The actio n can be brought aga inst a consumer reporting agency o r a user of your 
credit report. 

Unless you are 65 years of age or o lder, o r you are a v ictim of identity theft w ith an inc ident 
report o r compla int from a law enfo rcement agency, a consumer repo rting agency has the ri ght to 
charge you up to $ 10.00 to place a freeze on your credi t repo1t ; up to$ 10.00 to temporarily li ft a 
freeze o n your credi t repo1t , depend ing on the c ircum stances; and up to $ 10.00 to remove a 
freeze fro m your c red it report. If you are 65 years of age o r o lde r or a re a victim of ident ity theft 
w ith a va lid inc ident report or compla in t, you may not be charged a fee by a consumer repo1t ing 
agency for plac in g, temporari ly lift ing, or remov ing a freeze . 

To p lace a securi ty freeze on your cred it repo1t , you must send a req uest to each of the three 
major consumer reporting agencies: Equifax, Experian, and TransUnion . These agencies can be 
contacted us ing the contact information provided above. 

To request a securi ty freeze , you may need to prov ide the fo ll owing info rmat ion: 

1. your full name ( inc luding middl e in it ia l as well as Jr. , S r. , II , Ill , etc.); 
2. Soc ia l Security number; 
3. date of birth ; 
4. complete address; 
5. prior addresses ; 
6. proof(s) of ident ificatio n (state dri ver's license or ID card, military identifi cati on, bi1th 
ce1t ificate etc.); 
7. if you are a vict im of ident ity theft, a copy of e ither the po li ce report, in vesti gative report, or 
compl a int to a law enfo rcement agency concerning ident ity theft; and 
8. if you are not a vict im of identity theft, payment. Do not send cash through the mai I. 
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