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July 20, 2017

Attorney General Gordon MacDonald
Attn: Consumer Protection Bureau
New Hampshire Department of Justice
33 Capitol Street

Concord, New Hampshire 03301

Dear Attorney General MacDonald,

In accordance with N.H. Rev. Stat. § 359-C:20, I am writing on behalf of Verizon to notify
you regarding a recent data security incident that occurred on the systems of Sabre Hospitality
Solutions (“Sabre”). Sabre is a service provider used by Verizon’s third-party travel agency
to process Verizon’s work-related hotel reservations. The incident did not affect Verizon
systems.

Sabre’s SynXIS Central Reservations system (“CRS”) facilitates hotel reservations booking
made by individuals and companies, such as Verizon, through travel agencies. Following an
investigation, Sabre notified Verizon’s relevant third-party travel agency that an unauthorized
party gained access to account credentials that permitted access to payment card data and
certain reservation information for some hotel reservations processed through Sabre’s CRS.
The relevant travel agency subsequently notified Verizon about the issue on June 22, 2017.

The unauthorized party was able to access payment card information for some hotel
reservations, including cardholder name, payment card number, card expiration date, and
potentially card security code. In some cases, the unauthorized party also was able to access
guest name, email, phone number, address, and other information. Information such as Social
Security, passport, and driver’s license number was not accessed. Sabre’s investigation found
that the unauthorized party first accessed Verizon-related payment card and other reservation
information on August 10, 2016. The last access to this information was on March 9, 2017.

Verizon has identified approximately 2 New Hampshire residents affected by this issue.
Enclosed for your reference is a copy of the notice mailed to the affected individuals on or
around July 28, 2017, which includes steps that affected individuals can take to protect
themselves against the potential misuse of their information. Verizon is working with the
relevant travel agency to address the issue, and understands that Sabre has engaged a leading




cybersecurity firm to support its investigation and has notified law enforcement and the
payment card brands about this incident.

Please do not hesitate to contact me if you have any questions.

Sincerely,

1. orepaen Jenkins
StafE Counsel
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NOTICE OF DATA BREACH

Dea

We are writing to notify you of an incident involving unauthorized access to certain of your
information associated with a hotel reservation made through our third-party travel agency. This
incident occurred on the systems of Sabre Hospitality Solutions (Sabre), a service provider used
by the relevant travel agency. It did not affect Verizon systems. The protection of personal
information is a matter we take very seriously, and we recommend that you review the
infopnation in this letter for some steps you can take to protect yourself against potential misuse
of your information.

Wh%t Happened?

The Sabre SynXis Central Reservations system (CRS) facilitates the booking of hotel
reservations made by individuals and companies, such as Verizon, through travel agencies.
Folleing an investigation, Sabre notified our third-party travel agency that an unauthorized
party gained access to account credentials that permitted access to payment card data and certain
reservation information for some hotel reservations processed through Sabre’s CRS. The travel
agerlcy subsequently notified Verizon about the issue on June 22,2017.

The | investigation found that the unauthorized party first obtained access to Verizon-related
payment card and other reservation information on August 10, 2016. The last access to this
information was on March 9, 2017.

What Information Was Involved?

The unauthorized party was able to access payment card information for your hotel reservation,
including cardholder name, payment card number, card expiration date, and potentially card
security code. In some cases, the unauthorized party also was able to access guest name. email,
phone number, address, and other information. Information such as Social Security, passport,
and driver’s license number was not accessed.
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You may contact the nationwide consumer reporting agencies at:

Equifax Experian TransUnion

P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19016
(800) 525-6285 (888) 397-3742 (800) 680-7289
www.equifax.com WWWw.experian.com www.transunion.com

Please see the following pages for certain state-specific information.
For More Information

We apologize for any inconvenience caused by this incident. If you have any questions regarding
this issue or you would like further information or assistance, please do not hesitate to call If you
have any questions regarding this issue or you would like further information or assistance,
please do not hesitate to call 1-800-351-2827 (toll free) and 503-597-7669 (local for international
callers), available 24 hours a day. '

Sincerely,

DU N7 T -

Gina Balunas
Vice President, Strategic Sourcing
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State-Specific Information

IF YOU ARE AN IOWA RESIDENT:

You may contact law enforcement or the lowa Attorney General's Office to report suspected
incidents of identity theft. This office can be reached at:

Office of the Attorney General of lowa

Hoover State Office Building

1305 E. Walnut Street

Des Moines, [A 50319

(515) 281-5164

IF YOU ARE A MARYLAND RESIDENT:
You may obtain information about avoiding identity theft from the Maryland Attorney General's
Office. This office can be reached at:

Office of the Attorney General
Consumer Protection Division
200 St. Paul Place

Baltimore, MD 21202

(888) 743-0023

IF YOU ARE A MASSACHUSETTS RESIDENT:

Under Massachusetts law, you have the right to obtain a police report in regard to this incident. If
you are the victim of identity theft, you also have the right to file a police report and obtain a
copy of it.

Massachusetts law allows consumers to place a security freeze on their credit reports. If you have
been a victim of identity theft. and you provide the consumer reporting agency with a valid
police r ort, it cannot charge you to place, lift, or remove a security freeze. In all other cases, a
consumer reporting agency may charge you up to $5.00 each to place, temporarily lift, or
permanently remove a security freeze. To place a security freeze on your credit report, you must
send a written request to each of the three major consumer reporting agencies. Equifax,
Experian, and TransUnion, by regular, certified. or overnight mail at the addresses below:

Equifax Experian TransUnion
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta. GA 30348 Allen, TX 75013 Chester, PA 19016
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You have rights under the federal Fair Credit Reporting Act (FCRA). These include, among
others, the right to know what is in your file: to dispute incomplete or inaccurate information;
and to have consumer reporting agencies correct or delete inaccurate, incomplete, or unverifiable
information Far mara Y RS SR P T 1 -~ please visit

b)

In Addition, New Mexico Consumers Have the Right to Obtain a Security Freeze or Submit a
Declaration of Removal

You may obtain a security freeze on your credit report to protect your privacy and ensure that
credit is not granted in your name without your knowledge. You may submit a declaration of
removal to remove information placed in your credit report as a result of being a victim of
identity theft. You have a right to place a security freeze on your credit report or submit a
declaration of removal pursuant to the Fair Credit Reporting and Identity Security Act.

The security freeze will prohibit a consumer reporting agency from releasing any information in your credit report
withott your express authorization or approval. The security freeze is designed to prevent credit, loans,
and services from being approved in your name without your consent. When you place a security
freeze on your credit report, you will be provided with a personal identification nun :r,
password, or similar device to use if you choose to remove the freeze on your credit report or to
tempPrarily authorize the release of your credit report to a specific party or parties or for a
specific period of time after the freeze is in place. To remove the freeze or to provide
authorization for the temporary release of your credit report, you must contact the consumer
reporting agency and provide all of the following:

I. the unique personal identification number, password, or similar device provided by the
consumer reporting agency;

2. proper identification to verify your identity:

3. information regarding the third party or parties who are to receive the credit report or the
period of time for which the credit report may be released to users of the credit report; and

4. payment of a fee, if applicable.

A consumer reporting agency that receives a request from a consumer to lift temporarily a freeze
on a credit report shall comply with the request no later than three business days after receiving
the request. A consumer reporting agency shall comply with the request within 15 minutes of
recei\ling the request by a secure electronic method or by telephone.

A security freeze does not apply in all circumstances, such as where you have an existing
account relationship and a copy of your credit report is requested by your existing creditor or its
agents for certain types of account review, collection, fraud control, or similar activities; for use

7




verizor.

One Verizon Way

Maifcode: VC31E215E
Basking Ridge, NJ 07920-1097
Phone: (908} 555-1559

in setting or adjusting an insurance rate or claim or insurance underwriting; for certain
governmental purposes; and for purposes of prescreening as defined in the FCRA.

If you are actively seeking a new credit, loan, utility, telephone, or insurance account, you should
understand that the procedures involved in lifting a security freeze may slow your own
applications for credit. You should plan ahead and lift a freeze, either completely if you are
shopping around or specifically for a certain creditor, with enough advance notice before you
apply for new credit for the lifting to take effect. You should contact a consumer reporting
agency and request it to lift the freeze at least three business days before applying. If you contact
a consumer reporting agency by a secure electronic method or by telephone, the consumer
reporting agency should lift the freeze within 15 minutes. You have a right to bring a civil action

against a consumer reporting agency that violates your rights under the Fair Credit Reporting and
ldentity Security Act.

To place a security freeze on your credit report, you must send a request to each of the three
major consumer reporting agencies: Equifax, Experian, and TransUnion. Contact these agencies
using the contact information provided in the enclosed letter.

IF YOU ARE A NORTH CAROLINA RESIDENT:

You may obtain information about preventing identity theft from the North Carolina Attorney
General's Office. This office can be reached at:

North Carolina Department of Justice
Attorney General's Office

9001 Mail Service Center

Raleigh, NC 27699-9001

(RTTY 566-7226

IF YOU ARE AN OREGON RESIDENT:

You may obtain information about preventing identity theft from the Oregon Attorney General's
Office. This office can be reached at:

Oregon Department of Justice
1162 Court Street NE

Salem, OR 97301-4096

(5030 378R-4400

IF YOU ARE A RHODE ISLAND RESIDENT:










