
Preff rred Hotel Group, Inc. 
d.b.a. Preferred Hotels & Resorts 
31 1 /south Wacker Drive 
Chi t ago, IL 60606 

June 30, 2017 

H O T H GROUP" 

VIA EMAIL TO ATTORN EYG EN ERAL@ DOJ.NH.GOV 
AND FIRST CLASS MAIL 

Office of the Attorney General 
33 Capitol Street 
Concord, NH 03301 
Pho~e: (603) 271-3658 
Fax/: (603) 271-2110 

Re: Incident Notification 

Dear Attorney General MacDonald: 

NEW HAMPSHIRE 

We are writing to notify you of an incident involving the unauthorized access of personal 
information involving approximately 1,002 New Hampshire residents. 

Sabre Hospitality Solutions, a company that facilitates the booking of reservations for Preferred 
Hotel Group and Historic Hotels of America, either through our member hotels, our call centers, 
traJ el agencies, online travel agencies or similar booking services, informed us that an 
unauthorized party gained access to their SynXis Central Reservations system. We have been 
told that this unauthorized party could view unencrypted payment card information (as well as 
certain reservation information) in electronic form , for a subset of hotel reservations processed 
thr6ugh their system. 

Following an investigation and examination of its forensic evidence, Sabre notified us on June 6, 
2017 of the incident. Sabre ' s investigation determined that the unauthorized party first obtained 
acoess to unencrypted payment card and other reservation information for a subset of hotel 
reservations processed through their system on August 10, 2016. According to Sabre, the last 
access to payment card or reservation information was on March 9, 2017. 

At this time, we are unaware of any fraudulent activity that has occurred as a result of the breach. 
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Enc osed please find copies of the notices that will be sent to affected individuals by July 6, 
201 . If we can provide you with any further information, please do not hesitate to contact me 
dire tly via phone at (949) 999-9434 or email at KMastrandrea@preferredhotels.com. 

Sin erely, 

Ke Mastrandrea 
Chi f Operating Officer 

Cc: leuan Jolly, Loeb & Loeb, LLP 
·oil loeb.com 
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HOTELS & RESORTS 

<<Mail ID>> 
<<First Name>><<Mid Name>><<Last Name>> 
<<Address I>> 
<<Address 2>> 
<<City>><<State>><<Zip>> 

NOTICE OF DATA BREACH 

Dear <<First Narne>><<Last Name>>: 

<<DATE>> 

We are writing to you because of an incident that we were recently made aware of by one of our service 
providers, involving the unauthorized access to your personal information associated with your hotel 
reservation(s). 

We take the privacy and protection of your information very seriously, and we recommend that you 
closely review the information provided in this letter for some steps that you may take to protect 
yourse lf against the potential mis use of your information . 

What Happened? 

Sabre Hospitality Solutions, a company that facilitates the booking of our reservations either through 
our member hotels, our call centers, travel agencies, online travel agencies, or simi lar booking services 
infor med us that an unauthorized party gained access to their SynXis Central Reservations system. We 
have been told that this unauthorized party could view unencrypted payment card information, as well 
as certain reservation information, for a subset of hotel reservations processed through their system. 

Fo l ~owing an investigation and examination of its forensic evidence, Sabre notified us on or about 
June 6, 2017 of the incident. Sabre ' s investigation determined that the unauthorized party first 
obtained access to certain unencrypted payment card and other reservation information for a subset of 
hotel reservations processed through their system on August IO, 2016. According to Sabre, the last 
accbss to payment card or reservation information was on March 9, 2017. 

W~at Information Was Involved? 

Based on the information Sabre provided to us, we have reason to believe that the unauthorized party 
wa~ ab le to access payment card information for your hotel reservation(s) , including cardholder name; 
card number; card expiration date; and, potentially, your card security code. We have been informed 
that the unauthorized party was also ab le, in some cases, to access certain information such as guest 
name, emai l, phone number, address , and other information if it was included with your reservation. 
Wej have been assured that information such as Social Security, passport, or driver's li cense numbers 
were not accessed. 
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Wh t We Are Doing 

We fe currently working with Sabre to ensure they evaluate and improve their data security 
processes and we are notifying affected guests and our member hotels of this unfortunate 
incident. Law enforcement, payment card brands and the major credit reporting agencies 
have also been notified. 

What You Can Do 

You should remain vigilant for incidents of fraud and identity theft by regularly reviewing your account 
statements and monitoring free credit reports for any unauthorized activity. 1f you discover any 
suspicious or unusual activity on your accounts, be sure to report it immediately to your financial 
institutions, as major credit card companies have rules that restrict them from requiring you to pay for 
frau

1

dulent charges that are timely reported. 

In addition, you may contact the Federal Trade Commission (FTC) or law enforcement, such as your 
state attorney general, to report incidents of identity theft or to learn about steps you can take to protect 
you ~self from identity theft. You can contact the FTC at: 

Federal Trade Commission 
600 Pennsylvania A venue, NW 
Washington, DC 20580 
(877) IDTHEFT (438-4338) 
https ://www.identitytheft.gov/ 

lf you find that your information has been misused, the FTC encourages you to file a complaint with 
the [Tc and to take these additional steps: ( 1) close the accounts that you have confirmed or believe 
have been tampered with or opened fraudulently; and (2) file and keep a copy ofa local police report as 
evidence of the identity theft crime. 

Ob )ain Your Credit Report 

You should also monitor your credit reports. You may periodically obtain credit reports from each 
nationwide credit reporting agency. lfyou discover inaccurate information or a fraudulent transaction 
on your credit report, you have the right to request that the credit reporting agency delete that 
information from your credit report file. 

ln addition, under federal law, you are entitled to one free copy of your credit report every 12 months 
from each of the three nationwide credit reporting agencies. You may obtain a free copy of your credit 
report by going to www.AnnualCreditReport.com or by calling (877) 322-8228. You also may complete 
the Annual Credit Report Request Form available from the FTC at 
https://www.cons umer.ftc.gov/articles/pdf-0093-annual-report-request-form.pdf, and mail it to Annual 
Credit Report Request Service, P.O. Box 105281 , Atlanta, GA 30348-5281. You may also contact any 
ofVhe three major credit reporting agencies to request a copy of your credit report. 

Place a Fraud Alert or Security Freeze on Your Credit Report File 

ln l ddition, you may obtain information from the FTC and the credit reporting agencies about fraud alerts 
and security freezes. A fraud alert can make it more difficult for someone to get credit in your name 
because it tells creditors to follow certain procedures to protect you, but it also may delay your ability to 
obt~in credit. If you suspect you may be a victim of identity theft, you may place a fraud alert in your file 
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by calling just one of the three nationwide credit repo1iing agencies listed below. As soon as that agency 
pro9esses your fraud alert, it will notify the other two agencies , which then must also place fraud alerts in 
you ~ file. An initial fraud alert will last 90 days. An extended ale1i stays on your file for seven years. To 
placf either of these alerts, a consumer reporting agency wi 11 require you to provide appropriate proof of 
your identity, which may include your Social Security number. If you ask for an extended alert, you will 
have to provide an identity theft report. 

Also, you can contact the nationwide credit reporting agencies regarding if and how you may place a 
security freeze on your credit report. A security freeze prohibits a credit reporting agency from releasing 
information from your credit report without your prior written authorization, which makes it more 
dif~cult for unauthori zed parties to open new accounts in your name. However, please be aware that 
placing a security freeze on your credit report may delay, interfere with, or prevent the timely approval of 
any requests you make for new loans, credit mortgages, employment, housing, or other services. The 
credit reporting agencies have 3 business days after receiving a request to place a security freeze on a 
consumer's credit report. You may be charged to place or lift a security freeze (typically, between $5.00 
and $10.00, depending on your state). Unlike a fraud alert, you must separately place a credit freeze on 
your credit file at each credit reporting company. In order to place a security freeze, you may be required 
to provide the consumer reporting agency with information that identifies you including your full name, 
Social Security number, date of birth, current and previous addresses, a copy of your state-issued 
identification card, and a recent utility bill, bank statement or insurance statement. 

You may contact the nationwide credit reporting agencies at: 

Equifax 
P.O. Box I 05788 Atlanta, GA 
30348 (800) 525-6285 
www.equi fax .com 

For More Information 

Experian 
P.O. Box 9554 Allen, TX 
75013 (888) 397-3742 
www.experian.com 

Trans Union 
P.O. Box 2000 Chester, PA 
19016 (800) 680-7289 
www.transunion.com 

We apologize for any inconvenience caused by this incident. If you have any questions regarding this 
inc ~dent or if you desire further information or assistance, visit www.sabreconsumernotice.com or please 
do 1,1ot hesitate to contact us at 800 44 7 0821 (toll free) or + 1 503 520 4468 (direct). 

Sincerely, 

Chief Operating Officer 
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<<Mail ID>> 

HISTORIC HOTELS 
of AMERICA 

National Trust for Historic Preservation• 

<<First Name>><<Mid Name>><<Last Name>> 
<<Address 1>> 
<<Address 2>> 
<<City>><<State>><<Zip>> 

NOTICE OF DAT A BREACH 

Dear <<F irst Name>><<Last Name>>: 

<<DATE>> 

We are writing to you because of an incident that we were recently made aware of by one of our service 
providers, involving the unauthorized access to your personal information associated with your hotel 
resy vation(s). 

We take the privacy and protection of your information very seriously, and we recommend that you 
closely review the information provided in this letter for some steps that you may take to protect 
you1·self against the potential mis use of your information. 

Wl at Happened? 

Sabre Hospitality Solutions, a company that facilitates the booking of our reservations either through 
our member hotel s, our call centers, travel agencies, online travel agencies, or similar booking services 
informed us that an unauthori zed party gai ned access to their SynXis Central Reservations system. We 
havb been told that this unauthorized party could view unencrypted payment card information, as well 
as certain reservation information , for a subset of hotel reservations processed through their system. 

Following an investigation and examination of its forensic evidence, Sabre notified us on or about 
June 6, 2017 of the incident. Sabre's investigation determined that the unauthorized party first 
obtained access to certain unencrypted payment card and other reservation information for a subset of 
hotel reservations processed through their system on August 10, 2016. According to Sabre, the last 
accbss to payment card or reservation information was on March 9, 2017. 

Wttat Information Was Involved? 

Based on the information Sabre provided to us, we have reason to believe that the unauthorized party 
wa~ able to access payment card information for your hotel reservation(s), including cardholder name; 
card number; card expiration date; and , potentially, your card security code. We have been informed 
that the unauthorized party was also able, in some cases, to access certain information such as guest 
name, email , phone number, address, and other information if it was included with your reservation. 
We have been assured that information such as Social Security, passport, or driver's license numbers 
were not accessed. 
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What We Are Doing 

We L e currently working with Sabre to ensure they evaluate and improve their data security 
proc

1

bsses and we are notifying affected guests and our member hotels of this unfortunate 
incident. Law enforcement, payment card brands and the major credit reporting agencies 
havl also been notified. 

What You Can Do 

You should remain vigilant for incidents of fraud and identity theft by regularly reviewing your account 
statements and monitoring free credit reports for any unauthorized activity. If you discover any 
suspicious or unusual activity on your accounts, be sure to report it immediately to your financial 
institutions, as major credit card companies have rules that restrict them from requiring you to pay for 
fraudulent charges that are timely reported. 

In addition, you may contact the Federal Trade Commission (FTC) or law enforcement, such as your 
state attorney general, to report incidents of identity theft or to learn about steps you can take to protect 
you rself from identity theft. You can contact the FTC at: 

Federal Trade Commission 
600 Pennsy lvania Avenue, NW 
Washington, DC 20580 
(877) IDTHEFT (438-4338) 
https ://www. identi tytheft .gov/ 

If you find that your information has been misused, the FTC encourages you to file a complaint with 
the FTC and to take these additional steps: ( I) close the accounts that you have confirmed or believe 
have been tampered with or opened fraudu lently; and (2) file and keep a copy ofa local police report as 
ev idence of the identity theft crime. 

Obtain Your Credit Report 

You should also monitor your credit reports. You may periodically obtain credit reports from each 
nationwide credit reporting agency. If you discover inaccurate information or a fraudulent transaction 
on your credit repo1t, you have the right to request that the credit reporting agency delete that 
information from your credit report file. 

In addition, under federal law, you are entitled to one free copy of your credit report every 12 months 
fro1r each of the three nationwide credit reporting agenc ies. You may obtain a free copy of your credit 
report by go ing to www.AnnualCreditReport.com or by calling (877) 322-8228. You a lso may complete 
the Annual Credit Report Request Form avai lab le from the FTC at 
https://www.consumer.ftc .gov/articl es/pdf-0093-annual-report-request-form.pdf, and mail it to Annual 
Credit Report Request Service, P.O. Box I 05281, Atlanta, GA 30348-5281. You may also contact any 
odre three major credit reporting agencies to request a copy of your credit report. 

Place a Fraud Alert or Security Freeze on Your Credit Report File 

Jn addition, you may obtain information from the FTC and the credit reporting agencies about fraud alerts 
an9 security freezes. A fraud alert can make it more di ffi cult for someone to get credit in your name 
because it tells creditors to follow certain procedures to protect you, but it a lso may delay your ability to 
obtain credit. lfyou suspect you may be a victim of identity theft, you may place a fraud alert in your file 
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by c llingjust one of the three nationwide credit reporting agencies li sted below. As soon as that agency 
pro9esses your fraud ale1t, it wil l notify the other two agencies, which then must also place fraud alerts in 
you ~ file. An initial fraud alert wil l last 90 days. An extended alert stays on your file for seven years. To 
place either of these alerts, a consumer reporting agency will require you to provide appropriate proof of 
your identity, which may include your Social Security number. If you ask for an extended alert, you will 
have to provide an identity theft report. 

Also, you can contact the nationwide credit reporting agencies regarding if and how you may place a 
security freeze on your cred it report. A security freeze prohibits a credit repo1ting agency from releas ing 
information from your credit report without your prior written authorization, which makes it more 
difficult for unauthorized parties to open new accounts in your name. However, please be aware that 
placing a security freeze on your credit report may delay, interfere with, or prevent the timely approval of 
any requests you make for new loans, credit mortgages, employment, housi ng, or other services. The 
credit reporting agencies have 3 business days after receiving a request to place a security freeze on a 
consumer ' s credit report. You may be charged to place or lift a security freeze (typically, between $5.00 
and 1$10.00, depending on your state). Unlike a fraud alert, you must separately place a credit freeze on 
your credit file at each credit reporting company. In order to place a security freeze, you may be required 
to provide the consumer reporting agency with information that identifies you including your full name, 
Social Security number, date of birth, current and previous addresses, a copy of your state-i ssued 
identification card, and a recent utility bill, bank statement or insurance statement. 

You may contact the nationwide credit reporting agencies at: 

E6uifax 
P.O. Box I 05788 Atlanta, GA 
30348(800)525-6285 
www.equifax.com 

For More Information 

Experian 
P.O. Box 9554 Allen, TX 
75013 (888) 397-3742 
www.experian.com 

Trans Union 
P.O. Box 2000 Chester, PA 
19016(800)680-7289 
www.transunion.com 

We apo logize for any inconvenience caused by this incident. If you have any questions regarding this 
inc \dent or if you desire further information or assistance, visit www.sabreconsumernotice.com or please 
do 11ot hesitate to contact us at 800 472 3981 (tol l free) or + 1 503 597 7671 (direct). 

Sincerely, 

Chief Operating Officer 
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