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September 28, 2018 

Office of the New Hampshire Attorney General 
Consumer Protection & Antitrust Bureau 
33 Capitol Street 
Concord, NH 03301 

Re: Legal Notice of Information Security Incident 

Dear Sir or Madam: 

By Certified Mail Return Receipt Requested 

ECEIVED 

OCT 01 2018 

CO 'SUM . 
E PflOTf CTION 

I write on behalf of my client, Quest Nutrition, to inform you of a potential security incident involving the 
personal information of certain Quest Nutrition customers, which may have affected approximately two New 
Hampshire residents. Quest Nutrition is notifying potentially affected individuals and outlining some steps 
they may take to help protect themselves. 

Quest Nutrition recently learned that an individual appears to have gained unauthorized access to a Quest 
Nutrition employee email account, which contained some personal information about certain employees, 
influencers/partners, and other individuals. Although Quest Nutrition cannot be certain whether any 
particular individual's information was accessed, because the information maintained in the account 
included certain personal information, such as names, addresses, usernames and passwords, driver's 
license information, medical or health insurance information, financial account information and Social 
Security number, this information could be affected by this incident. Accordingly, and out of an abundance 
of caution , Quest Nutrition is providing notice to potentially affected individuals and to your office in the 
event that any such information was viewed by an unauthorized person. 

Quest Nutrition takes the privacy of personal information seriously and deeply regrets that this incident 
occurred. Upon learning of the incident, Quest Nutrition promptly took steps to address the situation, 
including initiating an internal investigation into this incident and retaining an independent forensic 
investigation firm to assist in their investigation of and response to this incident. Quest Nutrition has also 
reset all user account passwords and implemented additional email security tools to help prevent this type 
of incident from reoccurring in the future. Finally, Quest Nutrition has contacted law enforcement and will 
continue to cooperate in their investigation of this incident. 

Potentially affected individuals are being notified starting on or around September 28, 2018. A form copy 
of the notice being sent to the potentially affected New Hampshire residents is included for your reference. 
If you have any questions or need further information regarding this incident, please contact me at (720) 
566-4048 or kkleiner@cooley.com . 
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au:sr 
NUTRI T ION * 

Return Mail Process ing Center 
P.O. Box 6336 
Portland, OR 97228-6336 

« Mail ID>> 
<<Name I>> 
<<Name 2>> 
<<Add ress I>> 
<<Address 2>> 
<<Add ress 3>> 
<<Address 4>> 
<<Address 5>> 
<<City>><<State>><<Zip>> 
<<Country>> 

Dear <<Name I>>: 

<<Date>> 

Notice of Data Breach 

We are writing to inform you of a potential security incident involving certain personal information you provided 
to Quest Nutrition. We are providing thi s notice as a precaution to inform potentially affected individuals about the 
incident and to ca ll your attention to some steps you can take to help protect yourself. We sincerely regret any concern 
thi s may cause you. 

What Happened 

We recently learned that an outside individual sent emai ls to certain Quest Nutrition employees soliciting their 
login information to ou r email system. The individual appears to have been able to use these credentials to ga in 
unauthori zed access to an empl oyee email account, which contained certain personal information about a limited 
number of our employees, influencers/partners, and other individuals. 

What l!~formation Was In volved 

The information stored in the affected email account varies by individual, but may include first and last name, 
address, username and password fo r certain on line accounts, dr iver's license informat ion, med ica l or hea lth insurance 
information, financia l account information and Social Security number. Based on our invest igation, it appears you 
were one of the indi viduals whose info rmation was stored in the account and therefore your information could be 
affected by thi s incident. Our investigation has not found any ev idence that thi s incident involves any unauthori zed 
access to or use of any of Quest Nutr it ion 's internal computer systems or network, or that any customer information 
or any other employee or partner in fo rm ati on was affected. Please note, at this time, we are not aware of any fraud or 
mi suse of your info rm at ion as a result of thi s incident. 

Wltat We Are Doing 

We take the privacy of persona l info rm ation se ri ously and deeply regret that thi s incident occurred. We took steps to 
add ress thi s incident prompt ly after it was di scove red , including initi ating an internal investigation into thi s incident 
and retaining an independent fo rensic investigation f irm to assist us in our investigation of and response to thi s 
incident. Additionall y, we have reset all use r account password s and implemented add itional email security tools to 
help preve nt thi s type of incident from reoccurring in the future . 

To help protect your identity, we are offering one yea r of complimentary identity protection services from a leading 
identity monitoring services company. These services help detect poss ible mi suse of your personal in fo rm ati on and 
provide you with superi or identity protection support focu sed on immed iate identificati on and resolution of identity 
theft. For more info rmation about these services and in structions on complet ing the en rollment process, please refer 
to the enrollment instructions included with thi s lette r. 
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What You Can Do 

Although we are not awa re of any identity theft ari sing out of thi s inc ident , we want to make you awa re of steps that 
you ca n take as a precaution: 

Act ivating the Compli mentary Identity Protection Services. As out lined above, we are offering one year 
of identity theft protection and cred it monitoring services at no charge to you. For more info rmation about 
these services and instructi ons on completing the enrollment process, please refer to the " Info rm ation about 
Identity Theft Protect ion" reference guide at tached to thi s lette r. ote that you must complete the enrollment 
process by December 20, 2018 . 

. Checking Credit Reports and Financial Accounts. You can carefu lly check your credit reports for 
accounts you did not open or for inquiries from creditors you did not initi ate. If you see anything you do not 
understand , ca ll the credit agency immedi ate ly. If you find any suspicious act ivi ty on your credit reports, 
ca ll your local police or sheriff's office, and file a police report for identity theft and get a copy of it. You 
may need to give copies of the pol ice report to credi tors to clear up your records. You can also review your 
f inanci al account statements to determine if there are any di screpancies or unusual activity I isted . If you see 
anything you do not understand, call the financia l institution immediately. 

C hange Accou nt Passwords. You should change the password to any accounts that may have 
been affected and , if you use the sa me or simi lar passwords with other online accounts, we 
recommend that you change your password for those accou nts as well . You should use di ffe rent and 
"strong" passwords for all accounts/websites. Tips on creating a strong password are avai lable at 
http://www.con nectsa fely.org/t i ps-to-create-a nd-m a nage-strong-passwords/. 

Reviewing Expla nation of Benefits Documents. You ca n also rev iew explanat ion of benefit s statements 
that you receive from your hea lth insurer or health pl an or rev iew for persons whose medical bill s you ass ist 
with or pay (such as your chi Id). If you identify services I isted on the ex planation of benefits that were not 
received , please immediately contact your insurer or hea lth plan. 

Consult ing the Identity Theft Protection Guide. Finally, please rev iew the " Info rmation about Identity 
Theft Protection" reference guide, included here, which describes add itional steps that you may wish to take 
to help protect you rself, including recommendat ions by the Federal Trade Commi ssion regarding identity 
theft protection and details on placing a fraud alert or a security freeze on your cred it file . 

For More Information 

For more information about this incident, or if you have additional questions or concerns, you may contact us at 
(855) 22 1-5660 between the hours of 6:00 a.m. and 6:00 p.m. Pacific time, Monday through Friday. Aga in, we 
sincerely regret any concern this incident may cause. 

Sincerely, 

~ 
Michael Castle, 
Chief Financial Officer 
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In formation a bout Id entity Theft Protection 

To help protect your identity, we are offering a complimentary membership in Exper ian 's® ldentityWorks®. Thi s 
product helps detect poss ibl e misuse of your persona l information and provides you with superior identity protection 
support focu sed on immed iate identifi cation and resoluti on of identity theft. Included with thi s service are fraud 
resolution services that provide an Exper ian Fraud Resolution agent to work with you to invest igate and resolve each 
incident of fraud that occurred from the date of the incide nt (incl uding, as appropr iate, he I ping you with contact ing 
credit gra ntors to di spute charges and close accounts; ass ist ing you in placing a freeze on your credit f ile with the 
three major credit bureaus; and assisti ng you with contacting government agencies to help restore your identity to its 
proper condit ion). While thi s Fraud Resoluti on ass istance is immediately available to you without any further act ion 
Q.IJ.Y.Ql,JLQfilJ, you can also act ivate the fraud detect ion tool s ava il able through enrolling in ldent ityWork s® at no cost 
to you. To enroll in these services, visit: www.experianidworks.com/3bcredit by December 20, 2018, and use the 
fo llowing activation code: <<ACTIVATION CODE>>. You may also enroll over the phone by calling 877-288-8057 
between the hou rs of 9:00 AM and 9:00 PM (Eastern Ti me), Monday through Friday and 11 :00 AM and 8:00 PM 
Satu rd ay (excluding ho! idays). Please provide the fo llowing engagement number as proof of el igibi I ity : DB08652. 

Once you enroll in ldentityWorks, you will have access to the fo llowing features : 

Experian credit report at signup: See what informat ion is associated with your credit fi le. 
Active Surveillance Alerts: Monitors Ex perian, Eq uifax and Transunion files for indicators of fraud. 
Fraud Resolution: Identity Theft Resolution agents are immed iate ly avai lable to help you address credit 
and non-credit related fraud . 
Extend CA RE: You receive the same high-l evel of Fraud Resolution support even after your Jdenti tyWorks 
membership has expired. 
$1 Million Identity Theft Jnsurance1

: Provides coverage for certain costs and unauthori zed electronic 
fund transfers. 

There are add iti onal actions you can consider taking to reduce the chances of identity theft or fraud on your accou nt(s) . 
Please refer towww.ExperianIDWorks.com/restoration fo r thi s information. 

Review Accounts and Credit Reports: You can regularly review statements from your accounts and periodically 
obtain your credit report from one or more of the nati onal credit reporting companies. You may obtain a free copy 
of your credit report on! i ne at www.annua lcreditreport.com , by calling toll-free 1-877-322-8228, or by mai I ing an 
An nual Credit Report Request Form (ava ilable at www.annualcreditreport.com) to: Annual Cred it Report Request 
Service, P.O. Box 10528 1, Atlanta, GA, 30348-528 1. You may also purchase a copy of you r credit report by contacting 
one or more of the three national cred it reporting age ncies li sted at the bottom of this page. 

You should remain vigil ant with respect to reviewing your account statements and credit reports, and you should 
promptly report any suspicious activ ity or suspected identi ty theft to the proper law enforcement authorities, including 
loca l law enforcement, your state's attorney general , and /or the Federal Trade Comm ission (" FTC"). You may contact 
the FTC or your state's reg ul atory aut hority to obtain additional information about avo iding and protection against 
identity theft: Fede ral Trade Commission, Consu mer Response Center 600 Pennsylvan ia Avenue, NW, Washington , 
DC 20580, 1-877-1 DTH EFT (438-4338), www.ftc.gov/idtheft. 

For res idents of Maryland: You may also obtain info rm ation about preventing and avoiding identity theft 
from the Maryland Office of the Attorney Genera l: Maryland Office of the Attorney General, Consum er 
Protection Divi sion, 200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023 , www.oag. state.md .us. 

For residents of North Carolina: You may also obta in information about preventing and avo id in g 
identity theft from North Caro lin a Attorney Ge neral 's Offi ce: North Ca rolina Attorney Genera l's 
Office , Co nsum er Protecti on Divi sion, 9001 Mail Se rvi ce Ce nter, Ral e igh, NC 27699 -900 I, 
1- 877-5-NO-SCA M, www.ncdoj.gov. 

For residents of Rhode Island: You may al so obtai n inform ati on about preve nting and avoiding identity 
theft from the Rhode Island Office of th e Attorney Ge nera l: Rhode Island Office of the Attorney 
Ge neral, Co nsum er Protec ti on Unit , 150 South Main Street, Providence, RI 02903, 40 1-274 -4400, 
http://www. ri ag. ri .gov. 

1 Identity theft insura nce is underwritten by in sura nce company subsid iari es or a ffiliates of Ameri can Intern ational Group. In c. (AIG). The 
descripti on herein is a summ ary and intended fo r inform ationa l purposes only and does not include all term s. condit ions and excl usions or 
the policies descri bed . Pl ease refer l o the actual po licies for term s. conditi ons. and exclusions or coverage. Cove rage may not be ava ilable in 
all j uri sdiction s. 

V7603 v.02 09.26 2018 



Information About Medical Identity Theft: Patient s who pay fo r medica l se rvice s can reg ul a rl y rev iew the 
exp lana ti on of benefits (EOB) state ments th at th ey rece ive from th eir health insurers or health plans. If they 
id enti fy se rvi ces li sted on the EO B that were not rece ived , th ey should imm edia te ly co ntac t the hea lth plan . 
Fo r more inform ati on abou t protecting yo urse lf from the Department of Hea lth and Hum an Se rv ices, pl ease 
vi s it https: //oig. h hs.gov/fraud /med ica I-id-theft. 

Fraud Alerts: There are also two types of fraud alerts that you can place on your cred it report to put your creditors 
on not ice that you may be a victim of fraud : an initi al alert and an extended alert. You may ask that an initial fraud 
alert be pl aced on your cred it report if you suspect you have been , or are about to be, a victim of identity theft. An 
initi al fraud alert stays on your cred it report for at least 90 days. You may have an extended alert placed on you r cred it 
report if you have already been a victim of identity theft with the appropriate documentary proof. An extended fraud 
alert stays on your cred it report fo r seven yea rs. You ca n place a fra ud alert on your credi t report by contacting any 
of the three national cred it reporting agencies at the addresses or tol l-free numbers li sted at the bottom of this notice. 

Credit Freezes: You may have the right to put a cred it freeze, also known as a security freeze, on your credit f ile, 
so that no new credit ca n be opened in your name without the use of a PIN number that is issued to you when you 
initi ate a freeze. A credit freeze is designed to prevent potentia l credit grantors from access ing your credit report 
without your consent. If you pl ace a credit freeze, potential cred itors and other third parties will not be able to get 
access to your credit report unless you tempora rily li ft the freeze. Therefore, using a credit freeze may delay your 
ability to obtain credit. In addition, you may incur fees to place, li ft and /or remove a credit freeze. Credit freeze laws 
vary from state to state. The cost of pl ac ing, temporarily lifting, and remov ing a cred it freeze also varies by state, 
generally $5 to $20 per action at each credit reporting company. Unlike a fraud alert, you must separately place a 
cred it freeze on your cred it file at each cred it reporting compa ny. Since the instruct ions for how to establish a credit 
freeze differ from state to state, please contact the three major cred it reporting companies as specified below to find 
out more information. 

Additional Information for Massachusetts Res idents: Massachu setts law gives yo u the right to pl ace a 
security freeze on your consumer reports. The cred it reporting company may charge a reasonable fee of up to 
$5 to pl ace a freeze or lift or remove a freeze, unl ess you are a victim of identity theft or the spouse of a victim 
of identity theft, and have submitted a valid police repor t re lating to the id entity theft to the credit reporting 
company. (By law, you have a right to obtain a police repo rt re lat ing to thi s incid ent, and if you a re the victim 
of identity theft, you also have the ri ght to file a poli ce report and obtain a copy of it.) You may request that 
a freeze be pl aced on your cred it report by se nding a req uest to a cred it reporting agency by ce rtified mail , 
overnight mail or reg ul ar stamped mail to the add re s below. The fo ll ow ing in fo rm ation should be in cluded 
when requesting a sec urity freeze (doc umentati on fo r you and yo ur spouse must be submitted when freez ing a 
spouse's c redit report) : full name, with midd le initi al and any suffixes; Socia l Secu rity number, date of birth 
(month, day and yea r); current address and previous add resses for the past five (5) yea rs; and applicabl e fee (if 
any) or incident report or complaint with a law enforcement agency or the Depa rtment of Motor Vehicles. The 
reques t should a lso include a copy ofa gove rnm ent-iss ued identifi ca ti on card , such as a driver 's li cense, state or 
military ID card , and a copy ofa utility bill , bank or in surance statement. Each copy should be leg ibl e, disp lay 
your name and current ma i Ii ng address, and the date of iss ue (s tateme nt dates must be recent). 

Additional Information for New Mexico Residents: New Mexico Consumers Have the Right to Obtain a Security 
Freeze or Submit a Declaration of Removal. You may obtai n a security freeze on your cred it report to protect your 
privacy and ensure that credi t is not granted in your name wi thout your knowledge. You may submit a declaration of 
removal to remove info rmat ion pl aced in your cred it report as a result of being a vict im of identity theft. You have 
a right to place a security freeze on your cred it report or submit a dec larati on of remova l pursuant to the Fair Cred it 
Reporting and Identity Security Act. 

The secur ity freeze will prohibit a consumer reporting agency from releasing any info rm at ion in your credit report 
without your ex press authori zation or approva l. The sec urity freeze is designed to prevent credit, loa ns and services 
from being approved in your name without you r consent. When you pl ace a security freeze on your credit report, you 
will be prov ided with a personal identifi cat ion number, password or simil ar device to use if you choose to remove 
the freeze on your cred it report or to temporarily authori ze the release of your cred it report to a spec ific party or 
parties or fo r a specif ic peri od of time after the freeze is in place. To remove the freeze or to prov ide authori zati on 
fo r the temporary release of your cred it report, you must contact the consumer reporting agency and provide all of 
the fol low ing: 
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( I) the unique personal identi f ication number, password or similar dev ice prov ided by the consum er 
reporting agency; 

(2) proper identi fica ti on to ve ri fy your identi ty; 

(3) info rmation rega rdi ng the third party or parties who are to receive the cred it report or the peri od of ti me fo r 
which the cred it report may be released to users of the cred it report; and 

(4) pay ment of a fee , if applicable. 

A consumer reporting agency that receives a request from a consumer to li ft tempora rily a freeze on a credit report 
shall comply with the request no later than three business days after rece ivi ng the request. As of September I, 2008, a 
consu mer reporting agency shall comply with the request within fiftee n minutes of receiving the request by a secure 
electro nic method or by telephone. 

A security freeze does not apply in all circum stances, such as where you have an existing account relationship and 
a copy of your credit report is requested by your ex isting creditor or its age nts fo r certain types of account rev iew, 
collect ion, fra ud cont rol or si mil ar activities; fo r use in setting or adj usting an insurance ra te or claim or insurance 
underwrit ing; fo r certain governmental purposes; and fo r purposes of prescree ning as defined in the federal Fa ir 
Cred it Reporting Act. 

If you are active ly seeking a new credit, loan, utili ty, telephone or insurance account, you should understand that the 
proced ures involved in li fting a security freeze may slow your own applicat ions fo r credit . You should plan ahead and 
li ft a freeze, either completely if you are shopping around or specif ica lly fo r a certain credi to r, with enough advance 
notice before you apply for new credit fo r the li fting to take effect. You shoul d contact a consum er reporting agency 
and request it to li ft the freeze at least three business days before applying. As of September I, 2008, if you contact a 
consumer reporting agency by a secure electronic method or by te lephone, the consumer reporting agency should lift 
the freeze within fift een minutes. You have a right to bring a civil act ion aga inst a consumer reporting agency that 
violates your rights under the Fair Cred it Reporting and Identity Security Act. 

You ca n obtain more info rmation about fraud alerts and credit freezes by contact ing the FTC or one of the national 
cred it reporting agencies I isted below. 

Nation a l Credit Reportini: Ai:encies Contact Information 

Eq ui fax (www.equifax.com) 
General Contact: 

P.O. Box 74024 1 
Atl anta , GA 30374 
800-685 -1111 

Ex peri an (www.experian.com) 
General Contact: 

P.O. Box 2002 
All en, TX 750 13 
888-397-3742 

TransUni on (www.t ransunion.com) 
General Contact: 

P.O. Box I 0528 1 
At lanta, GA 30348 
800-888-42 13 

Fraud Alerts: Fraud Alerts and Security Freezes: Fraud Alerts and Security Freezes: 

P.O. Box 740256, Atlanta, GA 30374 P.O. Box 9554, All en, TX 750 13 P.O. Box 2000, Chester, PA 19022 

C reel it Freezes: 888-909-8872 

P.O. Box 105788, Atlanta , GA 30348 
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