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Attorney General Joseph Foster
Office of the Attorney General

33 Capitol Street

Concord, NH 03302

Dear Attorney General . oster:

We represent PharMerica Corporation (“PharMerica’™) with respect to a recent security incident
involving PharMerica’s specialty pharmacies, Onco360 Oncology Pharmacy (*Onco360™) and
CareMed Specialty Pharmacy (“CareMed™). This incident potentially impacted certain personal
information of individuals receiving pharmacy services from Onco360 and CareMed as
described in more detail below.

1. Nature of security incident.

On November 14, 2017, suspicious activity involving an employee’s email account was
identified. Independent computer forensic experts were engaged to assist with the investigation.
On November 30, 2017, the forensic investigation determined that an unauthorized user appeared
to have pained access to email accounts of three employees. A detailed review of the impacted e-
mail accounts was performed, and on January 8, 2018, it was determined that a limited number
of those e-mails may have contained demographic information, medication and clinical
information, health insurance information and Social Security numbers of some of the patients
receiving services from Onco360 and CareMed Specialty Pharmacy. A very small number of
individuals may have had their financial account information affected impacted as well.

2. Number of New Hampshire residents affected.

Two hundred and sixty-three (263) New Hampshire residents were notified of the incident. A
notification letter was sent to the affected individuals on January 12, 2018 wvia regular mail (a
copy of the form notification letter is enclosed).

3. Steps taken or plan to take relating to the incident.

Steps have been taken to help prevent a similar occurrence in the future. Passwords to all
Onco360 and CareMed personnel e-mail accounts were changed and the compromised e-matl
accounts were secured. The incident was reported to law enforcement. To help prevent such an
incident from reoccurring, additional e-mail security enhancements were implemented and
additional training was provided to employees on recognizing and appropriately responding to



suspicious emails and other security threats. Additionally, affected individuals were offered
credit monitoring and identity restoration services free of charge for one year through ID
Experts. The credit reporting agencies have also been notified of this incident.

4. Contact information.

PharMerica remains dedicated to protecting the confidential information in its possession. If you
have any questions or need additional information, please do not hesitate to contact me at
MVentrone(, . ..ompsonCoburn.com or (312) 580-2219.

Very truly yours,

Thompson Coburr ™ P
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Melissa K. Ventrone
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We also want you to know that we took appropriate measures to promptly address this incident. Passwords to all
Onco360 and CareMed personnel e-mail accounts were changed and the compromised e-mail accounts were secured.
We notified law enforcement of the incident and are cooperating with their investigation. To help prevent such an
incident from reoccurring, we implemented additional e-mail security enhancements and also provided additional
training to our employees on recognizing and appropriately responding to suspicious emails and other security threats.

For more information:

Again, we are very sorry that this incident occurred. We want to emphasize that protecting the confidentiality and
security of patient information entrusted to us is our utmost priority. If you have any questions about this letter or
would like any additional information, please contact the dedicated call center at (800) 761-7902 which we set up to
help answer your questions regarding this incident. The call center is available Monday through Friday from 8:00 am
to 8:00 pm Eastern Time. You tnay also submit your questions in writing to Onco360/CareMed Specialty Pharmacy,
Compliance Officer, 1901 Campus Place, Suite 100, Louisville, KY 40299.

Sincerely,

Paul E. Jardina, President & CEQO
Onco360 and CareMed Specialty Pharmacy

Enclosure



Recommended Steps to help Protect your Information

Please Note: Minors, under the age of 18, should not have a credit history established and are under the age to
secure credit. Therefore credit monitoring may not be applicable at this time. All other services provided in the
membership will apply. No one is allowed to place a fraud alert on your credit report except you, please follow
the instructions below to place the alert,

1. Website and Enrollment. Go to https://**- ~--**--=- --o/----na0----=--4 gnd follow the instructions for
enrollment using your Enrollinent Code providea at tne 1op o1 we 1eter. wnece you have completed your enrollment,
you will receive a welcome letter by email {or by mail if you do not provide an email address when you sign up). The
welcome letter will direct you to the exclusive MylDCare Member Website where you will find other valuable
educational information.

2. Activate the credit monitoring provided as part of your MyIDCare membership, which is paid for by PharMerica
Corporation. Credit and CyberScan monitoring are included in the membership, but you must personally activate it for
it to be effective. Note: You mnust have established credit and access to a computer and the internet to use this service,
If you need assistance, MyIDCare will be able to assist you.

3. Telephone, Contact MyIDCare at {800) 761-7902 to gain additional infonination about this event and speak with
knowledgeable representatives about the appropriate steps to take to protect your credit identity.

4, Review your credit reports. We recommend that you remain vigilant by reviewing account statements and
monitoring credit reports. Under federal law, you also are entitied every 12 months to one free copy of your credit
report from each of the three major credit reporting companies. To obtain a free annual credit report, go to
W, o toem e o oo apeg] 1-877-322-8228. You may wish to stagger your requests so that you receive a free
report by one oI tne tnree credit bureaus every four months.

If you discover any suspicious items and have enrolled in MyIDCare, notify thein immediately by calling or by visiting
their Member website and filing a theft report.

If you file a theft report with MyIDCare, you will be contacted by a member of our ID Care teamn who will help you
determine the cause of the suspicious items. In the unlikely event that yvou fall victim to identity theft as a consequence
of this incident, you will be assigned an ID Care Specialist who will work on your behalf to identify, stop and reverse
the damage quickly.

You should also know that you have the right to file a police report if you ever experience identity fraud. Please note
that in order to file a crime report or incident report with law enforcement for identity theft, you will likely need to
provide some kind of proof that you have been a victim. A police report is often required to dispute fraudulent items.
You can report suspected incidents of identity theft to local law enforcement or to the Attorney General.

5. Place Fraud Alerts with the three credit bureaus. If you choose to place a fraud alert, we recommend you do this
after activating your credit monitoring. You can place a fraud alert at one of the three major credit bureaus by phone
and also via Experian’s or Equifax’s website. A fraud alert tells creditors to follow  tain procedures, including
contacting you, before they open any new accounts or change your existing accounts. For that reason, placing a fraud
alert can protect you, but also may delay you when you seek to obtain credit. The contact information for all three
bureaus is as follows:









We also want you to know that we took appropriate measures to promptly address this incident. Passwords to all
Onco360 and CareMed personnel e-mail accounts were changed and the compromised e-mail accounts were secured.
We notified law enforcement of the incident and are cooperating with their investigation. To help prevent such an
incident from reoccurring, we implemented additional e-mail security enhancements and also provided additional
training to our employees on recognizing and appropriately responding to suspicious emails and other security threats.

For more information:

Again, we are very sorry that this incident occurred. We want to emphasize that protecting the confidentiality and
security of patient informnation entrusted to us is our utmost priority. If you have any questions about this letter or
wotuld like any additional information, please contact the dedicated call center at (800) 761-7902 which we set up to
help answer your questions regarding this incident. The call center is available Monday through Friday from £:00 am
to 8:00 pm Eastern Time. You 1nay also submit your questions in writing to Onco360/CareMed Specialty Pharmacy,
Compliance Officer, 1901 Campus Place, Suite 100, Louisville, KY 40299.

Sincerely,

Pau. _. Jardina, President & CEO
Onco360 and CareMed Specialty Pharmacy

Enclosure



Recommended Steps to help Protect your Information

Please Note: Minors, under the age of 18, should not have a credit history established and are under the age to
secure credit. _ _ierefore credit monitoring may not be applicable at this time. All other services provided in the
membership will apply. No one is allowed to place a fraud alert on your credit report except vou, please follow
the instructions below to place the alert.

1. Website and Enrollment. Go to ° o o ' T " and follow the instructions for
enrollment using your Enrollment Code proviaea a1 ue wp o1 e 1ener, unce yvou have completed vour enrolliment,
you will receive a welcome letter by email (or by mail if you do not provide an email address when you sign up). The
welcome letter will direct you to the exclusive MyIDCare Member Website where you will find other valuable
educational information,

2. Activate the credit monitoring provided as part of vour MyIDCare membership, which is paid for by PharMerica
Corporation. Credit and CyberScan monitoring are included in the membership, but you must personally activate it for
it to be effective. Note: You must have established credit and access to a computer and the intemet to use this service.
If you need assistance, MyIDCare will be able to assist vou.

3. Telephone. Contact MylDCare at (800) 761-7902 to gain additional information about this event and speak with
knowledgeable representatives about the appropriate steps to take to protect your credit identity.

4. Review your credit reports. We recommend that you remain vigilant by reviewing account statements and
monitoring credit reports, Under federal law, you also are entitled every 12 months to one free copy of your credit
report from each of the three major credit reporting companies. To obtain a free annual credit report, go to

T ~-ditreport.c - or call 1-877-322-8228. You may wish to stagger your requests so that you receive a free
report by one of the three creait bureaus every four months.

If you discover any suspicious items and have enrolled in MyIDCare, notify them immediately by calling or by visiting
their Member website and filing a theft report.

If you file a theft report with MylDCare, you will be contacted by a member of our ID Care team who will help you
determine the cause of the suspicious items. In the uniikely event that you fall victim to identity theft as a consequence
of this incident, you will be assigned an ID Care Specialist who will work on your behalf to identify, stop and reverse
the damage quickly.

You should also know that you have the right to file a police report if you ever experience identity fraud. Please note
that in order to file a crime report or incident report with law enforcement for identity theft, you will likely need to
provide some kind of proof that you have been a victim. A police report is often required to dispute fraudulent items.
You can report suspected incidents of identity theft to local law enforcement or to the Attomey General.

5. Place Fraud Alerts with the three credit bureaus, If you choose to place a fraud alert, we recommend vou do this
after activatine your credit menitoring. You can place a fraud alert at one of the three major credit bureaus by phone
and also via _..perian’s or Equifax’s website. A fraud alert tells creditors  follow certain procedures, including
contacting you, before they open any new accounts or change your existing accounts. For that reason, placing a [raud
alert can protect you, but also mmay delay you when vou seek to obtain credit. The contact information for all three
bureaus is as follows:






