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August 23, 2007

Via First Class Mail and E-Mail

Honorable Kelly Ayotte

Attorney General of New Hampshire
State House Annex

33 Capitol Street

Concord, NH 03301-6397

Re: Recent Pfizer Data Breach

Dear General Ayotte:

1 am writing to give you advance notice of a data privacy breach affecting our client, Pfizer Inc
(“Pfizer”), and an estimated 34,000 current employees, former employees, health care
professionals and other individuals. It appears that the breach developed when a Pfizer
employee wrongfully removed copies of confidential information from a Pfizer computer system
late last year. This was done without Pfizer’s knowledge or consent, in violation of Pfizer
policy. The individual is no longer employed by the Company. Pfizer did not become aware
that sensitive personal information had been removed until July 10, 2007.

The total number of affected individuals is still an estimate because there is a substantial amount
of data to be analyzed; Pfizer has been working with outside consultants to review the exposed
data quickly and thoroughly. Pfizer cannot yet estimate the number of affected individuals who
reside in your State, but will provide that information as soon as possible. Pfizer will begin
notifying those affected individuals who have been identified in the next several days. An
exemplar copy of the notice letter is enclosed for your information.

At this point, Pfizer believes that the names and Social Security numbers and/or Taxpayer
Identification numbers of all of the affected individuals were exposed. In addition, some of the
following information was exposed for some of the affected individuals: home address; home
and/or cellular phone number(s); fax number; e-mail address; credit card number; bank account
number; passport number; driver’s license number; military identification number; birth date;
signature; and reason for termination of Pfizer employment (if applicable).

So far there is no indication that any unauthorized person has used or is misusing the information
that was removed from Pfizer. Nonetheless, as the enclosed letter explains, Pfizer has taken
numerous steps to protect the security of the affected individuals, including notifying law
enforcement, contacting the major national credit agencies and providing a full package of credit
protection services and credit insurance for two years, free of charge.
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Please do not hesitate to contact me if I can provide you with any additional information at any
time.

Best regards,
-
%iBerﬁ Nash

(202) 420-2209
nashb@dicksteinshapiro.com

Enclosure
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