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May 24, 2016

VIA USPS FIRST CLASS MAIL

Office of the Attorney General

New Hampshire Department of Justice
Attn: Data Security Breach

33 Capitol Street

Concord, NH 03301

Subject: Notification of Security Incident Pursuant to N.H. Rev. Stat. § 359-C:19 et
seq.

To whom it may concern:

I am writing to notify you of a recent security incident at The Pennsylvania State
University (“Penn State” or the “University™).

On April 13, 2016, Penn State’s Office of Student Affairs received notification that a
student organization’s (the Undergraduate Law Society’s) website contained a historical
document containing Social Security Numbers (SSN’s). The Penn State Office of Student
Affairs immediately moved the student organization’s website offline upon receiving report of
the incident and alerted the University’s Office of Information Security for further investigation.

Upon further investigation, the University confirmed that the historical document
appearing on the student organization’s website was an Excel file that included an SSN column
and a date of birth column, both of which were hidden from view as presented on the website.
The Excel file, however, could be manipulated in a way where the SSN’s and the dates of birth
potentially could have been exposed if those particular columns were “unhidden” in the Excel
format. It is the University’s understanding that the student organization last modified this Excel
file in 2006.

Penn State conducted a careful review of this Excel spreadsheet and determined that 379
unique names and SSN’s were contained in the hidden SSN column. Of the 379 individuals
appearing on this Excel spreadsheet, it is Penn State’s understanding that three (3) of them are
New Hampshire residents.

Pursuant to well-established University Policy, student organizations themselves (and not
the University) are responsible for the content of their websites, While we have no indication
that the personal information discovered was acquired or misused by unauthorized individuals,




out of an abundance of caution and in light of the fact that the Undergraduate Law Society is
now defunct, the University is notifying 379 individuals (including the three (3) New Hampshire
residents) of this incident by U.S. first class mail on May 25, 2016. A copy of the University’s
May 25, 2016 letter is attached as Exhibit A.

Since the incident, the University is working on educating student managed clubs and -
organizations about the importance of safeguarding their members’ personally identifiable
information (PII) and remediating historical PII. Penn State also is in the process of helping
student clubs and organizations better manage their websites, including utilizing the University’s
Identity Finder software to scan for any inadvertent PII. The University also is offering the three
(3) New Hampshire residents potentially impacted by this incident one year of free credit
monitoring,.

If you have any additional questions about this incident, please call me at your earliest
convenience at (814) 865-0551.

Very truly yours,

/&M WALl

David W. Dulabon
Associate General Counsel

Enclosure




EXHIBIT A




o8 PennState

Privacy Ofilce 333 James M. Ellloit Dldg. Phone; B14-803-B9186
120 8. Buurrowoes 8t, Fax: 814-803-2174
Btate College, PA 16001

May 25, 2016
[NAME & Addrass OF RECIPIENT) .
Dear [NAME OF REGIPIENT] |

| am writing to Inform you of an incldent that was recently discovered that may affect the
confidentiality of your personally identifiable Information ("PII”). We have confirmed thal a historical
document containing your Pll reslded on web space assigned to a now defunct studant
organization. Although Penn Slate s unaware of any allempted or actual misuse of your personal
Information, out of an abundance of caulion, we are providing you notice of this Incldent, offering
you frea credit monltoring for one year, and advising you of potenllel sleps you may wish to take.

What happened:

On April 13, 2016, Penn Stalte's Office of Student Affalrs recelved notificalion that a student
organizatlon'’s (the Undergraduate Law Sociely's) websile contained a historical document
conltaining Social Securily Numbers (SSN's), The Penn State Olfice of Sludent Affairs Inmedlalely
moved lhe student organizalion's wabslle offline upon receiving reporl of the Incldanl and alerled
the Universlly's Office of Information Security for further investigalion.

Upan further knvesligatlon, the Universily confirmed that the historical document appearing on the
Undergraduate Law Soclety's webalte was an Excel file that Included an SSN column and a date of
birth column, both of which were hidden from view as presented on the webslle. The Excel file,
however, could be manlpulated In a way where the S5N's and dales of birlh potentially could have
been exposed if those particular columns were “unhldden” In the Excel format. It s the University's
understanding that the sludenl organization last modilied this Excsl file In 20086,

While we have no Indicallon that he parsonal Informalion dlscovarad In this historlcal file appearing
on the student organizatlon's website was speclfically acquired or accessed by unauthorlzed
Individuais, Penn State feels It Is Important to bring this to your attention and to advise you of the
steps belng taken by the University to assist you.

What we are dolng to protect your information:

To help detect any possible misuse of your personal Information, we are offering you access to a
complimentary one-year membership to Experlan'e® ProtactMylD® Elite, Exparian is the largest credit
bureau In the Unlted States, and lhe ProtectMylD Elite Service helps datacl possible imisuse of your
peraonal Informalion, provides you wilh superior Idenlily protection support that is focused on Immediate
Idenlification and resolulion of Identity theft, and provides free fraud resolution and Identity protection for
ohe year. Please nole you must actlvate this membership by August 31, 2016, which will then continue
for 12 full months from your enroliment dale.

To starl monitoring your personal Information, please follow the steps below:
Vislt www.protactmyld.com/protect
Provide your activation code: [code]




We encourage you to take advantage of {hls service and to activate the fraud dataction tools avallable
through ProteciMylD Elite. Please note that a credit card [s not required for enroliment.

If you have questions or need live {o enrolling online, pleass call Experlan at (866) 761-1324
and provide Engagement #:

Once you enroll In ProlectMylD you will have access to the following tools .

* Experlan credlt report at slgnup: $See what informatlon Is ageoclated with your credit file.

* Actlve Survelitance Alerts: Monitors the Experian file for indicators of fraud.

* Internet Scan: Alerts you If your Information Is found on allea contalning compromised data.

* Address Change Alerts: Alerts you of changes to your malling addrase

= Fraud Resolution: ldentity Theft Resolution agents are Inmediately avaitabls to help you addrese
credit and non-credit relatad fraud.

*  ExtendCARE: You recelve the same high-level of Fraud Resolution support aven afler vour
ProtectMylD membership hae explred.

= %1 Milllon Identity Theft Insurance: Provides coverage for certaln costs and unauthorized
elaotronle fund transfers. '

* Lost Wallet Protectlon: Gel help replacing credit, deblt, and medical Insurance cards.

If you have any questions about Protecll\nyID. nesd help undsratanding something on your credit report,
or suspact that an ltem on your credIl report may be fraudulent, planas contact Experlan’s customer care
team al (868) 7_51-1 324,

What you can do to further protect your Information:

There are additional aclions you can conslder taking to reduce the chances of Identity theft or fraud on
your accouni(a). Please refer to the final page of this letter for those addltlonal eclions to help reduce
your chances of Identity thell.

We regret any concern or inconventence. We encourage you lo lake advantage of the free Identily theft
protaction offered by Penn State. If you have any quesilons about this incldent, pleasa contact Holly
Swires at (814) 863-5916, Monday through Friday, 7:30 a.m. to 4:30 p.m.

Slincersly,

LD
. Bwires
Privacy Officer




DDITIONAL ACTIONS TO HELP REDUCE YOUR CHANCES OF IDENT EFT.

» PLACE A 80-DAY FRAUD ALERT ON YOUR CREDIT FILE

An Initlal 90 day security alert Indicates to anyone requasting your credit file that you suspect you are a viclim of fraud.
When you or someone else atlempls to open a credit account In your name, Increase the credit imlt on an exlsling
account, or obtaln a new card on an exisling account, the lender should takes steps lo verify thal you have aulhorized
the requasl. If the credilor cannot verily this, the request should not be salisfied. ‘You may conlact one of the credit
reporting companies betow for assistance.

Equifax Experlan TransUnlon
P.O. Box 106788 P.O. Box 65664 P.O, Box 2000
Altanta, GA 30348 Allen, TX 76013 Chaster, PA 19022
1-800-525-8285 1-888-397-3742 1-800-880-7289
www.equlfax.com wyww.experian.com www.Iransunlon.com

= PLACE A SECURITY FREEZE ON YOUR CREDIT FILE

If you are very concerned about becoming a victim of fraud or Idenlily thelt, a securlty fraeze might be right for you.
Placing a freeze on your credil reporl will prevent lenders and others from accessing your credil report enlirely, which
will prevent lhem from extending credit. With a Security Freaze In place, you wili be requirad to take spaclal slaps
when you wish to apply for any type of credil. This process Is also completed through eech of the credit reporling
companies,

» ORDER YOUR FREE ANNUAL GREDIT REPORTS

Vislt www.annualcredilreport.com or call 877-322-8228. Onc¢e Yyou recelve youwr credit raporls, review them for
discrepancies. [denllfy any accounls you did not epen or Inquirles from creditore that you did not authorize. Verily all
information Is correct. If you have questions or nolice incorrect Information, contact the credit reporling company.

» MANAGE YOUR PERSONAL INFORMATION
Take steps such as: carrylng only essenllal documents with you; belng aware of whom you are sharing your personal
. Information with and shredding recelpts, slalements, and olher sensitive Information,

» USE TOOLS FROM CREDIT PROVIDERS

Remain vigilanl and carefully review youwr credil reporls and bank, credil card and other account statemenls. Be proactive
and create alerts on cradit cards and bank accounts to notify you of activily. If you discover unautharized or susplelous
aclivity on your credll report or by any olher means, fife an ldentily theft report with the Federal Trade Commisslon
(FTC), your Slale's Allorney General, or your local polica and contact a credit reporting company.

> OBTAIN MORE INFORMATION ABOUT IDENTITY THEFT AND WAYS TO PROTECT YOURSELF

o Vislt hip:/Avww.experian.comfcredit-adviceflople-fraud-and-idenlily-theft. htm] for general inforimalion
regarding protecling vour Identily.

= The Faderal Trade Commission (800 Pennsylvanla Avenua, NW, Washinglon, D.G. 20580) has an ldenlily thelt
holline: 877-438-4338; TTY: 1-866-653-4261. Thaey also provides Informatlon online at www.ftc.gov/idthell.

= Forresidente of Maryland: You may also obtain Information about preventing and avolding Identity theft from
the Maryland Ollice of the Allorney General: Maryland Ofilce of the Attorney Qeneral, Consumer Protection
Divislon 200 St. Paul Place, Ballimore, MD 21202, 1-688-743-0023, www.oag.state.md.us

& For resldonte of North Carolina: You may also oblain Information about preventing and avolding Identily Lhefi
from North Carolina Atlorney General's Office: North Carollna Attorney QGeneral's Office, Consumer
Prolection Divislon Mall Service Center 9001, Ralselgh, NC 27899-9001, 1-877-5-NO-SCAM, www.ncdol.goy

¢ For resictants of Callfornla: You may algo oblain Information on protaction against Identity theft from the
Callfornla Office of Privacy Protection, www.piivacy.ca.gov.

o Many Stale Altorney General Offices addilionally provide Informailon aboul prolecling your Idenlily on Ihelr
websltes.




