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CONSUMER PRon:crmN 

e: Notice of Breach in the Security of Personal Information 

m lt May Concern : 

represent Peachtree Neurological Clinic ("PNC"), which is a neurological services 
prov id~r located in Atl anta, Georgia. This letter is being provided pursuant to N.H. Rev. Stat. § 
359-C:t. 0, which requires that your offi ce be notified in the event of a breach in the securi ty of 
person I informati on affecting res idents of the state of New Hampshire. 

ecently, PNC's computer system was infected by a ransomware virus that encrypted its 
electro1 ic medi cal records system containing its patients' medi ca l records. The ransomware 
deman ed monetary payment from PNC in order to decrypt the fi les and allow the practi ce to 
rega in ccess to them. PNC did not pay the ransom to the cyber criminals, but were instead able 
to resto ·e its fil es and the fun cti onality of its system through backup records. The encryption did 
not sub tantiall y impair PNC's ability to prov ide care to its pati ents. Subsequent scans of PNC 's 
system show no further sign of the ransomware, and its investigation does not show any 
indicati n that the ransomware exfiltrated any data off its system. 

owever, th rough its investigation of the incident, PNC di scovered on May 10, 20 17, 
that its computer system previously had been accessed without its knowledge by unauthori zed 
individra ls not affili ated with PNC between February 201 6 and May 201 7. PNC is not able to 
confirn which , if any, fi les or pati ent in fo rmation were accessed by these unauthori zed 
indi vid 1als, but it is poss ib le that they could have accessed PNC's electronic medica l records 
system containing patient names, addresses, telephone numbers, social security numbers, dates 
of birth driver' s li cense numbers, treatment or procedure info rmation, prescription info rmation, 
and/or ea lthcare insurance info rmati on. 

!though PNC unable to confirm that any personall y identi fy ing informati on or patient 
health i 1formation was accessed by unauthori zed indi viduals, out of an abundance of caution and 
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becaus of its commitment to data security and privacy, PNC is notifying all its active and 
inactiv patients about the incident in compliance with the Health Insurance Portability and 
Accountability Act (HTPAA). ln that regard, PNC has a total active and inactive patient 
popula ·on of 176,295 individua ls, but on ly 18 residents of New Hampshire. 

ritten notice is being mailed to these affected individuals on July 7, 2017, and a sample 
copy o the notice is enclosed for your records. As an added precaution, PNC is offering all 
affecte individuals 12 months of MyIDCare™ identity theft monitoring and protection from ID 
Expert ®. This product wil l provide enrolled individuals with a notification of any changes to 
their er dit information, up to $1,000,000 Identity Theft Insurance Coverage, and access to their 
credit 1eport. The notice to the affected individuals includes instructions on the use of thi s 
produc. 

NC also has taken immediate steps in response to learning of this incident, including 
installi g a new firewall, instructing all employees to change all passwords used to log in to its 
comput rs, contracting with a third-party IT company to provide additiona l security and 
eva luat ng additional measures to further strengthen its data security. PNC also has reported the 
inciden to law enforcement and wi ll cooperate with any investigation. 

believe this provides you with all information necessary for your purposes and to 
comply with New Hampshire law. However, if you have any questions or need further 
inform tion, please contact me. 

DAC/jnpr 
EnclosJre 
2992885_ 1 

Very truly yours, 

FREEMAN MATHIS & GARY, LLP 

-(?/~~ 
David A. Cole 



Peacht ee 
Neurol gical Clinic, P.C. 
C/O ID Exper s 
PO Box 1044 
Dubli n, Ohio 3017-4044 

<<Fir tName > <<LastName>> 
<<Address I> <<Address2>> 
<<City>>, < tate>> <<Zip>> 

To Enroll, Pl ease Call: 
866-690-0768 

Or Visit: 
www.myidcare.com/enrollpeachtree 

Enrollment Code: 

[XXXXXXXX] 

<<Mail Date>> 

Thank you fo allowing Peachtree Neurological Clinic, PC ("PNC") to serve your hea lthcare needs. We take patient 
privacy seriou ly and, as part of that commitment, we are sending you this letter to make you aware of a recent data 
security incide 1t that affected your personal information . Please read thi s letter carefu lly. 

Recently, PN 's computer system was infected by a ransomware virus that encrypted our electronic medica l records 
("EMR") syst m containing our patients' medical records. The ransomware demanded monetary payment from PNC in 
order to decry t the files and allow us to rega in access to them. We did not pay the ransom to the cyber criminals, but 
were instead a le to restore our files and the function ality of our system through backup records. Subsequent scans of our 
system show no further sign of the ransom ware, and our investigat ion does not show any indi cation that the ransomware 
ex filtrated any data off our system. 

However, thro gh our investi gation of the incident, we di scovered that our computer system previously had been accessed 
without our kl owledge by unauthori zed individuals not affi liated with PNC between February 20 16 and May 20 17. We 
are not able to onfirm whi ch, if any, fil es or patient information were accessed by these unauthori zed individuals, but it is 
possible that ti ey could have accessed our EMR system and information including your name, address, telephone number, 
social securit number, date of birth, driver's license number, treatment or procedure informati on, prescription 
information, a1 d/or healthcare in surance information . 

Please know t 1at PNC takes the protection of your personal information seri ously and is tak ing steps to continue 
investigating ti is incident, help mitigate the potential for harm , and prevent this from happening agai n. In that regard, 
PNC has repo11ed the incident to law enforcement and is cooperating with its investi gation . We also have secured our 
EM R system at d implemented additi onal security measures to help prevent any unauthorized access . 

As an added p ecaution to help protect your info rmation from potential misuse, we are offering identity theft protection 
services throu ID Experts® and its MyrDCare™ solution at no cost to you. With this protection, MylDCare will help 
protect your in ormation from mi suse and help you resolve issues if your identity is compromised. We strongly encourage 
you to register or thi s free identity theft protection service. To enroll pl ease visit www.myidcare.com/enrollpeachtree and 
provide the me bership enrollment code listed at the top of this letter. 

Your 12-montl MylDCare™ membership will include the following: 

• Si gle-Bureau Credit Monitoring - Monitors any changes reported by Experian Credit Bureau to 
yo r credit report. 

• Ac ess to the ID Experts Team - Access to an on line resource center for up-to-date info rmation on 
newj identity theft scams, tips fo r protection, legislat ive updates and other topics associated with 
ma ntaining the hea lth of your identity. 

• Co plete Recovery Services - Should you believe that you are a victim of identity theft, MylDCare 
wit work with you to assess, stop, and reverse identity theft issues. 



• I entity Theft Insurance - In the event of a confirmed identity theft, you may be eligible for 
re: mbursement of up to $1,000,000 for expenses related to that theft. 

Please refer t the enclosed documentation for further instructions from ID Experts® on how to enroll in MyIDCare™ , 
and for additi nal information on steps you may take to help protect your information from misuse. Please note that you 
must enroll in yIDCare™ by October 7, 2017. 

We are very rry for any concern or inconvenience this incident has caused or may cause you. If you have any other 
questions or oncerns that you would like to discuss, please call our dedicated, toll-free incident response hotline at 
(866) 690-076 

Sincerely, 

Peachtree Neu ological Clinic, P.C. 
Dr. Lawrence eiden, M.D. 



mylDcare™ 
Enrollment Instructions and Recommended Steps to Help Protect your Information 

Please N te: You must have a valid United States Social Security Number in order to enroll in credit 
monitoring s rvices. In addition, credit monitoring is not available for minors under the age of J 8, as they should 
not have a er dit history established and are under the age to secure credit. No one is allowed to place a fraud alert 
on your credit report except you. Please follow the instructions below to place the alert. 

1. Website J d Enrollment. Go to www. myidcare.com/enrollpeachtree and follow the instructi ons for enrollment using 
your Enro{iment Code provided above. Once you have completed your enrollment, you will receive a welcome letter 
by email ( r by mail if you do not provide an email address when you sign up). The welcome letter will direct you to 
the My ID are Member Website where you will find other valuable educational information . 

2. Activate t e credit monitoring provided as part of your MylDCare membership. Credit Monitoring is included in 
the memb rship, but you must personally act ivate it for it to be effecti ve. Note: You must have establi shed credit and 
access to a computer and the internet to use this service. If you need assistance, MyIDCare will be able to ass ist you. 

3. Review y~ur credit reports . We recommend that you remain vigilant by review ing account statements and 
monitorin credit reports. Under federal law, you also are entitled every 12 months to one free copy of your credit 
report fro1 each of the three major credit reporting companies listed below. To obtain a free annual credit report, go 
to www.annualcreditre ort.com or call 1-877-322-8228. You may wish to stagger your requests so that you receive a 
free repo1i by one of the three credit bureaus every four months. If you di scover any incorrect information on your 
report, you should report it immedi ately to the cred it reporting agency. 

4. Report su pected fraud. You have the right to fil e a police report if you ever experience identity fraud. Please note 
that in ord r to fil e a crime report or incident report with law enforcement for identity theft, you will li ke ly need to 
provide soi e kind of proof that you have been a victim. A police report is often required to dispute fraudulent items. 
You shoul report suspected incidents of identity theft to local law enforcement, your state's Attorney General, and/or 
the Federal Trade Commiss ion . 

5. Place Fra cl Alerts with the three credit bureaus. If you choose to pl ace a fraud alert, we recommend you do thi s 
after activa ing any credit monitoring. You can pl ace a fraud alert at one of the three major credit burea us by phone 
and also vi Experian' s or Equi fax's website . A fraud alert tells creditors to follow certain procedures, including 
contacting ou, before they open any new accounts or change your ex isting accounts. For that reason, pl acing a fraud 
alert can protect you, but also may delay you when you seek to obtain credit. The contact informat ion for all three 
bureaus is a fo ll ows: 

Equi fax 
1-8 0-525-6285 

P.O. Box 740256 
Atla1 ta, GA 30374 

www.al rts.equi fax .com 

Experian 
1-888-397-3742 
P.O. Box 9554 

Allen, TX 750 13 
www.experian.com 

Trans Union 
1-800-680-7289 
P.O. Box 2000 

Chester, PA 19022 
www.transunion .com 

It is only ne essary to contact ONE of these bureaus and use only ONE of these methods. As soon as one of the three 
bureaus con 1rms your fraud alert, the others are notified to pl ace alerts on their records as well. You will rece ive 
confirmatio1 letters in the mail and will then be abl e to order all three credit reports, free of charge, fo r your review. 

6. Security F eeze. By placing a security freeze , someone who fraudulently acquires your personal identifying 
information will not be able to use that information to open new accounts or borrow money in your name. You will 
need to con act the three national credit reporting burea us li sted above in writing to place the freeze. Keep in mind 
that when y 1 u pl ace the freeze, you will not be able to borrow money, obtain instant credit, or ge t a new credit card 
until you te1 porari ly Ii ft or permanently remove the freeze. The cost of placing the freeze varies by the state you I ive 



in and fo ·each credit repo1ting bureau. The Cred it Bureau may charge a fee of up to $5 .00 to place a freeze, li ft, or 
remove a freeze . However, if you are a victim of identity theft and have filed a report with your loca l law enforcement 
agency o submi tted an ID Theft Compl aint Form with the Federa l Trade Commission, there may be no charge to 
place the reeze. 

7. You can obtain additional information about the steps you can take to avoid identity theft from the fol lowing 
agencies. he Federal Trade Commission also encourages those who discover that their information has been misused 
to file a c mplaint with them. 

• 

• 

• 

• 

• 

• 

• 

alifornia Residents: Visit the California Office of Privacy Protection, www.privacy.ca.gov, for 
a ' ditional information on protection against identity theft. 

~entucky Residents: Office of the Attorney General of Kentucky, 700 Capitol A ven ue, Suite 118 
F ankfort, Kentucky 4060 I, www.ag.ky.gov, Telephone: 1-502-696-5300. 

~
aryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 

2 0 St. Paul Place Baltimore, MD 2 1202, www.oag.state.md.us/Consumer, Telephone: 1-888-743-
0 23. 

N[rth Carolina Residents: Office of the Attorney General ofN01th Caro lina, 900 I Mai l Service 
C nter, Raleigh, NC 27699-9001, www.ncdo j.com/, Telephone: 1-919-7 16-6400. 

0 egon Residents: Oregon Depa1tment of Justice, 1162 Court Street NE, Salem, OR 97301-4096, 
w w.do · .state.or.us, Telephone: 877-877-9392 

R ode Island Residents: Office of the Attorney General, 150 South Main Street, Providence, Rhode 
Is and 02903 , www.riag.ri.gov, Telephone: 401-274-4400 

A I US Residents: ldentity Theft Clearinghouse, Federa l Trade Comm ission, 600 Pennsylvania 
A en ue, NW Washington, DC 20580, https ://www.consumer.ftc.gov, 1-877-lDTHEFT (438-4338) 


