Morgan Lewis
Cepl

11 ‘7.:

s)).

kM

Gregory T. Parks
Partner
215.963.5170
gparks@morganlewis.com

VIA FIRST CLASS MAIL

August 1, 2016
State of New Hampshire
Office of the Attorney General
33 Capitol Street
Concord, NH 03301

Re:

Notification of Potential Security Breach

Dear Office of the Attorney General:
This Firm represents Nordic Consulting Partners, Inc. ("Nordic") in connection with a situation where an
email with the wrong attachment was inadvertently sent out to current and former Nordic employees.
The attachment contained the personal information of the recipients of the email as well as their
dependents.
On July 21, 2016, a Human Resources employee sent an email to current and former Nordic employees
affected by a different data breach to remind them to sign-up for identity theft protection and credit
monitoring services with Experian. This employee inadvertently attached a spreadsheet containing the
names, addresses, dates of birth, social security numbers, and the names of insurance plans of some of
Nordic's employees and their dependents, who were on Nordic's health insurance in 2015. Shortly after
sending the email and attachment, the error was caught and Nordic's Information Technology
department employed a tool to recall the message and delete it from recipients' inboxes within Nordic's
domain. For those with non-Nordic email accounts to whom it was sent, Nordic has reached individually
to confirm a hard deletion of this e-mail.
At this time, we have not received any reports of improper use of the affected individuals' personal
information. Nonetheless, Nordic sent notification letters out to all individuals whose personal
information was listed in the email attachment.
Further information about what Nordic has done and what we are recommending to the individuals in
question can be found in the enclosed notification letter that Nordic sent to six New Hampshire residents.
If you have any questions, please feel free to contact me.
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