December 14, 2018

Joshua A. James

Direct: 202/508-6265
Fax: 202/508-6200
josh.james@bclplaw.com

Office of the Attorney General
33 Capitol Street
Concord, NH 03301

Re:  Notice of Data Breach
To Whom it May Concern:

Pursuant to relevant state law, NFM Lending ("NFM"), a client of Bryan Cave Leighton
Paisner LLP (our “Firm”), is providing notice of a data security breach to your office. NFM will
soon notify 15 individuals who reside in your state that one or more unauthorized individuals
were able to access the email accounts of seven NFM employees potentially exposing personal
information of NFM customers. Letters to affected individuals are being sent by first class U.S.
mail to consumers starting on December 14, 2018.

As described in the attached example notification, between late May and early August
of 2018, one or more unauthorized individuals accessed the email accounts of seven NFM
employees. During this access the unauthorized individuals may have acquired NFM customer
information contained in those email accounts. NFM discovered this access in early August and
immediately took steps to exclude the unauthorized individuals. At that time NFM also began
an investigation into the unauthorized access including determining which NFM customers may
have had personal information contained in the affected email accounts. NFM concluded that
analysis on November 6, 2018.

The email accounts contained documents that included personal information that is
used by NFM to process loans. The affected NFM employees email accounts had these
materials for legitimate business purposes. The accounts contained information including
customers’ name and Social Security numbers and may have included other information related
to the loan application process. Law enforcement has been notified of this incident via a report
through IC3.gov.

NFM is providing affected individuals with 2 years of ID Experts’ credit monitoring and
identity theft protection services. Information regarding these services, as well as additional
information to assist individuals, is included in the notification sent to the affected individuals.
NFM has set up a call center and website through ID Experts to address any questions or
concerns from impacted individuals. NFM has adopted enhanced security practices to prevent a
similar incident from occurring in the future, including the implementation of additional
technical security measures and retraining and reeducation of its workforce, and is actively
monitoring accounts for any suspicious activity.
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If you would like any additional information concerning the incident, please contact me
at your convenience.

Sincerely,
s/ Joshua James

Joshua A. James

Attachments















