Mindlance, Inc.
1095 Morris Ave., Ste. 101A
Union, NJ 07083

1/19/2018

New Hampshire Department of Justice
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

.~ Whom It May Concern:

I am writing to inform you of a security incident involving the personal information of ten
employees of Mindlance, Inc. (“Mindlance” or “Company”) who are residents of New Hampshire.

Mindlance leammed that certain of the Company's confidential and proprietary information had
been stolen on or about December 28, 2017. On December 29, 2017, the stolen information
was e-mailed to several current corporate Mindlance employees. An attachment to the
December 29, 2017 e-mail contained the name and Social Security number, related only 1o a
limited number of Mindlance employees. The stolen personal information attached to the e-mail
did not contain driver's licen: number or state identification card number, date of birth, any
financial account number, pay card number, credit or debit card number, or medical or health
insurance information for any individual. Mindlance promptly took steps to confirm that
unauthorized recipients of the e-mail do not retain possession of the stolen information. Within
the Mindlance electronic network, Mindlance has quarantined the e-mails and restricted access
to senior management responsible for responding to this incident.

Please note that Mindlance has no information suggesting that any of the individuals’
personal information has been misused.

We will mail a notice to all affected individuals on or about January 19, 2018. We will offer all
affec | New Hampshire residents one year of identity-protection services at no cost to them
through Experian's IdentityWorks®. While Mindlance has notified law enforcement of the
incident, we have not delayed in notifying the potentially affected New Hampshire residents in
response to a request by law enforcement. A copy of the template notice is enclosed with this
letter.



If you have any questions concerning this matter, please do not hesitate to contact me at 201-
5354040 or rpaul@mindlance.com.

Sincerely,

Paul Rajat
Managing Director

Enclosure







1f you have any questions concerning [dentity Works™ or if you prefer to enroll over the phone for delivery of your membership
via US mail, please call Experian at 1-877-890-9332. Bec prepared to provide Engagement Number DB04935 as proof of
eligibility for the identity protection products by Experian.

Tn addition to the steps M'}gglmce has taken to provide you with identity protection services, we have included with this teiter

additional information ¢
mlormatiog=zaretaliv.

A-tions you can take to protect the security of your personal information. We urge you to review this

To help p t a recurrence of this information security incident, Mindlance is conducting a thorough review of its current
policies and procedures. Based on that review, we will cvaiuate what additional steps are nceded 10 enhance the strong
protections we aiready have in place for safeguarding personal information.

. ndiance sincerely regrets any inconvenicnce this incident may cause you. If you have any questions concerning the incident,
please contact our dedicated call cenier at 855-559-9708. Qur call center is available to you Monday through Friday (except for
major U.S. holidays) from 9:00 AM EST through 7:00 PM EST.

Panl Rajat
Managing Director
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6. Consider blocking information resulting from identity theft from your credit report. Under the Fair Credit
Reporing Act. you have the right to ask the three nationwide credit bureaus listed above to block from the credit
report it maintains on you any debts and inaccurate information resulting from wlentiry theft. To request a block, vou
must provide the fefic. ing information to the credit bureaus:
(a) appropitate:proof of your identity;
Oy aecp o) an identity theft report;
. (¢} enidentification of the information resulting from identity theft to be blocked; and
%#' } a statement that the identity-thefi-related information is not information relating to one of yvour
transactions.

The credit bureaus have four (4) business days from the date they receive your request to block the reporting of the
identity thefi-related information, If a credit bureau rejects your request, or rescinds the block of this information, it
will notify you,

7. Additional Information. You can obtain additional information about steps you can take 1o avoid identity theft
from the following:

[dentity Theft Clearinghous:
Federal Trade Commission
600 Pennsyivania Avenuc, NW
Washington, DC 20580
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it you live in Maryland, please read the additional notice below that applies to you:

You can obtain information from vour state’s Attorney General Office about steps you can take 1 prevent identity
thett.

Office of the Attomey General
200 St. Paul Place

Baltimare, MDY 21202
1-88R-743-0023

ww a ' lattorngy l.pov
If you live in Massachnsetts, please read the additienal notice below that applies to you:

Under Massachusctts law, you have the right to obtain any police report filed in regard to this incident. 1f you are the
victim of idenlity theft, you also have the right 1o file a police repoit and oblain a copy of it.

in order to request a security freeze. you will need to provide the following information: (1) your full name; (ii) social
sceurity number; (ifi) date of bmb: (iv) it you have moved in the past five years, the addresses where you have lived
over the prior five years; (v) proof of current address: {vi) a legible photocopy of a government issued identification
card: {vil) if you are a victim of identity thett, include a copy of either the police report, investigative report, or
complaint to a law enforcement agency concerning identity theft; and (viis) if you are not a victim of identity thefi,
mclude a payment to place a security frecze.

1T you live in Nor¢h Carolina, please read the additional notice below that applies to you:

You can ohtain information from your siate's Attorncy General Office about steps you can take to prevent identity
thefl.

North Carolina Oflice of the Attorney General
Consumer Protection Division

9001 Mail Serviee Center

Raleigh, NC 27699-9001

1-877-566-7226 (within North Carolina)
1-919-716-6000 {(outside of North Carolina)
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