Ryan C. Loughlin 1275 Drummers Lane, Suite 302
Office: 267-930-4786 Wayne, PA 19087
Fax:  267-930-4771

Email: rloughlin@mullen.law

April 13,2018
INTENDED FOR ADDRESSEE(S) ONLY

VIA U.S. MAIL

Attorney General Gordon J. MacDonald

Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Notice of Data Event

Dear Mr. MacDonald:

MedWatch, LLC (“MedWatch™), on behalf of certain MedWatch clients, is writing to notify your office of
an incident that may affect the security of certain personal information. The investigation into this event is
ongoing, and this notice will be supplemented with any new significant facts learned subsequent to its
submission. By providing this notice, MedWatch does not waive any rights or defenses regarding the
applicability of New Hampshire law or personal jurisdiction.

Nature of the Data Event

MedWatch provides underwriting and/or medical management services for Group Health Plans. MedWatch
recently learned that one of its vendors unintentionally misconfigured MedWatch’s online portal during a
routine update which allowed some internet search engines to potentially make certain information
accessible on the internet during the time period from October 20, 2017 until December 15, 2017. Upon
learning of the incident, MedWatch immediately secured the portal, requested the internet search engines
to remove all cached data related to this matter and conducted an internal investigation to determine the
root cause of the incident and to prevent the incident from reoccurring. An external security firm was also
engaged to verify the findings, confirm that the prevention steps MedWatch undertook were appropriate,
and assist with identifying the full extent of the information that could have potentially been accessible as
a result of this incident. On March 1, 2018, MedWatch determined that certain types of confidential
information may have been accessible as a result of the misconfiguration. Med Watch then began notifying
the data owners, which are Third Party Administrators and Group Health Plans whose members may be
affected by this incident. In this notice, MedWatch requested approval from the Third Party Administrators
or Group Health Plans to notify their members. Once the data owners provided approval, MedWatch
worked with its business partners in order to provide written notice to impacted individuals on behalf of the
data owners, as directed.
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Once again, we have no evidence that the information involved has been misused, but out of an abundance of caution we
are notifying you of this matter. We apologize for any inconvenience or concern this incident may have caused. We hope
that the information provided in this letter will be helpful; however, if you have any questions, please feel free to call
(888) 418-6122, Monday through Friday from 8:00am to 8:00 p.m. Eastern Time.

Sincerely,
LR

Karen Clark
Privacy Officer

Enclosure



STEPS YOU CAN TAKE TO PROTECT YOUR PROTECTED HEALTH INFORMATION

Review Your Account Statements. Carefully review statements sent to you from Partners as well as from your insurance
company to ensure that all of your account activity is valid. Report any questionable charges promptly to the Partners
Billing Office at the phone number listed on the statement, or for insurance statements, to your insurance company.

Provide any updated p-—-—-" *~*-—-tion to your health care provider. Your health care provider’s office will ask
to see a photo ID to verity your identity. Please bring a photo ID with you to every appointment if possible. Your
provider’s office will also ask you to confirm your date of birth, address, telephone, and other pertinent information so
that we can make sure that all of your information is up-to-date. Please be sure and tell your provider’s office when there
are any changes to your information. Carefully reviewing this information with your provider’s office at each visit helps
us to avoid problems, and address them quickly should there be any discrepancies.

C-=11* “*- Federal Trade Commission. For more guidance on general steps you can take to protect your information,
you also can contact the Federal Trade Commission:

Website: https://www.consumer.ftc.gov/topics/privacy-identity-online-sect==*

Postal Address: Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580

Telephone: (202) 326-2222

STEPS YOU CAN TAKE TO PROTECT YOUR IDENTITY

1. Website and Enrollment. Go to https://ide.myidcare.com/medwatch and follow the instructions for enrollment using
your Access Code provided above. Once you have completed your enrollment, you will receive a welcome letter by email
(or by mail if you do not provide an email address when you sign up). The welcome letter will direct you to the exclusive
ID Experts’ Member Website where you will find other valuable educational information.

2. Activate the credit monitoring provided as part of your membership with ID Experts, which is paid for by Med Watch.
Credit monitoring is included in the membership, but you must personally activate it for it to be effective. Note: You must
have established credit and access to a computer and the internet to use this service. If you need assistance, ID Experts
will be able to assist you.

3. Telephone. Contact ID Experts at (888) 418-6122 to gain additional information about the membership and speak with
knowledgeable representatives about the appropriate steps to take to protect your credit identity.

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements,
explanation of benefits and to monitor your credit reports for suspicious activity. Under U.S. law you are entitled to one
free credit report annually from each of the three major credit reporting bureaus. To order your free credit report, visit
--~vy.annualcreditrepor* ~~=1 or call, toll-free, 1-877-322-8228. You may also contact the three major credit bureaus
directly to request a free copy of your credit report.

At no charge, you can also have these credit bureaus place a “fraud alert” on your file that alerts creditors to take
additional steps to verify your identity prior to granting credit in your name. Note, however, that because it tells creditors
to follow certain procedures to protect you, it may also delay your ability to obtain credit while the agency verifies your
identity. As soon as one credit bureau confirms your fraud alert, the others are notified to place fraud alerts on your file.
Should you wish to place a fraud alert, or should you have any questions regarding your credit report, please contact any
one of the agencies listed below.

Equifax Experian TransUnion
P.O. Box 105069 P.O. Box 2002 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000









Once again, we have no evidence that the information involved has been misused, but out of an abundance of caution we
are notifying you of this matter. We apologize for any inconvenience or concern this incident may have caused. We hope
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Review Your Account Statements. Carefully review statements sent to you from Partners as well as from your insurance
company to ensure that all of your account activity is valid. Report any questionable charges promptly to the Partners
Billing Office at the phone number listed on the statement, or for insurance statements, to your insurance company.

--vie'~ -7 —dated persor - *~“-rmation to your health care provider. Your health care provider’s office will ask
to see a photo ID to verify your identity. Please bring a photo ID with you to every appointment if possible. Your
provider’s office will also ask you to confirm your date of birth, address, telephone, and other pertinent information so
that we can make sure that all of your information is up-to-date. Please be sure and tell your provider’s office when there
are any changes to your information. Carefully reviewing this information with your provider’s office at each visit helps
us to avoid problems, and address them quickly should there be any discrepancies.

Consult the Federal Trade Commission. For more guidance on general steps you can take to protect your information,
you also can contact the Federal Trade Commission:

Website: https://www.consumer.ftc.gov/topics/privacy-identity-online-security

Postal Address: Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
Telephone: (202) 326-2222

crmne vt CAN TAKE TO PROTECT YOUT™ "™ENTITY

1. Website and Enrollment. Go to https://ide.myidcare.com/medwatch and follow the instructions for enrollment using
your Access Code provided above. Once you have completed your enrollment, you will receive a welcome letter by email
(or by mail if you do not provide an email address when you sign up). The welcome letter will direct you to the exclusive
ID Experts’ Member Website where you will find other valuable educational information.

2. Activate the credit monitoring provided as part of your membership with ID Experts, which is paid for by MedWatch.
Credit monitoring is included in the membership, but you must personally activate it for it to be effective. Note: You must
have established credit and access to a computer and the internet to use this service. If you need assistance, ID Experts
will be able to assist you.

3. Telephone. Contact ID Experts at (888) 418-6122 to gain additional information about the membership and speak with
knowledgeable representatives about the appropriate steps to take to protect your credit identity.

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements,
explanation of benefits and to monitor your credit reports for suspicious activity. Under U.S. law you are entitled to one
free credit report annually from each of the three major credit reporting bureaus. To order your free credit report, visit
www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the three major credit bureaus
directly to request a free copy of your credit report.

At no charge, you can also have these credit bureaus place a “fraud alert” on your file that alerts creditors to take
additional steps to verify your identity prior to granting credit in your name. Note, however, that because it tells creditors
to follow certain procedures to protect you, it may also delay your ability to obtain credit while the agency verifies your
identity. As soon as one credit bureau confirms your fraud alert, the others are notified to place fraud alerts on your file.
Should you wish to place a fraud alert, or should you have any questions regarding your credit report, please contact any
one of the agencies listed below.

Equifax Experian TransUnion
P.O. Box 105069 P.0. Box 2002 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
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