Law Department
1295 Street, 8425
Springfield, MA 01111
Tel: (413) 744-2416

Email: vandersen2@massmutual.com

July 12, 2017

Attorney General Joseph Foster
NH Dept. of Justice

33 Capitol St.

Concord, NH 03301

RE: Incident Involving Sabre Hospitality Solutions’ reservation system
Dear Attorney General Foster:

I am writing on behalf of Massachusetts Mutual Life Insurance Company (“MassMutual”) to inform you of a
security-related matter that we believe involved the personal information of one (1) New Hampshire
resident.

On June 29, 2016, MassMutual was informed by its tfravel partner, World Travel, that certain reservations
associated with employees of MassMutual and MassMutual’s affiliate Barings LLC [“Barings”) were
impacted by a security breach involving Sabre Hospitality Solutions (“Sabre”). Sabre identified an
unauthorized access to ifs reservation management system and its investigation revealed that the
incident may have impacted information for certain MassMutual and Barings’ employees such as the
name, corporate travel credit card account number, and fravel and hotel information for travef dates
ranging from August 2016 through May 2017. Sabre's investigation of this incident did notf reveal any
evidence that any sensitive personal information, such as Social Security number, driver's license number
or passport number were accessed.

During the week of July 2, 2017 MassMutual identified that one individual impacted was a resident of New
Hampshire. MassMutual will provide written nofification to this individual which is to be mailed, on or
about, July 14, 2017. A copy of the letter is attached. As the letter explains, MassMutual is offering the
individual a free two-year subscription for Equifax Credit Watch™ Gold with 3-in-1 Monitoring and Credit
Report Control through which the individuals may obtain specific identity protection services provided by
Equifax Personal Solutions.

MassMutual takes the privacy and security of personal information very seriousty. If you have any
questions about this incident, please contact me at 413-744-2416.

Valerie A. Andersen
Enclosure










MORE INFORMATION ON WAYS TO PROTECT YOURSELF

You may obtain a copy of your credit report, free of chafge, once every 12 months from each of the three
nationwide credit reporting companies. To order your annual free credit report, visit www.annualcreditreport.com
or call toll free at 1-877-322-8228. Contact information for the three nationwide credit reporting companies is as
follows:

Equifax Experian TransUnion

Phone: 1-800-685-1111 Phone: 888-397-3742 Phone: 888-909-8872
P.O. Box 740256 P.O. Box 9554 P.O. Box 105281
Atlanta, Georgia 30348 Allen, Texas 75013 Atlanta, GA 30348-5281
www.equifax.com WWW.experian.com Www.{ransunion.com

If you believe you are the victim of identity theft or any of your personal information has been misused, you
should immediately contact the Federal Trade Commission and/or the Attorney General’s office in your state.
You can obtain information from these sources about steps to avoid identity theft and to place fraud alerts and
security freezes. You should also contact your local law enforcement authorities and file a police report. You
should obtain a copy of the police report in case you are asked to provide it to creditors to correct your
records. Contact information for the Federal Trade Commission is as follows:

Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington,

DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft

If you are a resident of Maryland, you may contact the Maryland Attorney General’s Office at
200 St. Paul Place, Baltimore, MD 21202, www.oag.state.md.us, 1-888-743-0023.

If you are a resident of Massachusetts, note that pursuant to Massachusetts law, you have the right to obtain a
copy of any police report. Massachusetts law also allows consumers to request a security freeze. A security
freeze prohibits a credit reporting agency from releasing any information from your credit report without written
authorization. Be aware that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment, housing, or other
services.

The fee for placing a security freeze on a credit report is $5.00. If you are a victim of identity theft and submit a
valid investigative report or complaint with a law enforcement agency, the fee will be waived. In all other
instances, a credit reporting agency may charge you up to $5.00 each to place, temporarily lift, or permanently
remove a security freeze. If you have not been a victim of identity theft, you will need to include payment to the
credit reporting agency to place, lift, or remove a security freeze by check, money order, or credit card.

To place a security freeze on your credit report, you must send a written request to each of the three major
reporting agencies by regular, certified, or overnight mail at the addresses below:

Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.equifax.com
Experian Security Freeze, PO Box 9554, Allen, TX 75013, www -~ erian.com
TransUnion Security Freeze, PO Box 2000, Chester, PA 19022-2uvv, www.transunion.com

In order to request a security freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., IL, II], etc.)

2. Social Security number
3. Date of birth

Massachusetts Mutual Life insurance Company (MassMutual), Springfield, MA 01111-0001, and its affiiated companies.




4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior

five years

Proof of current address such as a current utility bill or telephone bill

6. A legible photocopy of a government issued identification card (state driver's license or ID card,
military identification, etc.)

7. If you are a victim of identity theft, include a copy of the police report, investigative report, or
complaint to a law enforcement agency concerning identity theft

Ll

The credit reporting agencies have three (3) business days after receiving your request to place a security freeze
on your credit report. The credit bureaus must also send written confirmation to you within five (5) business
days and provide you with a unique personal identification number ("PIN") or password or both that can be used
by you to authorize the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must
call or send a written request to the credit reporting agencies by mail and include proper identification (name,
address, and Social Security number) and the PIN number or password provided to you when you placed the
security freeze as well as the identity of those entities or individuals you would like to receive your credit report
or the specific period of time you want the credit report available. The credit reporting agencies have three (3)
business days after receiving your request to lift the security freeze for those identified entities or for the
specified period of time.

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and
include proper identification (name, address, and Social Security number) and the PIN number or password
provided to you when you placed the security freeze. The credit bureaus have three (3) business days after
receiving your request to remove the security freeze.

If you are a resident of North Carolina, you may contact the North Carolina Attorney General’s Office at 9001
Mail Service Center, Raleigh, NC 27699, -~~v.nedoj.gov, 1-919-716-6400.

If you are a resident of West Virginia, you also have the right to ask that nationwide consumer reporting
agencies place "fraud alerts” in your file to let potential creditors and others know that you may be a victim of
identity theft. A fraud alert can make it more difficult for someone to get credit in your name because it tells
creditors to follow certain procedures to protect you. It also may delay your ability to obtain credit. You may
place a fraud alert in your file by calling one of the three nationwide consumer reporting agencies. Contact
information for each of the three credit reporting agencies is as follows:

Equifax, PO Box 740256, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111
Experian, PO Box 9554, Allen, TX 75013, www.experian.com, 1-888-397-3742
TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-680-7289

As soon as that agency processes your fraud alert, it will notify the other two, which then also must place fraud
alerts in your file. You may choose between two types of fraud alert. An initial alert (Initial Security Alert)
stays in your file for at least 90 days. An extended alert (Extended Fraud Victim Alert) stays in your file for
seven years. To place either of these alerts, a consumer reporting agency will require you to provide
appropriate proof of your identity, which may include your Social Security number. If you ask for an extended
alert, you will have to provide an identity theft report. An identity theft report includes a copy of a report you
have filed with a federal, state, or local law enforcement agency, and additional information a consumer
reporting agency may require you to submit. For more detailed information about the identity theft report, visit
www_ftc.gov/idtheft/.

Yéu may also obtain a security freeze on your credit report to protect your privacy and ensure that credit is not
granted in your name without your knowledge. You have a right to place a security freeze on your credit report
pursuant to West Virginia law. The security freeze will prohibit a consumer reporting agency from releasing
any information in your credit report without your express authorization or approval.

Massachusetts Mutual Life Insurance Company (MassMutual), Springfield, MA 01111-0001, and its affiliated companies.













