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September 6, 2017

OVERNIGHT

Attorney General Joseph Foster
Office of the Attorney General
33 Capitol Street

Concord, NH 03301

Re:  Notice of Data Incident
Dear Attorney General Joseph Foster:

Pursuant to N.H. Rev. Stat. Ann. section 359-C:20, and on behalf of my client Major
League Lacrosse, I am writing to notify you of a data incident potentially affecting twenty-two
New Hampshire residents.

NATURE OF THE UNAUTHORIZED ACCESS

On Thursday, August 24, 2017, Major League Lacrosse (“MLL”) became aware that a
link published for its player pool registration on www.majorleaguelacrosse.com connected to an
excel spreadsheet, with a tab to a second sheet containing some player’s personal information.
This link was published on August 23, 2017 at 5 P.M. EST. Once MLL discovered the tab on
August 24", it immediately disabled the link and began an investigation into the matter.

The information may have included 12 NH resident’s full name, address, telephone
numbers, email address, Social Security number, citizenship, date of birth, height, weight,
position, college, graduation year, team, and non-MLL occupation.

The information may have included 10 NH resident’s full name, address, telephone
numbers, email address, citizenship, date of birth, height, weight, position, college, graduation
year, team, and non-MLL occupation. (No Social Security number)

NUMBER OF NEW HAMPSHIRE RESIDENTS AFFECTED

Twenty-two New Hampshire residents are potentially affected as a result of the incident.
The residents were initially emailed regarding the incident on August 28" and they will be
mailed a formal notification letter on Friday, September 8, 2017. Please see enclosed for a form
version of the two notices to be mailed on September 8"
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STEPS WE HAVE TAKEN RELATING TO THE INCIDENT

In addition to the steps immediately taken in response to this event, MLL remains
vigilant in its efforts to protect confidential information and has already implemented additional
safeguards to further minimize the risk of any data incident in the future. They have notified the
three credit bureaus and are also notifying all applicable state agencies. Lastly, MLL has secured
identity theft protection services through ID Experts® to provide residents 24 months of credit
monitoring and a $1,000,000 insurance reimbursement policy.

OTHER NOTIFICATION AND CONTACT INFORMATION

Notification letters to the potentially impacted residents are scheduled for mailing on
Friday, September 8, 2017 by ID Experts. Further, the applicable state Attorney General offices
and consumer affairs agencies, as well as the three credit bureaus, are being notified.

For any further information, please contact Melanie Witte at (415) 477-5731,
melanie. witte@troutmansanders.com, Troutman Sanders, 580 California Street, Suite 1100, San
Francisco, CA 94104.

Sincerelv.

Melanie Marie Witte
Enclosure







For More Information.

If you have questions or need additional information, please call toll free number 866-655-4637, Monday through Friday,
from 8:00 A.M. to 8 P.M. EST, or Amy Saulen at 617-787-6631. You may also write us at 20 Guest Street, Suite
125, Boston, MA 02135. Further, you can go to https://ide.myidcare.com/ml] for assistance or for any additional questions
you may have.

We are sorry this occurred and any inconvenience this may have caused; we appreciate your patience and understanding.

Sincerely,

/d)/m

David Gross
Commissioner
Major League Lacrosse
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