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Loe
Bucky P. Mansuy
Assistant General Coullsel

July 13, 2009
Kelly A. Ayotte
Attorney General
33 Capitol Street
Concord, NH 03301
Re:

Notification to New Hampshire Resident

Dear Ms. Ayotte:
Please find enclosed a copy ot a letter that on June 25, 2009 Lockheed Martin Corporation
mailed to one New Hampshire resident to notify him or her ofa breach in the security of his or her
personal information. As the letter states, a computer hard drive previously owned by Lockheed Martin
was found to contain the names and social security numbers of some individuals who visited Cape
Canaveral and possibly other Company facilities between 1999 and 2001. Because they were concerned
that the hard drive might also contain classified data, the academic researchers who discovered the
personal information delivered the hard drive to a local office of the FBI. Lockheed Martin has no
knowledge of any misuse of the personal data and due to the passage of time and the credentials and
behavior of the persons who discovered it Lockheed Martin believes that the potential for misuse of the
data is extremely low. Nonetheless, as the letter states, Lockheed Martin offered free credit monitoring
services to the New Hampshire resident.
Please contact me if you desire any additional information about this matter.
Sincerely,

June _,2009
[Name of Recipient]
[Street Address]
[City/State/Zip]
Dear [NAME OF RECIPIENT]:
Lockheed Martin recognizes the importance of safeguarding Corporate and personal information. To that end,
we have strict guidelines that, when followed, protect our information assets. We've also put in place a
response team that quickly address situations where a breach in protocol results in the potential compromise of
company or personal infonnation.
We recently learned that when a global research project conducted by three universities purchased several
second-hand computer hard drives, researchers found personal data about a small number of Lockheed Martin
employees on one hard drive previously owned by the Corporation. University researchers immediately
provided the hard drive to the FBI for further analysis. Initial concern that the disk might also contain sensitive
or classified program data was found to be untrue.
We are informing you of this incident because your first and last name and Social Security Number (SSN) were
contained on the hard drive in question. This was the only personal information found related to you on the
drive. We've determined that this information was collected between the years of 1999 and 2001 as part of a
process to provide access to employees and guests visiting Cape Canaveral and possibly other Lockheed Martin
facilities.
We have received no reports to date that indicate the information contained on the hard drive has been widely
disclosed or otherwise misused. Nevertheless, the Company recognizes that even the possibility that your
personal information has been misused or could be misused in the future is upsetting.
To help you take the appropriate prudent measures to protect your identity associated with this incident,
Lockheed Martin is offering you a complimentary one-year membership in PrivacyGuard®, a national
subscription credit monitoring service that provides you with access to your credit report from all three national
credit reporting agencies and daily monitoring of your credit file from a national credit reporting agency. Your
participation is completely voluntary.

If you choose to accept the PrivacyGuard service, you may enroll in one of two ways:
1) Sign up online at www.privacyguard.com/breachshield-027 and enter the requested information
Including your individual online Activation Code, which is «ACTIVATION CODE».

2) To sign up via postal mail, please complete, sign, and mail the enclosed enrollment form.
We encourage you to remain vigilant in reviewing your account statements and monitor your credit report
frequently using the resources that are being offered to you.
The company encourages you to promptly report any suspected identity theft to law enforcement and file a
police report. Get a copy of the report; many creditors want the information it contains to absolve you of any
fraudulent debts. You can also file a complaint with the Federal Trade Commission (FTC), where you can
obtain genera] information about identity theft prevention and recovery. Here is the FTC contact information:
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Federal Trade Commission
Consumer Response Center
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-lD-THEFT (J -877-438-4338); TTY: J-866-653-426]
http://www .ftc .gov/bcp/edu/microsites/idtheft/

In addition, for your convenience, below is a list of major consumer reporting agencies. Keep in mind that if you
sign up for the service mentioned above, PrivacyGuard will contact these agencies as part of the offering so you
will not need to contact them separately .

• Equifax: 1-800-525-6285, P.O. Box 740241, Atlanta, GA 30374- 0241 www.equifax.com
• Experian: 1-888-EXPERIAN (397-3742), P.O. Box 9532, Allen, TX 75013 www.experian.com
• TransUnion: 1-800-680-7289, P.O. Box 6790, Fullerton, CA 92834-6790 www.transunion.com
I would like to emphasize again that Lockheed Martin takes our privacy responsibilities very seriously, and we
truly regret that this incident occurred. We are investigating how this hard drive ended up being available for
second-hand purchase without being securely erased as required by Corporate policy. We are reviewing our
procedures to prevent a recurrence. We hope that you find the services offered to be helpful as you take the
appropriate steps to protect your personal data.
Please direct any questions to your Human Resources Business Partner or you can send an email to the privacy
response team at privacy-response-team.fc-LM@LMCO.com.
Sincerely,

Kenneth E. Washington
Vice President and Chief Privacy Leader
Lockheed Martin Corporation
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