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March 12, 2013

Attorney General Michael A. Delaney

New Hampshire State Attorney General’s Office
33 Capitol Street

Concord, NH 03301

Re:  Lawrence Melrose Medical Electronic Record, Inc.
Notification of Potential Security Breach pursuant to N.H. Rev. Stat. § 359-C.20

Dear Attorney General Delaney:

We write to advise you of an incident involving unauthorized access by a medical practice
employee to electronic medical records and patient registration information, resulting in the
potential compromise of the protected health information and personal information of two New
Hampshire residents.

We are submitting this notice on behalf of Lawrence Melrose Medical Electronic Record, Inc.
(“LMMER?”), and on behalf of six medical practices whose patients resident in New Hampshire
were affected by this incident (the “Practices™). The Practices are listed on Schedule I to this
letter. LMMER and the Practices will also notify the Office of Civil Rights of the U.S.
Department of Health and Human Services in connection with the breach of protected health
information as required by federal law.

In order to ensure that affected individuals may take steps to protect themselves from possible
identity theft, LMMER will notify affected individuals of this incident on behalf of the Practices
via first-class mail on or about March 14, 2013. The individual notification materials will
describe the services LMMER and the Practices have made available to affected individuals
whose personal information was compromised in connection with this incident through Kroll
Advisory Solutions. LMMER and the Practices have engaged Kroll Advisory Solutions to
provide one year of credit monitoring and identity theft consultation and restoration services to
such individuals at no cost to them.
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LMMER and the Practices are in the process of implementing privacy and data security
enhancement measures in response to this incident, including increasing the profile of privacy
and data security issues at all levels, re-training employees of the participating medical groups
regarding privacy and data security policies and procedures, and engaging consultants to develop
a tool for more effectively monitoring access to patient medical records.

Please contact me at 617.239.0414 if you require further information in connection with this
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SCHEDULE I

Canan Avunduk, MD

Maury Goldman, MD

Hallmark Health Medical Associates
Main Street Family Practice

John Mudrock, MD

Womens Healthcare Associates
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