STATE O A
NORTON ROSE FULBRIGHT

March 3, 2015

By Certified Mail
Return Receipt Requested

Office of the New Hampshire Attorney General
Consumer Protection & Antitrust Bureau

33 Capitol Street

Concord, NH 03301

Re: Legal Notice of Information Security Incident
Dear Sirs or Madams:

| | write on behalf of my client, Kraft Music LTD (“Kraft,” operator of the kraftmusic.com website:
the “Website”) to inform you of a security incident involving personal information provided to
Kraft that affected approximately 5 New Hampshire residents. Kraft is notifying these individuals
and outlining some steps they may take to help protect themselves.

On February 3, 2015, Kraft learned that unauthorized individuals installed malicious software on
the computer server hosting the Website. The company believes the malware could have
compromised the personal information of customers that made credit or debit card purchases
through the Website between December 21, 2014 and February 3, 2015, including name,
address, payment card account number, card expiration date, and payment card security code.

Kraft takes the privacy of personal information seriously, and deeply regrets that this incident
occurred. Kraft took steps to address this incident once it was discovered, including the
following: the company (i) initiated an internal investigation in collaboration with its web server
host and was able to promptly contain the incident, (ii) removed the malicious software, (iii)
installed new security patches, and (iv) installed software that checks the Website code on an
hourly basis for modifications. Kraft has also hired a PCI Qualified Security Assessor to help
identify and implement additional security measures that may be appropriate.

Affected individuals are being notified via written letter, which includes an offer for one year of
complimentary identity protection and fraud resolution services. These notifications will begin
mailing on or around March 3, 2015. Form copies of the notices being sent to affected New
Hampshire residents are included for your reference.
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If iou have ani iuestions or need further information regarding this incident, please contact me

Very truly yours,

ok st

Partner _
Co-Chair, Data Protection, Privacy & Access
to Information
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