Kraft Foods

JamesS. Portnoy
Chief Counsel
Corporate& GovernmentAffairs

February 28, 2008
New Hampshire Attorney General
Ms. Kelly A. Ayotte, Esq.
33 Capitol Street
Concord, NH 03301

To Whom It May Concern:
In accordancewith N.H. Rev. Stat. Ann. §§ 359, we are providing you with written notification
'"

..-

regaramg the nature and cIrcumstances of a recent event that may constitute a legally-reportable
security breach.

We recently becameaware of a theft of an employee's laptop computer. The laptop contained
certain personal information about some employees of Kraft Foods, including names and Social
Security numbers. Approximately 15 employees affected reside in New Hampshire. At this
time, we have no information indicating that the information on the laptop has beenmisused.
Additionally, we have no evidence that any information has beenused to commit identity fraud.
Attached for your information is a sample of the notices we sentto affected individuals. If you
have any questions, pleasedo not hesitate to contact me at (202) 942-4360.
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JamesS. Portnoy
T --d
Chief Counsel, Corporate and Government Affairs
Kraft Foods

Enclosures

975 F Street Northwest, Suite 1000 .Washington, DC 20004 .Phone 202.942.4360 .Fax 202.9434365

Kraft Foods

February 26, 2008

DearKraftEmployee:
I'm writing to you aboutthe possiblecompromiseof your personallyidentifiablc:information. In
mid-January,a Kraft-owned laptop computerwas stolenfrom an employeewhiv~traveling on
companybusiness.The employeewas working on a systemsproject which required migrating
data from onedatabaseto another. The computer'shard drive containingyour name may also
have containedyour Social SecurityNumber. We are working with Jawenforce.ment
authorities
to find the laptop.
I am very disappointedand soJTY
this occurred. We are taking actionsto enhanceour data
securitypractices.While we havecontrols in place, they clearly needto be strengthened.Over
the next few months,we wj1] completeactionsthatinclude:
1. Eliminating the useand storageof personallyidentjfiable infonn~ltionon laptop
computersunlessit ha.~beenapprovedandencrypted.
2. Maintainingpersonallyidentifiab1einfonnation Onserversrather than laptops.
3. Conductingtrmning for thosewho haveaccessto your personallyidentifiable
information.
As we preparedto sendyou this notice, we wantedto make sure that we had confirmed what
information wason the stoJenJaptop. We also wantedto make sure tbat the cred.itmonitoring
serviceand our call centerwere well-preparedto assistyou.
I assureyou~we take our obligation to safeguardyour persoJ:\;:tll
y identifiable inDJrmationvery
seriously. While we haveno reasonto believe that anyonehasaccessedyour information, we
are alerting you so you can take stepsto protect yourselffrom possible identity fraud. As a
precautiontwe are giving you an opportunityto registerfor two yearsof free credit monitoring
from TransUnion. This credit monitoring servjcecan help you guard againstthe improperuse of
your personallyidentifiableinformation.
We ask that you registerby May 23, 2008 to beginthe service. The enclosedreferenceguide
tells you how to registerfor credit monitoring and includesother suggestionson what you can do
to protect your personallyidentifiable information, including recommendationsby the U.S.
FederalTradeCommission.
In addition, you areentitled under U.S. law to one free credit repon annually fro:tneachof the
three national creditbureaus-To order your free creditreport, visit www.annual'creditrepon.com
or call toll-free at 877-322-8228.
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We hope you find the credit monitoring and referenceguide useful. If you would like to speak
with us, pleasedon't hesitateto call us toll-free at (877)784-7748 (from 8 a.m. to 8 p.m. CT,
(Monday through Friday and Saturdayfrom 8 a.m. to 1 p.m. CT). Again we apologizefor the
data loss and regret any inconveniencethis maycauseyou.
Sincerely,

~
Karen J. May
Executive Vice President,HumanResources
Kraft FoodsInc.

Kraft Foods

February 26, 2008

Dear Kraft Employee:
I'm very $Ocryto be writing to you a secondtime about thepossiblecompromisf:of your
personallyidentifiable information. In mid-January,a Kraft-owned laptop computerwas stolen
from an employeewhile traveling on companybusiness.The employeewaswo:rkjng on a
systemsproject which required migrating data from one databaseto another. The computer's
hard drive containing your namemay also havecontainedyour Social Securityr~umber- We are
working with law enforcementauthoritiesto find the laptop.
While we haveno reasonto believe that anyonehasaccessedyour infonnation, it is fair for you
to ask how this can happenagain. I assureyou, we take our obligationto safeguardyour
personallyidentifiable information very seriouslyand since the Caremarkincident, we have put
actions in place that will be completedin the next few months to enhanceOUfdata security
practices. They include:
Eliminating the useand storageof personallyidentifiable infonnation on Japtop
computersunlessit has beenapprovedand encrypted.
2. Maintaining personallyidentifiable infonnation on sefVersratherthan laptops3. Conductingtraining for thosewho have accessto YQurpersonall)'identifiable
information.
1

As we preparedto send you this nonce,we wantedto make sure thatwe hadconfim1edwhat
infonnanon was on the stolenlaptop. We alsowantedto make surethatthe credit monitoring
serviceand our call centerwere well-preparedto assistyou.
We are alerting you so you can take stepsto protect yourself from possibleidenlity fraud. As a
precaution,we are giving you an opportunityto registeror fe-registerfor free crl~t monitoring
from TransUnion. This credit monitoring servicecan help you guardagainstthE:improper use of
your personallyidentifiable infonnation.
If you are ~gi~tegng for the first time, you will receive two yearsof free credit
monitoring f'romTransUnion.
If XOUL"!reviously
registeredfor this servicefollowing the Caremarksituation, we are
offering you an opporruniry to extendthe service for severaladditionalDl0nths. You
must fe-registerbecauseTransUnioncannotcontinue monitoring your credit activity
without your consent. The free credit monitoring extensionwill last for two years from
the dateyou re-register.
We ask that you register for the f11'St
time or fe-registerfor the extensionby Ma~r23, 2008. The
enclosedreferenceguide tells you how to register:for:credit monitoringand includes other
suggestionsOnwhat you can do to protect your personallyidentifiable infonnadon, including
recommendationsby the U.S. FederalTradeCormnission.
Thrtl;

Lakc~ Drivc .Northfield

JL 60093.2753

r

In addition, you are entitled under U,S. law to one free credit report annually from each of the
three national credit bureaus. To order your free credit report, vi);it www.annualcredjtreport.com
(or call toll-free at 877-322-8228.'

We hope you find the credit monitoring and referenceguide useful. If you would like to speak
with us, plea.c;e
don't hesitateto call us toll~frce at (877)784-7748(from 8 a-ln. to 8 p.m. CT.
Monday through Friday and Saturdayfrom 8 a.m.to I p.m. cT). Again we apoloj?,izefor the
dataloss and regret any inconveniencethis maycauseyou.
Sincerely,

Kat'en J. May
Executive Vice President, Human Resources
KIaft Foods Inc,

ReferenceGuide
Wc encourageindividuals receiving Kraft's letter of February 26, 2008to take the follo,ving steps:
Order Your Free Credit Renort. To order your free credit report, visit www.annualcrl~treport.com,
call toll-free at 877-322-8228,or completethe Annual Credit Report RequestForm on the U.S. Federal
Trade Commissjon'swebsite at www.ftc.gov and mail it to Annual Credit ReportReque:stService,P.O.
Box 105281,Atlanta, GA 30348-5281. Do not contactthe three creditbureausindividually. They
provide free annual credit repons only throughthe websiteor toll-free number.
When you receive your credit report, revicw it carefully. Look for accountsyou don't recognize. Look in
the "inquiries" section for names of creditorsfrom whom you haven't reque.5ted
credit. Somecompanies
bill undernamesother than their storenames. The credit bureauwill be able to tell you when that is the
case. And look in the "personal information" section for information (such as your home addressand
Socia) Security number) for aTlYinaccuracies. Em:>rsin this infonnation may be :a warning sign of
possible identity theft. You should notify the credit bureausof any inaccuraciesin your report. whether
due to error or fraud, "as soon as possible so the 1inormation'can be investigatedMd;if found to be in
error, couected. If there are accounts or charges you did not authorize, immcdJately Dorify the
appropriatecreditor and credit bureauby telephoneand in writing.
If you fmd items you don't understandon your report. call the credit bureausat the numbersgiven on the
rcport- Credit bureaustaff will review your report with you- If the information can't be explained, then
you will needto call thc:.creditors involved. hlformation that can't be explainedal5o should be reported
to your local police or sheriff s office becauseit may signaJcriminal activity.
Reeister for Credit Monitorinl!.
You must register or re-rcgister by May 2:3, 2008 for credit
monitoring, which we have anangt;d to provide you at no charge for twenty-four months. Credit
monitoring will provide you with an "early wanting systeJn"to changc:sto your credit file and help you
understandthe content of your credit file atTransUnion. The key featuresandbenefiu;are as follows:

..
..

2 years of unlimited TransUnioncredit reports
2 years of unlimited VantageScorecredit scores
2 years of TransUnion credit monitoring
Up to $25,000 identity theft insurancefor the duration of the two year peri.cd(Due to New
York state law restrictions, identity theft insurancecoverageis not availableto residentsof
New York)
Quanerly summariesof all credit monitoring alerts per year for the duration of the two year

period
Toll-free TransUnion customcrserviceprofessionalsare availableMon&,y-Friday, 7:30 a.m.
-6:30 p.m. CST
To emoll, pleasecontact TransUnion at 800-242-5181and entercod~ 601112and the systemwill route
you to the appropriatercpresentatives.You will thenreceive membershipmaterialsafter the enrollment
that will describethe servicesin greatdetail. At the end of your free, two-year subsCJ~ption,
your
subscriptionwill be canceledand you will not be billed.

Aoplv the FTC's Recommendations. To learn about preventing possibJcidentity theft, review the
FederalTrade Conunission's ("FTC") guidancc. If you believc your identity has been stolen. the FrC
recommendsthat you take theseadditional steps;
Close the accounts that you have confinned or believc have beentamperC(1with or opcncd
frdudulcntly- Use the FTC's 1D Theft Affidavit (available at www.consumer.i~v/idtheft) when
you dispulc new unauthorizedaccounts.
File a local police report. Obtain a copy of the policc report and submit it to your creditors and
any others that may require proof of thc identity theft crimc.
File your concern with the FTC. The l-'TC maintainsa databa.,~e
of identity theft casesused by
law enforcementagenciesfor their investigalions. By filing a concem, it helps the FTC learn
more aboul identity theft and the problemsvictims arc having so FrC reprcsentativescan bctter
assistyou- The fTC's Identity Theft Hotlinc toll-free numberis 877-IDTHEFr (877-438-4338)
or you can visit their website at www.ftc.gov or contactthem by mail:
FederalTrade Commission
ConsulnerResponscCcnter
600 PennsylvaniaAvenue,NoW.
Wa...hington,D.C. 20580
Place a Fraud Alert on Your Credit File. To protect yourself from possible identity theft, consider
placing a fraud alen on your credit file. A fraud alert helps protect you againstthe possibility of an
identity thicf o~ning new credit accountsin yo\!r name. When a merchanlchecksth(~credit history of
someoneapplying for credit, the merchantgets a notice that the applicantmay bc a victim of identity
theft. The alel1 notifies thc mcrchantto take stepsto verify thc identity of the applican1:.You can repon
potential identity theft to all thrcc of the ntajor credit bureausby calling anyone of the toll-frcc fraud
numbers below. Yau will reach fm automatedtelephonesystemthat allows you to fla~gyour file with a
fraud alen at all threc bl!reau8.
Equifax

877-478-7625

www.equifax.cl.)m

PO Box 9532
Allen. TexttS 75013

888-397-3742

www.expcrian.com

Fraud Victim Assistance Division

800-680-7289

ww~.transunion.com

PO Box 74021

Atlanta, Georgia30374-0241
Experian
TrdIlsUnion

PO Box 6790

Fullenon,California92834.6790
You will be ~ent in~truC1I0n$l,'Inhow to get a copy of your report from ~ch or lhe credit bureaus. As a
po~~iblc viClim of identity theft, you wilJ not be charged for thesc copies- Even if you do not initially find
OInysigns of fraud on your reports, we reconunend that you revicw your credit repon:.~ carefully evcry
three mon\h~ for thc next year. lu$t call the numbers above to order your reports and kc;:epthe fraud alen

in place.
Soecial Notice for Maryland Residcnts. If you are a Mttryl.md rcsidcnt. you m:iy obtain funher
info[1I1ationaboutprcvcnlmg identity theft by contactingthe Maryland AttorneyGener'dJ'sOffice.
Office of the Maryland Attorney General
200 St- Paul Place
Baltimore. MD 21202

888-743-0023
hup;llwww -oag-Slate_md_u$
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