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Re:

Incident Notification

Dear Attorney General Foster:
We are writing on behalf of our client, Kimpton Hotels & Restaurants, to notify you of a
security incident that may have involved the payment card information of New Hampshire
residents.
Kimpton received a report on July 15, 2016 of unauthorized charges occurring on
payment cards after they had been used by guests at one of its hotels. Kimpton immediately
began to investigate the report and hired leading cyber security firms to examine its payment
card processing system. Findings from the investigation show that malware was installed on
servers that processed payment cards used at the restaurants and front desks of certain Kimpton
properties.
The malware was designed to search for track data read from the magnetic stripe of a
payment card as it was being routed through the affected server. The malware primarily found
track data that contained the card number, expiration date, and internal verification code, but in a
small number of instances it may have found the track that also contains the cardholder name.
This incident involved cards used at certain restaurants and hotel front desks during the
window of February 16, 2016 to July 7, 2016. A list of the affected hotel front desks and
restaurants, along with the specific time frames for each (times vary by location) is located at
vvvvw.kimptonhotels.corn/protectingourguests.
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Kimpton has taken significant steps to resolve this issue and strengthen the security of its
network environment Measures taken to stop the attack included resetting all enterprise
passwords, segmentation efforts, blocking certain network communication attempts and
removing affected systems from the network. Law enforcement was notified. In addition, the
payment card networks have been notified so that they can work with the banks that issued
payment cards used during the at-risk time period. Lastly, Kimpton has established a dedicated
call center that potentially affected individuals can call with questions regarding the incident.
For cards used in its restaurants, Kimpton is not able to identify a mailing address or
email address for potentially affected cardholders, nor is Kimpton able to identify a mailing
address or email address for all individuals who used their card at a front desk. Accordingly,
Kimpton is not able to identify the total number of potentially affected New Hampshire
residents. Consequently, pursuant to N.H. Rev. Stat. Ann. §359-C:20, Kimpton Hotels &
Restaurants is providing substitute notification today to New Hampshire residents who used their
payment cards at a restaurant or hotel front desk in an affected Kimpton location during that
location's at risk time frame by posting a statement on its website and issuing a press release.
The substitute notification and press release are enclosed. Kimpton believes it will be able to
identify the mailing address of some New Hampshire residents who used their payment cards at
the front desk of an affected hotel. In accordance with N.H. Rev. Stat. Ann. §359-C:20, Kimpton
will be mailing a letter to these individuals. A copy of the notification letter is enclosed.
Notification is being provided as soon as possible following the completion of an investigation
by Kimpton to determine the scope of the incident. See N.H. Rev. Stat. Ann. §359-C:20.
Please do not hesitate to contact me if you have any questions regarding this matter.
Sincerely,

Craig A. Hoffman
Partner
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