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102 Corperate Center Boulevard  Greensbora, NC 27408 336 852-2030

November 4. 2010

Attorney General Michael A. Delaney
New Hampshire Attorney General’s Office
33 Capitol Street

Concord. NH 03301

Dear Attorney General Delaney:

Pursuant to NHRSA 359-C:20, Kayser-Roth Corporation is providing notice of a security
breach that occurred in its Greensboro, North Carolina corporate office.

NATURE OF THE SECURITY BREACH OR UNAUTHORIZED USE OR ACCESS

On October 15th, 2010, Kayser-Roth learned that a laptop computer was missing from its
Corporate Payroll Department. It is believed that the laptop went missing between 4:30 pm on
October 14th and 7:15 am on October 15", Although the laptop is password protected, it
contains personal information or current and former Kayser-Roth employees such as social
security numbers for both current and former employees and bank account information for
current employees. At this time, Kayser-Roth has no evidence that any of the information has
been used by unauthorized persons.

APPROXIMATE NUMBER OF NEW HAMPSHIRE RESIDENTS AFFECTED
The laptop contained information relating to five (5) New Hampshire residents.

ANTICIPATED DATE OF NOTICE TO THE INDIVIDUALS

Each of the New Harnpshire residents affected, as well as all other affected individuals,
are being provided with written notice of this incident pursuant to NHRSA 359-C:20. as
explained below. Kayser-Roth started distributing notices regarding this incident on October 135
and had mailed out or hand delivered notices to all affected persons by October 22, 2010.

STEPS TAKEN OR PLANNED IN RESPONSE TO THE INCIDENT

A copy of the notices and attachments provided to New Hampshire residents are
enclosed. The enclosed notices and attachments include a description of the incident, the type of
personal information that was contained on the stolen laptop, the steps Kayser-Roth is taking to
further reduce the risk of unauthorized access to such information, contact mformation for the
person at Kayser-Roth they can call for further information and assistance, advice that directs
them to remain vigilant by reviewing personal bank and credit card account statements and
monitoring credit reports, and other steps these individuals can take to try to prevent their
confidential information from being used by an unauthorized person including. but limited to,
security freezes end fraud alerts. The notices also contain contact information for all three credit
reporting agencics and the Federal Trade Commission and refer individuals to their state
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Attorney General for additional information relating to security breach issues. Kayser-Roth has
also provided state specific information relating to security freezes.

Kayser-Roth also reported the incident to the Greensbero, North Carolina Police
Department. A copy of the police report is attached. Additionally, Kayser-Roth provided notice

of the incident to the three major credit reporting agencies.

If you have any questions or need further information, please feel free to contact me.

Lisa Furdas
Corporate HR & Benefits Manager

Enclosures



October 20, 2010
Former Kayser-Roth Corporation Employee (outside NC):

On Friday, Octeber 15%, we learned that a laptop was missing from KR’s Corporate Payroll Department. We believe that the
laptop disappeared from the corporate office sometime between 4:30 pm on October 14™ and 7:15 am on October 15", This
laptop contains personal information on former KR employees such as name, address, and soctal security numbers. Although
the laptop is password protected, which will make it more difficult for anyone to access this information, we are providing
this notice to immediately inform you as to what happened, what steps KR is taking in response to this incident, and what
steps you should take to try to prevent your confidential personal information from being used by an unauthorized person.
We regret that this incident has occurred.

We are currently investigating the incident and are working with law enforcement to try to recover KR’s laptop and the
information contained on the laptop. We are taking steps to further reduce the risk of unauthorized access to employees’
personal information.

In the meantime, you should remain vigilant by reviewing personal bank and credit card account statements and monitoring
your credit reports. You may receive a free copy of your credit report by contacting one of the three major credit reporting
agencies or from the website: www.annualereditreport.com. The three credit reporting agencies are listed below:

www transunion.com (800-680-7289)
www equifax.com (800-525-6285)
www experian.com (838-397-3742)

In most states, you have the right to have a security freeze placed on your credit report. A security freeze is designed to
prevent new credit, loans and services from being approved in your name without your consent. Information regarding
security freeze services in your state, should you decide to pursue that option, is enclosed. Some states may require a police
report which is also enclosed. We recommend that you pursue a security freeze as well as a fraud alert with the three credit
reporting bureaus.

You can obtain a security freeze by telephone, online, or by mail by contacting each of the three credit reporting
agencies (You must contact all three):

Equifax ; Experian ’_fr'ans Union §
= : — %
PO Box 105788 %PO Box 9554 |rPO Box 6790 E

J
Atlanta, GA 30348 [Allen, TX 75103  |Fullerton, CA 92834

1-800-685-1111  [1-866-997-0418  [1-888-909-8872

You also have the right to ask that the three credit reporting agencies place “fraud alerts” in your file to let
potential creditors and others know that you may be a victim of identity theft. A fraud alert can make it more
difficult for someone to get credit in your name and is available at no cost to you. You can place a fraud alert on
your credit report by contacting just one of the three credit reporting agencies. As soon as that agency processes
your fraud alert, it must notify the other two agencies, which then must place fraud alerts in your file. An initial
frand alert stays in your file for at least 90 days, while an extended alert stays in your file for seven years. You
will need to provide the credit reporting agencies with a copy of the police report regarding the stolen laptop and
any other required information to obtain an extended fraud alert.

www.transunion.com (800-680-7289)
www.equifax.com (800-525-6285)
www .expenan.com (888-397-3742)




Your state Attorney General’s Office may have additional information regarding steps you can take if you become or are
likely to become a victim of identity theft. Additional information about preventing identity theft is also available from the
Federal Trade Commission.

Federal Trade Commission
1-877-1D THEFT (1-877-438-4338)
www_fic.gov

Enclosed is information from the FTC’s website as to how to detect identity theft.

At this time, we do not have any information to suggest that employees’ personal information has been used inappropriately.
However, we wanted you to be fully aware of what occurred. [f you have questions, please contact Lisa Furdas in Corporate
Human Resources at 336-547-4676.

If you wish to receive additional information about this issue, as it becomes available, via email, please send an email to
lisafurdas@kayser-roth.com, indicating the email address you would like KR to use and that you consent to receiving future
notifications and information at that email address.

Sincerely, Z

Lisa H. Firdas
Corporate HR Manager

]
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DETECT: Identify Suspicious Activity - Deter. Detect. Defend. Avoid ID Theft
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The best way 1o detect identity theft is to monitor your accounts and bank statements each
month, and check your credit report on a regular basis,

‘What are the signs of identity theft?

How fin if your i i stolen?
‘What gersonal infomnation should ! monitor requlany?
H free annual credit re

Should | use a gredit monitonng serviga?

What are the signs of identity theft?

Stay alert for the signs of identity theft, like:

s accounts you didn't open and debts on your accounts that you can't exglain.

= fraudulent or inaccurate information on your credit reports, including accounts and personal
information, like your Social Security number, address(es), name or inttlals, and ermplayers.

+ failing to receive bills or other mail. Follow up with creditors it your bills don't arrive on tima, A
missing bifl could mean an identity thlet has taken over your account and changed your killing
address to covaer his tracks.

» receiving credit cards that you didn't apply for.

s being danied credit, or being offered tess favorable credit terms, like a high interast rate, tor
no apparent reason.

+ gefting cails or letters from dabt collectors or businesses about merchandise or services you
didn't buy.

back to tap
How do you find out if your identity was stolen?

Unfortunately, many consumers leam thay ltheir identity has been stolen after some damage has
baen done.

» You may find out when bill collection agenciss contact you for overdua debts debts you never
incurred.

¢ You may find out whan you apply for a mortgage or car loan and leam that problems with
your cradit history are holding up tha lean.

¢ You may find out whan you get something in the mail about an aparnment you never rented, a
house you never bought, or a job you never held.

back to top
What personal information shoutd | monitor reqularly?

Early detection of a potential identity theft can make a big difference. Keep an eye out for any
suspicious activity by routinely monitoring:

http://www. ftc.gov/becp/edu/microsites/idtheft/consumers/detect. html

Hot Links
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DETECT: ldentufy Suspicious Activity - Deter. Detect. Defend. Avotd 1D Theft

i ) \ _ (POF 152(£8)
Your financial stataments. Monitor your financiat accounts and billing staterments reqularly,

locking closaly for charges you Jdid not make. .
Protecting Personal Information:

. X _ ) ) A Guide for Businass (POF
Your credit repons. Cread repants contamn informaton about you, including what accounts you 2 mR)

have and how you pay your bills. The taw requires each of Ihe majer nationwide consumer
reporting agencies to provide you with a free copy of your credit report, at your request, once
every 12 months. if an identity thief is opening credif accounts in your name, these accounls are
likaly to show up on your credit repont. To find out, order a copy of your credit reports.

Once you get your reports, raview them carefully. Look for inquiries from companies you haven't
contacted, accounts you didn't open, and debts on your accounts that you can't explain. Check
that information, like your Social Security number, address(es), name or initials, and employers
ara correct. If you find fraudulent or inaccurate information, get it removed. See Correcting
Fraudulent {nformation in Credit Beponts to leam how. Continue to check your credit reports
periodicalty, especially for the first yoar after you discover the identity theft, to make sure no new
fraudulent activity has occurred.

Lack to top

How do | get my free annual credit reports?

An armendment tc the federal Fair Credit Reporting Act requires each of the major nationwide
consumer reporting companies to provide you with a free copy of your credit report, at your
request, once avery 12 months.

To order your free annual report from one or all the national consumer reporting companies, visit
www.annualcraditreport.com, cail toll-iree B77-322-8228, or complete the Annual Credit Report
Request Formm and mail it lo: Annual Cradit Report Requast Service, P.0. Box 105281, Allanta,
GA 30348-5281. You can print the form from fic.gov/Credit. Do not contact the three nationwide
consumer reporting companies individuaily; they provide free annual credit reports only through
www. annualcreditreport.com, 877-322-8228, and Annual Credit Report Request Sarvics, P.0O.
Box 105281, Atlanta, GA 30348-5281,

Under fedaral law, you'ra also entitled to a free report if a company takes adverse action against
you, such as denying your application for credit, insurance or employment, and you request your
report within 80 days of receiving notice of the action. The notice will give you the name, address,
and phone numbper of the consumer reporting company that supplied the information about you.
You'ra also entitled 1o ona free report a year if you'ra unemployed and plan to look for a job within
80 days; you'ra on waelfare; or your report Is inaccurate because of fraud. Otherwise, a consumer
reporting company may charge you up o $9.50 for any other copies of your report.

To buy a copy of your report, contact:

Equifax; 800-685-1111; www.equifax.com

Expenan: 888-EXPERIAN (888-397-3742); www.expearian.com
TransUnion; 800-916-8B00; www.transunion.com

back 1o top

Should I use a credit monitoring service?

There are a variaty of commarcial services that, for a fes, will monitor your credit reports for
activity and alert you to changes to your accounts. Prices and sarvices vary widely. Many of the
services only monitar one of the three major consumer reporting companies. if you'ra considering
signing up {or a service, maKe sure you understand what you're getting before you buy. Also
cheack out the company with your local Better Business Bureau, consumer protection agency and
state Atomey General o see if they have any complaints on file.

Dack 1o lop
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New Hampshire Security Freeze Process
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