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McDonald Hopkins PLC
39533 Woodward Avenue
Suite 318

Bloomfield Hills, Ml 48304
P 1.248.646.5070

F 1.248.646.5075

James J. Giszczak
Direct Dial: 248.220.1354
jgiszczak@mcdonaldhopkins.com

November 16, 2018

VIA "™ ¢ MAIL

Attorney General Gordon MacDonald
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Re: Johnson, Lauder & Savidge, LLP — Incident Notification
Dear Attorney General MacDonald:

McDonald Hopkins PLC represents Johnson, Lauder & Savidge, LLP (“Johnson, Lauder
& Savidge”). I am writing to provide notification of an incident at Johnson, Lauder & Savidge
that may affect the security of personal information of eleven (11) New Hampshire residents.
Johnson, Lauder & Savidge’s investigation is ongoing and this notification will be supplemented
with any new or significant facts or findings subsequent to this submission, if any. By providing
this notice, Johnson, Lauder & Savidge does not waive any rights or defenses regarding the
applicability of New Hampshire law or personal jurisdiction.

Johnson, Lauder & Savidge learned that a limited number of its employees’ email
accounts may have been accessed by an unauthorized individual between May 21, 2018 and July
7, 2018. Upon learning of the issue, Johnson, Lauder, & Savidge commenced a prompt and
thorough investigation and the impacted employees promptly changed their passwords, thus
terminating any further unauthorized access to their email accounts. As part of its investigation,
Johnson, Lauder & Savidge worked very closely with external cybersecurity professionals. After
an extensive forensic investigation and manual email review, Johnson, Lauder & Savidge
discovered on October 16, 2018 that the impacted email accounts that may have been accessed
contained a limited amount of personal information. The information that was available included
the residents’ full names and may have included one or more of the following: Social Security
numbers and/or bank account information. Not all residents had their Social Security numbers
impacted by this incident.

To date, Johnson, Lauder & Savidge has no evidence that any of the information has been
misused. Nevertheless, out of an abundance of caution, Johnson, Lauder & Savidge wanted to
make you (and the affected residents) aware of the incident and explain the steps that it is taking
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This letter also provides other precautionary measures you can take to protect your personal information, including
placing a Fraud Alert and/or Security Freeze on your credit files, and/or obtaining a free credit report. Because your
bank account information may have been impacted, we recommend that you contact your financial institution to
inquire about steps to take to protect your account, including whether you should close your account or obtain a
new account number. Additionally, you should always remain vigilant in reviewing your financial account
statements and credit reports for fraudulent or irregular activity on a regular basis.
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Please accept our apologies that this incident occurred. We are committed to maintaining the privacy of personal
information in our possession and have taken many precautions to safeguard it. We have made extensive changes
to our policies and we will continue to evaluate and modify our practices and internal controls to enhance the
security and privacy of your personal information.

If you have any further questions regarding this incident, please call our dedicated and confidential toll-free
response line that we have set up to respond to questions at || Jll- This response line is staffed with
professionals familiar with this incident and knowledgeable on what you can do to protect against misuse of your
information. The response line is available Monday through Friday, 8:00 a.m. — 5:00 p.m. EST.

Sincerely,
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— OTHER IMPORTANT INFORMATION -

1. Enrolling in Complimer*~--—_12 *"-nt- “red** *”"~—**~~ing.

To help protect your identity, we are offering a complimentary one-year membership of Experian IdentityWorks™
Credit 3B. This product helps detect possible misuse of your personal information and provides you with superior
identity protection support focused on immediate identification and resolution of identity theft.

Activate IdentityWorks Credit 3B Now in Three Easy Steps

1. ENROLL by: | (Your code will not work after this date.)

2. VISIT the Experian IdentityWorks website to enroll: [l
3. PROVIDE the Activation Code: [l NIIEGEGE

If you have questions about the product, need assistance with identity restoration or would like an alternative to
enrolling in Experian IdentityWorks online. nlease contact Experian’s customer care team at 877-288-8057. Be
prepared to provide engagement numbe: ~ as proof of eligibility for the identity restoration services by
Experian.

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPERIAN IDENTITYWORKS CREDIT
3B MEMBERSHIP:

A credit card is not required for enrollment in Experian IdentityWorks Credit 3B.

You can contact Experian immediately without needing to enroll in the product regarding any fraud issues.
Identity Restoration specialists are available to help you address credit and non-credit related fraud.

Once you enroll in Experian IdentityWorks, you will have access to the following additional features:

= Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.*

®  Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud.

* Experian IdentityWorks Extend CARE™: You receive the same high-level of Identity Restoration
support even after your Experian IdentityWorks membership has expired.

$1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

Activate your membership today at Jill__ S el EENSNNN

or cal to register with the activation code above.

What you can do to protect your information: There are additional actions you can consider taking to reduce the
chances of identity theft or fraud on your account(s). Please refer to | R RN for
this information. If you have any questions about IdentityWorks, need help understanding something on your credit
report or suspect that an item on your credit report may be fraudulent, please contact Experian’s customer care team
at 877-288-8057.

* Offline members will be eligible to call for additional reports quarterly after enrolling.

** [dentity theft insurance is underwritten by insurance company subsidiaries or affiliates of American International Group, Inc. (AIG). The
description herein is a summary and intended for informational purposes only and does not include all terms, conditions and exclusions of
the policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in
all jurisdictions.
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