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11/07/2018

Office of the Attorney General Gordon J. MacDonald
Consumer Protection and Antitrust Bureau

33 Capitol Street

Concord, NH 03301

Dear Attorney General MacDonalid:

On June 6, 2018, Jennifer Miller Ltd., discovered that its system was compromised and as a result, the
personal information of some of your state’s residents may have been disclosed.

The details of the incident are as follows:

¢ Between February 1, 2018 and February 15, 2018 an executable file containing rogue code was
inserted by unknown persons into the Jennifer Miller website’s checkout page. The code was
designed to download an executable file to the user's browser while on the Jennifer Miller Ltd.
website and capture any information entered by a customer at the checkout page and send that
data to a remote endpoint.

¢ The code was removed on July 15, 2018.

e From July 15, 2018 until October 17, 2018, two outside IT/Security consultancies, retained by
Jennifer Miller, investigated the source of the breach and delivered a list of affected customers.

¢ We have determined that, between February 1, 2018 and July 15, 2018, the personal information
of 1,050 individuals may have been compromised, including 2 residents of your state.

s The types of information that may have been compromised are: name, billing address for a credit
card, telephone number, email address, and credit card information including card number, name
on card, issuer, expiration date, and security code.

Upon learning of the unauthorized access, Jennifer Miller Ltd. took immediate measures to remove the
code and to investigate and implement additional security measures to prevent a similar incident from
occurring.

To address the incident, Jennifer Miller Ltd. is taking the following actions:

o We are implementing vigorous, whitelist-based access controls and password policies, as well as
deploying a more robust intrusion detection system. All company technical and operational
security is being audited and, where necessary, redesigned.

¢ We plan to notify all potentially affected customers, including 2 residents of your state, with an
email by November 12, 2018.

e  We will notify these affected residents about checking credit accounts for unauthorized activity,
setting up credit alerts or freezes with the three major credit reporting agencies, and have
provided a direct contact customer service line for affected customers to contact Jennifer Miller.

Additional details about the affected individuals are available upon request. A copy of a letter we are
sending to residents to your state is enclosed. We have also provided notice to the FBI, and credit
reporting agencies where ever required by state laws.
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