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December 29, 20 17 

Via Regular Mail 

Attorney General Joseph A. Foster 
Office of the Atto'rney General 
33 Cap itol Street 
Concord, New Hampshire 03302 

Re: Data Security Incident 

Dear Attorney General Foster: 
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Gregory . Bautis ta@wil s~l ser com _, 

We represent James P. Rinaldi , CPA, with respect to an incident involving the potenti al exposure of 
certain personal information described in detail below. 

1. Nature of the possible security breach or unauthorized use or access 

During September of this yea r, Mr. Rinaldi became aware that some of hi s cli ents received transcripts that 
they did not request. Upon learnin g of thi s, Mr. Rinaldi immedi ate ly notified the Internal Revenue 
Service (IRS) and commenced an investigation to determine whether hi s systems were at ri sk. The 
in vestigat ion discovered unusual activity on hi s systems, which contained clients ' personall y identifiable 
info rmation ("Pl!"), including names, Social Security numbers and tax informati on. Accordingly, Mr. 
Rinaldi is providing this not ifi cation as a CO Lll1esy to the New Hampshire Attorney General. 

2. Number of New Hampshire residents potentially affected 

Approximately 1 New Hampshire resident was affected in this potential incident. Mr. Rinaldi sent the 
potentially impacted individual a letter notifying him or her of this incident on December 29, 2017. A 
copy of the notification sent to the potentially impacted individual is included with thi s letter, which 
informs thi s New Hampshire resident about the 24 months of credit monitoring and identity theft 
protection services that is being offered to him or her. 

3. Steps James P. Rinaldi, CPA has taken or plans to take relating to the potential incident 

Upon learni ng of this issue, Mr. Rinaldi immed iately commenced an investigation into whether hi s 
systems were at risk and contacted the IR S. Mr. Rinaldi has also taken steps to continue to secure clients ' 
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information, including reviewing and revising his policies and procedures, running anti-virus software to 
remove any traces of malware and resetting all employees' access credentials on his server and tax 
software. 

4. Other notification and contact information 

If you have any additional questions, please contact me at Gregory.Bautista@wilsonelser.com or (914) 
872-7839. 

Very Truly Yours, 

Wilson Elser Moskowitz Edelman & Dicker LLP 

Gregory J. Bautista 

6817303v.I 



Jam es P. Rinaldi 
eetr,u&ied "Pu&u Auo~ 

CIO ID Expe1ts 
P.O. Box I 0444 
Dublin , OH 430 I 7-4044 

(First Name] [Last Name] 
[Address I] (Address2] 
[C ity, State Z ip] 

Dear [First Name] [Last name]: 

I o t:nro11 , nt:a:st: \..,,a11. 

(888) 684-5082 
Or Visit: 

www.IDExpe11scorp .com/protec t 
Enro llment Code: [XXXXXXXX] 

December 29, 20 I 7 

I am writing to a lert you of a potential risk to your personal information, including your name and Social Security 
number. I take the securi ty of your information very serious ly, and am sending you thi s letter to let you know I am 
making resources available to he lp you protect your information. 

In September, I became aware that some of my clients received transcripts that they did not request. Upon learning of 
this, I immediate ly contacted the IRS and my IT depa1tment investigated whether my systems were at ri sk. The 
investigat ion discovered unu sual activity surrounding my systems, which contained your name, address, Social Security 
number and re lated tax info rmati on. 

As a va lued c li ent, in order to protect you and your information , I have arran ged to have ID Experts®, an incident 
response and recovery services expert, to provide you with MylDCare™ services at no charge to you. MyIDCare services 
inc lude: 

• 24 months of Cred it and CyberScan dark web monitoring; 
• $ 1,000,000 insurance re imbursement po licy; 
• Exc lusive educa ti onal materia ls; and 
• Fully managed Identity Theft Recovery Services (with this protection, My lDCare will help you reso lve issues if 

your identity is compromised). 

I encourage you to contact ID Experts with any questions and to enro ll in free MylDCare services by calling (888) 684-
5082 or go ing towww.TDExpe11scorp.com/protect. Please note the deadline to enroll is March 29, 2018 . 

I want to assure you that l have contin ued to take steps to secure your information, including reviewing and rev is ing my 
policies and procedures, running anti-virus software to remove any traces of malware and resetting a ll employees ' access 
credentia ls on our server and tax software . 

I s incere ly regret any inconvenience that this inci dent may ca use you and remain dedicated to protecting your personal 
info rm ation. Should you have any questions or concerns, please contact (888) 684-5082 between 5:00AM and 5:00PM 
Pacific or v isit www.IDExpe11scorp.com/protect fo r more informati on. 

S incere ly, 
J .. I / 

: .. ~ I/ I . ,.. 

Jim Rina ldi , CPA 



Additional Important il~formation 

For residents of Hawaii, Michigan, Missouri, Virginia, Vermont, and North Carolina: It is recom mend ed by state law th at you remain 
vig il an t fo r in cident s of fraud and identity theft by rev iewi ng cred it ca rd acco unt statement s and monitorin g yo ur credit report fo r 
un auth orized ac ti vity . 

For res idents of Illinois, Io wa, Maryland, Missouri, North Carolina, Oregon, and West Virginia: 
It is required by state laws to in fo rm yo u that yo u may ob tain a copy of yo ur cred it repo rt, free of charge, wheth er or not yo u suspec t 
any un auth ori zed act ivity on yo ur acco unt. You may obta in a free copy of yo ur cred it repo rt from each of th e nationwide three cred it 
reportin g age ncies. To order your free credit report, please visit www.annualcreditrepo11.com, or call toll-free at 1-877-322-8228. You can also 
order yo ur annual free cred it report by maili ng a completed Annual Credit Report Request Form (avail abl e at 
https://www.consumer.ftc. gov/articl es/0 155-free-cred it-reports) to: Annual Credit Repo11 Request Service, P.O. Box I 0528 1, Atl anta, GA, 30348-
528 1. 

For residents of Iowa: 
Sta te law advises yo u to repo rt any suspected ident it y th e ft to law enforce ment or to th e At torne y Ge nera l. 

For residents of Oregon: 
State laws advise yo u to report any suspec ted iden tity theft to law enfo rce ment , in cluding the Att orn ey Genera l, and th e Federa l Trade 
Co mmi ss ion. 

For residents o(Maryland, Rhode Island, Illi11ois, and North Carolina: 
You ca n obta in in fo rm ation from the Mary land and Nort h Ca rolina Offices of th e Attorneys Ge nera l and the Federa l Trade 
Commi ss ion abo ut fr aud alerts, securit y freezes , and steps yo u can tak e toward pre ve ntin g identity th eft. 

Maryland Office of the 
Attorney General 
Consum er Protecti on Di vis ion 
200 St. Pau l Place 
Baltimore. MD 2 1202 
1-888-743-0023 
www.oag.s tate.md.us 

Rhode Island Office of the 
Attorney General 
Consumer Protection 
150 South Main Street 
Providence RI 02903 
1-40 1-274-4400 
www. ri ag.ri. gov 

North Carolina Office of the 
Attorney General 
Consum er Protect ion Divi sion 
900 I Mail Service Center 
Ral eigh, NC 27699-900 I 
1-877-566-7226 
www. ncdoj .com 

Federal Trade Commission 
Co nsumer Res ponse Center 
600 Pennsy lva ni a Ave, NW 
Wash ington , DC 20580 
1-877-IDTl-IEFT (43 8-4338) 
www.ftc .go v/ idthe ft 

For residents of Massachusetts: It is required by state law that you are informed of your right to obtain a police report if you are a victim of identi ty theft 

For residents of all states: 

Fraud Alerts: You can place fraud alerts with the three credi t bureaus at one of the three major credit bureaus by phone and also via Experian 's or 
Eg ui fax 's webs ite. A fraud alert tell s credi tors to fol low certain procedures, including contacting yo u, before they open any new accounts or change 
yo ur ex isting accounts. For that reason, plac in g a fraud alert can protect you, but also may delay you when you seek to obtain credit. The contact 
in fo rmati on fo r all three credit bureaus is below: 

Monitoring: You should always remain vig il an t and monitor yo ur acco unts for suspicious or unusual ac ti vity. 

Sec urity Freeze: Yo u a lso have th e r ight to place a sec urit y freeze on yo ur credi t report. A sec urity fr eeze is in tended to prevent 
credit , loans and se rvices from be in g approved in yo ur name with out yo ur conse nt. To place a security free ze on yo ur credit report , yo u 
need to make a req ues t to eac h co nsumer reportin g age nc y. You may make th at reques t by ce rtified mail , ove rni ght mail , or reg ul ar 
stamped mail , or by fo ll ow in g th e in stru ction s fo und at th e websites li sted below. The fo ll ow in g in fo rm ati on mu st be in c luded when 
requestin g a sec urity free ze (note th at if yo u are req uest ing a credit report fo r yo ur spouse , thi s information mu st be provid ed for 
him/ her as we ll ): ( I) full name, with midd le initia l and any suffi xes; (2) Soc ial Securi ty number ; (3) da te of birth : (4) curren t ad dress 
and any prev ious addresses fo r th e past five yea rs; and (5) an y app li cab le incid ent report or comp laint with a law enforcement 
age nc y or th e Regis try of Moto r Vehi cles . The requ es t mu st a lso in c lud e a copy of a gove rnm ent -i ss ued id entifi ca ti on card and a 
co py of a rece nt utilit y bi ll or bank or in surance state ment. It is essenti al th at each copy be leg ibl e, d isp lay yo ur name and cu rren t 
ma ilin g addr ess, and the date of iss ue. The cons um er repo rtin g agency may charge a sma ll fee to pl ace , life, or remo ve a free ze, but 
is free if yo u are a victim of id entity th eft or th e spouse of a victim of id entit y the ft, and yo u have submitted a va lid pol ice report 
re latin g to th e id en t ity theft incident to the con sum er reportin g age ncy. You may ob ta in a sec urit y fr eeze by co nt ac tin g any one or 
more of th e fo ll ow in g national cons um er repo rtin g age ncies: 

Equifax Security Freeze 
P.O. Box 105788 
Atl anta, GA 30348 
www.freeze.equi fax.co m 
800-525-6285 

Experian Security Freeze 
P.O. Box 9554 
Allen, TX 75013 
www.experi an.com/freeze 
888-397-3 742 

Trans Union (FVAD) 
P.O. Box 2000 
Chester, PA 19022 
freeze .transunion.com 
800-680-7289 

More in for mation ca n a lso be ob ta ined by co nt ac tin g th e Federa l Trade Co mmi ss ion li sted above 


