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June 9, 2023 

Via Email: (DOJ-CPB@DOJ.NH.GOV) 

Office of the Attorney General   
33 Capitol Street 
Concord, NH 03301  

 RE: Notice of Data Event 

To Whom It May Concern: 

We represent Interstate Fire Protection (“Interstate Fire”) located at 7 Abj Drive #1, Gardiner, ME 
04345, and write to notify your office of an incident that may affect the security of certain personal 
information relating to 7 New Hampshire residents. By providing this notice, Interstate Fire does 
not waive any rights or defenses regarding the applicability of New Hampshire law, the 
applicability of the New Hampshire data event notification statute, or personal jurisdiction. 

Nature of the Data Event 

On February 27, 2023, Interstate Fire became aware that an employee had inadvertently been 
granted access to a document located on Interstate Fire’s network containing sensitive information 
about other employees, and had accessed the document once that same day.  Interstate Fire 
immediately took steps to end the employee’s access to the document and ensure that no other 
unauthorized individuals could access the document, and to investigate the nature and scope of the 
access to and use of the document and information therein.  The investigation, which Interstate 
Fire conducted in conjunction with third-party specialists, determined that the employee at issue 
accessed the document one time on February 27, 2023 and had not exported the file, but could not 
definitely determine if the employee had otherwise retained a copy of the document or any 
information in it.  The investigation returned no evidence that the document or the information 
contained in it had been or was likely to be misused.  By late May, 2023 the investigation was 
complete.  The information that could have been subject to unauthorized access includes  

 
.   

Notice to New Hampshire Residents 

On or about June 9, 2023, Interstate Fire provided written notice of this incident to 7 New 
Hampshire residents.  Written notice is being provided in substantially the same form as the letter 
attached here as Exhibit A. 
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Other Steps Taken and To Be Taken 

Upon discovering the event, Interstate Fire moved quickly to secure the assistance of third party 
specialists, investigate and respond to the incident, assess the security of Interstate Fire systems 
and the document at issue, and identify potentially affected individuals.  Interstate Fire is also 
working to implement additional safeguards and training to its employees, and has notified law 
enforcement about the situation.  

Additionally, Interstate Fire is providing impacted individuals with guidance on how to better 
protect against identity theft and fraud, including advising individuals to report any suspected 
incidents of identity theft or fraud.  Interstate Fire is providing individuals with information on 
how to place a fraud alert and security freeze on one’s credit file, the contact details for the national 
consumer reporting agencies, information on how to obtain a free credit report, a reminder to 
remain vigilant for incidents of fraud and identity theft by reviewing account statements and 
monitoring free credit reports, and encouragement to contact the Federal Trade Commission, their 
state Attorney General, and law enforcement to report attempted or actual identity theft and fraud.  
Interstate Fire also notified other state regulators as necessary.   

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security 
event, please contact us at . 

Sincerely, 

Elek A. Miller 

Enclosure 












