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Attorney General John Formella 
Office of the Attorney General 
NH Department of Justice 
33 Capitol Street 
Concord, NH 03301 
VIA E-MAIL: attorneygeneral@doj.nh.gov 

April 25, 2023 

Re: Notice of Data Incident 

Dear Attorney General Formella:  

We represent InfoMart, Inc., (“InfoMart”) whose principal business office is located at 1582 Terrell 
Mill Rd., Marietta, GA 30067.  We are writing to notify you on behalf of our clients of a data security 
incident involving 20 New Hampshire residents.  This notice may be supplemented upon any 
further investigation. By providing this notice, InfoMart does not waive any rights or defenses 
regarding the applicability of New Hampshire law, the applicability of the relevant state statute, or 
personal jurisdiction. 

Background: Our clients first became aware of a potential data incident involving a threat actor’s 
unauthorized access to a mailbox on InfoMart’s network on March 22, 2023. After conducting an 
investigation, InfoMart determined that the threat actor obtained unauthorized access through the 
use of stolen credentials and had access to the mailbox for a total of 14 hours. In that time, the 
threat actor used the mailbox to send out several phishing attempts. Upon discovery of the breach, 
InfoMart took immediate steps to secure its systems by forcing a password reset to a randomized 
password for affected the user’s account, and forcing a sign out of all active sessions. As part of 
the investigation, InfoMart identified the intruder's IP address and login location and checked login 
activity for all users against those identifiers. No additional suspicious logins were found. On 
March 28, 2023, InfoMart discovered that 20 New Hampshire residents were affected.  The 
personal information at issue for New Hampshire residents includes  

.  

In response to the breach, our clients have instituted a number of remedial measures, including 
the implementation of multi-factor authentication for all email and Microsoft 365 product access, 
and the configuration of geo-location filters to the InfoMart environment to prevent logins from any 
country outside of the United States and Canada. Additionally, InfoMart alerted its IT messaging 
service provider to the compromise and asked them to increase scrutiny for suspicious email and 
account login activity. 

To further strengthen its security practices, InfoMart directed all employees to reset their 
passwords, and scheduled security refresher trainings to specifically address password 
complexity requirements, avoidance of password re-use, anti-phishing procedures, and security 
reporting procedures.  
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Notice to New Hampshire Residents: We have determined that the number of New Hampshire 
residents potentially affected by this security incident is 20. Written notice is being provided in 
substantially the same form the letter attached hereto as Exhibit A. InfoMart will begin mailing 
notice to impacted individuals subsequent to the transmittal of this letter, no later than April 27.  

Other Steps Taken and To Be Taken: InfoMart is taking action to provide assistance to 
potentially affected individuals, even though it currently has no evidence of any misuse of or 
fraudulent activity relating to anyone's personal information as a result of this incident. Our clients 
are providing individuals whose personal information was potentially affected by this incident with 
access to credit monitoring services for 24 months through Experian at no cost to the individuals. 

Additionally, InfoMart is providing impacted individuals with guidance on how to better protect 
against identity theft and fraud. These measures include advising individuals to report any 
suspected incidents of identity theft or fraud to their credit card company and/or bank. Our clients 
are also providing individuals with information on how to place a fraud alert and security freeze 
on their credit file, information on protecting against fraud, the contact details for the national 
consumer reporting agencies, information on how to obtain a free credit report, a reminder to 
remain vigilant for incidents of fraud and identity theft by reviewing account statements and 
monitoring credit reports, and encouragement to contact the Federal Trade Commission, their 
state Attorney General, and law enforcement to report attempted or actual identity theft and fraud. 

Contact Information: Should you have any questions regarding this notification or other aspects 
of the data security incident, please contact us at . 

Very truly yours,

SEYFARTH SHAW LLP 

Jason Priebe





 

Federal Trade Commission, https://www.ftc.gov, 600 Pennsylvania Avenue, NW, 
Washington, DC 20580 1-877-FTC-HELP 

Nationwide Consumer Reporting Companies: 

• Equifax, https://www.equifax.com, Equifax Credit Information Services, LLC, P.O. 
Box 740241, Atlanta, GA 30374, 1-800-525-6285 

• Experian, https://www.experian.com, Experian National Consumer Assistance 
Center, P.O. Box 4500, Allen, TX 75013, 1-888-397-3742 

• TransUnion, https://www.transunion.com, TransUnion Consumer Relations, P.O. 
Box 2000, Chester, PA 19016-2000, 1-800-680-7289 

To the extent you desire to freeze your credit report, you must separately place a credit freeze on 
your credit file at each of the three credit reporting agencies. There is no charge associated with 
placing a credit freeze. The following information should be included when requesting a credit freeze: 

1) Full name, with middle initial and any suffixes;  
2) Social Security number;  
3) Date of birth (month, day, and year);  
4) Current address and previous addresses for the past five (5) years; 
5) Proof of current address, such as a current utility bill or telephone bill; 
6) Other personal information as required by the applicable credit reporting agency. 

What We Are Doing: We regret that this incident occurred and take the security of our information 
very seriously. In addition to conducting a staff-wide training session across a variety of information 
security topics to minimize the likelihood that an incident like this will happen again, InfoMart has 
also implemented additional layers of multi-factor and authentication verifications, along with other 
system monitoring protection.  

To help protect your identity, we are also offering complimentary access to Experian IdentityWorksSM 
for 24 months.   

 
If you believe there was fraudulent use of your information as a result of this incident and would like 
to discuss how you may be able to resolve those issues, please reach out to an Experian agent. If, 
after discussing your situation with an agent, it is determined that identity restoration support is 
needed then an Experian Identity Restoration agent is available to work with you to investigate and 
resolve each incident of fraud that occurred from the date of the incident (including, as appropriate, 
helping you with contacting credit grantors to dispute charges and close accounts; assisting you in 
placing a freeze on your credit file with the three major credit bureaus; and assisting you with 
contacting government agencies to help restore your identity to its proper condition). 

 
Please note that Identity Restoration is available to you for 24 months from the date of this letter and 
does not require any action on your part at this time. The Terms and Conditions for this offer are 
located at www.ExperianIDWorks.com/restoration.   






