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November 28, 2017
VIA OVERNIGHT DELIVERY

New Hampshire Department of Justice
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

To Whom It May Concern:

Pursuant to your state’s law, The Image Group hereby notifies your office of an incident that could
potentially affect the personal information of one (1) New Hampshire resident.

On approximately November 17, 2017, The Image Group discovered and promptly resolved a
temporary security vulnerability on our eCommerce platform. The company had been using Payflow
Pro tokenization for payment card processing but, upon inspection, learned that Payflow Pro contained
a vulnerability that allowed some credit card numbers to be susceptible to interception while in transit
to Paypal between October 17, 2017 and November 17, 2017. During this period of time, the following
information related to certain The Image Group customers may have been vulnerable to unauthorized
access: name, email address, delivery/billing address, credit card type, and credit card number.

The Image Group immediately launched a comprehensive review to investigate and remediate the
intrusion, including engaging a third-party expert and notifying the Federal Bureau of Investigation.
The company also upgraded to a different PayPal payment card processing system that does not contain
such vulnerability to prevent this from happening again. Since The Image Group transitioned to this
new system, it has detected no additional suspicious activity.

The Image Group is providing direct notification to the one (1) New Hampshire customer who may have
been affected.

Accordingly, please find enclosed a copy of the written notice sent to the New Hampshire resident on
November 28, 2017.

Sincerely,

%{WWW
Lisa Hoverson

Chief Financial Officer
Enclosures
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1255 Corporate Drive « Holland, OH 43528

Chris Dingee
463 Winnacunnet Rd Apt 310
Hampton, NH 03842

NOTICE OF A DATA INCIDENT

11/28/2017

Dear Chris,

W™ ™ HAPPENED?

On approximately November 17, 2017, The Image Group discovered and promptly resolved a temporary
security vulnerability on our eCommerce platform. The company had been using Payflow Pro
tokenization for payment card processing but, upon inspection, learned that Payflow Pro contained a
vulnerability that allowed some credit card numbers to be susceptible to interception while in transit to
Paypal between October 17, 2017 and November 17, 2017.

WHAT I RMATION WAS INVOLV™™?

We are sending you this letter as a cautionary measure because we believe that certain information about
you -- your name, email address, delivery/billing address, credit card type, and credit card number --
may have been vulnerable to unauthorized access.

WHAT ARE WE DOING?

The Image Group regrets this incident, and immediately launched a comprehensive review to investigate
and remediate the intrusion, including engaging a third-party expert and notifying the Federal Bureau of
Investigation. The company also upgraded to a different PayPal payment card processing system that
does not contain such vulnerability to prevent this from happening again. Since The Image Group
transitioned to this new system, it has detected no additional suspicious activity.

FOr ""ORE INF""""ATION
For turther information and assistance, please contact The Image Group toll-free at 888-780-8316
between 8 a.m. to 5 p.m. EST Monday through Friday.

W™ TYOU CA™ ™0
Additionally, we have enclosed information on steps you can take to further protect your information.

The Image Group takes this matter very seriously and deeply regrets any inconvenience or concern that
this matter may cause you.

Sincerely,

e * ~

Chief Financial Officer







