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NH Department of Justice o

33 Capitol Street o

Concord, NH 03301

Attn.: Security Breach Notification —

Dear Sir or Madam: <

We represent ID Parts, LLC a Massachusetts limited liability company (the “Company’’)
that owns and operates a webs1te for the sales of automotive parts (IDParts.com). We are writing
to notlfy you of a breach of secunty involving the credit card information of-approximately
12,000 individuals, including 200 New Hampshire residents. Upon discovering the breach of
security, the' Company promptly took measures to protect the type of information that was
involved in the incident.

On October 28, 2014, the Company discovered that malicious code had been inserted into
the functions that process customer payment information through their website. Without their
knowledge or consent, this malicious code took customer credit card numbers, expiration dates
and CVV/CVV2 security codes when such information was entered by customers as part of the
electronic ordering process and then transmitted the information via e-mail to an unknown third
party. From the Company’s investigation, it does not appear that the malicious code captured or
e-mailed any customer names, addresses or phone numbers. Also, purchases made using PayPal,
check or money order or a credit card saved to the customer’s account gateway were not targeted
or affected by the malicious code.

The Company has not been able to determine the exact date on which the malicious code
was inserted into their website or the precise method by which their computer system was
hacked. In or around early October 2014, Company was first alerted to a potential security
breach by American Express, who had identified the Company’s website as a common point of
purchase .in a fraud investigation. ‘The Company believes that the credit card information
obtained through the malicious code was used to submit fraudulent chargers to customer
accounts. Following that notification from American Express, the Company undertook a prompt
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