Moore&VanAllen

April 22, 2015

Office of the Attorney General

Consumer Protection and Antitrust Bureau
33 Capitol Street

Concord, NH 03301

Re:  Notification of Security Breach

Dear Sir or Madam:

We are writing on behalf of our client, Freedom Smokes, Inc. (“MFS”), pursuant to N.H.
Rev. Stat. § 359-C:20, to notify you of a security breach that may affect approximately ninety-
seven (97) New Hampshire residents.

Synopsis of Events Surrounding the Breach

MFS recently learned that between approximately February 11, 2015 and March 16,
2015, electronic data that included customer information for individuals in various states may
have been improperly obtained through unauthorized access to the website for MFS.
Specifically, MFS discovered unauthorized code on the website and, although the code was
encrypted, MFS believes that this code may have been used to obtain customer data as customers
entered the information into the site’s shopping cart while making a purchase on the website.
This data could include customer name, physical address, email address, telephone number,
credit card number, expiration date and card verification value (“CVV”), if provided by the
customer while placing an order with MFS through its website during the time period mentioned
above. The records reflect that ninety-seven (97) of the potentially affected customers have New
Hampshire addresses.

Notice to Affected Residents

MFS will provide written notice of this incident to New Hampshire residents soon, in
substantially the same form as the letter attached hereto as Exhibit A.

Steps Taken Relating to the Incident

As soon as the code was discovered, MFS removed the code and began immediate efforts
to restore the security of its website, secure customer information and determine the scope of the
unauthorized access and how it occurred. MFS also retained the services of a nationally
recognized cyber security firm and engaged in enhancements to the security of its website. MFS
does not retain full credit card numbers or CVV numbers of its customers. Further, although
MFS’ website uses encrypted SSL links with customers and although MFS’ card processor

‘ Z ‘.(’l - { (:
[ d
HH 40 3‘-.““-(’ Charlotte, NC

Research Triangle Park, NC
Charleston, SC



(C ce ofthe Attor1  /
2,2015

Should you have an
please contact me b
mailing address is

Sincerely,

uestions regarding this notification or other aspects of the incident,
















ddendum





