150 N. Riverside Plaza, Suite 3000, Chicago, IL 60606

•

(312) 819-1900

Michael J. Waters
312-463-6212
312-819-1910
mwaters@polsinelli.com

December 13, 2019

VIA E-MAIL (ATTORNEYGENERAL@DOJ.NH.GOV)
AND FEDERAL EXPRESS
The Honorable Gordon MacDonald
Attorney General of the State of New Hampshire
Office of the Attorney General
33 Capitol Street
Concord, NH 03301
Re:

Notification of a Data Security Incident

Dear Attorney General MacDonald:
We represent Fiondella, Milone & LaSaracina LLP (“FML”) in connection with an incident
that involved the personal information of eight (8) New Hampshire residents and provide
this notice on behalf of FML pursuant to N.H. REV. STAT. ANN. § 359-C:20. This notice will be
supplemented, if necessary, with any new significant facts discovered subsequent to its
submission. While FML is notifying you of this incident, FML does not waive any rights or
defenses relating to the incident or this notice, or the applicability of New Hampshire law on
personal jurisdiction.
NATURE OF THE SECURITY BREACH OR UNAUTHORIZED USE OR ACCESS
FML learned that an unauthorized third party gained access to certain FML employees’ email
accounts. At this point, FML is not aware of any fraud or identity theft to any individual as a
result of this incident, and does not know if any personal information was actually obtained by
an unauthorized party. Nevertheless, because there was an email account compromise and
FML cannot confirm exactly what, if any, information may have been obtained, FML searched
the impacted accounts to determine if they contained any personal information. On October 3,
2019, FML determined the compromised accounts contained some personal information,
including their name and Social Security number. FML has since been working to obtain
contact information for these individuals so that notification can be provided.
NUMBER OF NEW HAMPSHIRE RESIDENTS AFFECTED
FML determined that eight (8) New Hampshire residents may have been impacted by this
incident. FML will be notifying impacted residents of the situation by letter on December 13,
2019. Enclosed is a copy of the notice that is being sent to the impacted residents.
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STEPS TAKEN RELATING TO THE INCIDENT
Upon learning of the incident, FML promptly terminated the credentials for the impacted
accounts and has since instituted additional technical measures designed to reduce the risk of a
similar incident occurring in the future. FML is also providing free identity theft protection
services to the impacted individuals through Experian.
CONTACT INFORMATION
Please contact me if you have any questions or if I can provide you with any further information
concerning this matter.
Very truly yours,

Michael J. Waters
MJW:adb
enclosure
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