April 29, 2021

VIA FIRST CLASS MAIL and E-MAIL
New Hampshire Office of the Attorney General
33 Capitol Street
Concord, NH 03301
Email: attorneygeneral@doj.nh.gov
To Whom It May Concern:
Festo Corporation (“Festo”) is notifying the New Hampshire Office of
the Attorney General with respect to an incident involving the
potential exposure of personally identifiable information (“PII”) for
nine (9) New Hampshire individuals, as described below.
1. Nature of the event
Festo has had two-factor authentication in place for the Microsoft 365
environment for many years. On March 4th, 2021, Festo determined
that an employee had fallen victim to a phishing attack at some time
in January 2021 (estimated). Through the phishing attack, the
employee inadvertently disclosed credentials to access her Festo
email account. During the period starting from February 17 and
ending on February 24, 2021 (the “Period”), Festo had to turn off its
two-factor authentication software in connection with the migration of
its phone authentication system. Accordingly, at some point during
the Period, a malicious actor gained access to the employee’s
Microsoft 365 online account, including her email account.
2. Number of New Hampshire consumers affected
Based on the investigation, nine (9) New Hampshire individuals were
affected. A formal notification letter will be sent to the individuals on
April 30th via regular mail. A copy of the notification letter is included
with this letter.
3. Information potentially compromised
Based on the investigation, photographs of the New Hampshire
individuals’ driver’s licenses, which were saved in an email folder,
may have been compromised.
4. Steps taken and plans relating to the event
Upon learning that a Festo email account may have been compromised,
Festo immediately began an investigation to determine whether the
potential compromise occurred and whether the employee had access to
any PII. On the basis of the investigation, Festo determined that the
employee had in fact fallen victim to a phishing incident and that the
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