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Gordon MacDonald

Office of the Attorney General
33 Capitol St.

Concord, NH 03301

Re:  Incident Notification
Dear Attorney General MacDonald:

We are writing on behalf of our client, FastHealth Corporation (“FastHealth™) and its
clients, to notify you of a security incident involving New Hampshire residents.!

FastHealth is a vendor that provides operational and website services on behalf of
healthcare providers. On November 2, 2017, FastHealth received a report from law enforcement
indicating that an unauthorized third party may have accessed or acquired certain information from
FastHealth databases. FastHealth immediately began an investigation and hired a leading computer
security firm to assist with the investigation. The investigation determined that, from August 14,
2017 to August 18, 2017, an unauthorized third party was able to access FastHealth’s web server
and may have been able to acquire information from certain databases. FastHealth undertook a
comprehensive review of the information in the databases involved.

On December 29, 2017, FastHealth mailed an initial notification letter to its healthcare
provider clients. FastHealth completed its review of the information in the databases on January
26, 2018, and subsequently mailed supplemental notification packets to its healthcare provider
clients that included a link to a list of the potentially affected individuals.

The information that was involved varied by the healthcare provider and form submitted
by the individual involved; however, the information involved includes names, dates of birth,
Social Security numbers, driver’s license numbers and payment card numbers.

! This report is not, and does not constitute, a waiver of personal jurisdiction.
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FastHealth is beginning to mail notice letters to individuals, including 131 New Hampshire
residents in accordance with N.H. Rev. Stat. Ann. § 359-C:20, today, February 27, 2018.
FastHealth is offering eligible individuals a free year of credit monitoring, fraud consultation and
identity theft restoration services through Kroll. FastHealth also has established a dedicated call
center to assist individuals with any questions they may have.

To help prevent this type of incident from occurring again, FastHealth is implementing a
new encryption solution and is strengthening its data protection and security protocols.

Please do not hesitate to contact me if you have any questions regarding this matter.

Sincerely,

Patrick H. Haggerty
Partner

Enclosures

612035039.1




February [XX], 2018

[Name}
[Address 1]
[Address 2]
[City, State Zip]

Dear [Name]:

FastHealth was or is a contracted vendor of [entity]. We provide healthcare clients with operational and website services.
We are committed to protecting the security and confidentiality of personal information. Regrettably, we are writing to
notify you of a security incident that may have involved some of your information that you submitted through an online
form at the hospital’s website. This notice explains the incident, measures we have taken and some additional steps that you
can take in response.

On November 2, 2017, FastHealth received a report from law enforcement indicating that an unauthorized third party may
have accessed or acquired certain information from FastHealth databases. We immediately began an investigation and hired
a leading computer security firm to assist with the investigation. The investigation determined that, in mid-August 2017, an
unauthorized third party was able to access FastHealth’s web server and may have been able to acquire information from
certain databases. We undertook a comprehensive review of the information in the databases involved, which analysis was
completed on January 26, 2018, and determined that the information includes your name<<data elements>>.

To date, we have no indication that any of your personal information has been misused in any way. We encourage that you
remain vigilant to the possibility of fraud and identity theft by reviewing your financial statements for any unauthorized
activity. You should immediately report any unauthorized charges to your financial institution because the major credit
card companies have rules that restrict them from requiring you to pay for fraudulent charges that are timely reported. The
phone number to call is usually on the back of your payment card. As a precaution, we have secured the services of Kroll
to provide identity monitoring at no cost to you for one year. Kroll is a global leader in risk mitigation and response,
and their team has extensive experience helping people who have sustained an unintentional exposure of confidential data.
Your identity monitoring services include Credit Monitoring, Fraud Consultation, and Identity Theft Restoration.

Visit <<IDMonitoringURL>> to activate and take advantage of your identity monitoring services.
You have until <<Date>> to activate your identity monitoring services.
Membership Number: <<Member [D>>

services as well as more information on ways to protect yourself are included on the next page of this letter.

We sincerely apologize for any inconvenience or concern this incident may cause you. To help prevent this type of incident
from occurring again, we are implementing a new encryption solution for sensitive personal information that we store and
maintain, and we are strengthening our data protection and security protocols. If you have any questions, please call {call

center number] from [hours of operation].

Sincerelv.

Kevin A. Foote
Founder & CEO




Krol..

You have been provided the opportunity to access the following services' from Kroll:

Single Bureau Credit Monitoring

You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied
for in your name. If you do not recognize the activity, you’ll have the option to call a Kroll fraud specialist, who
can help you determine if it’s an indicator of identity theft.

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most
effective ways to protect your identity, explaining your rights and protections under the law, assistance with fraud
alerts, and interpreting how personal information is accessed and used, including investigating suspicious activity
that could be tied to an identity theft event.

Identity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf to
resolve related issues. You will have access to a dedicated investigator who understands your issues and can do
most of the work for you.

MORE INFORN" * "ION ON WAYS TO PROTECT YOURSELF

Even if you choose not to take advantage of the complimentary credit monitoring, we remind you to remain vigilant
for incidents of fraud or identity theft by reviewing your account statements and free credit reports for any
unauthorized activity. You may obtain a copy of your credit report, free of charge, once every 12 months from each
of the three nationwide credit reporting companies. To order your annual free credit report, please visit

r call toll free at 1-877-322-8228. Contact information for the three nationwide
credit reporting companies 1s as follows:

Experian, PO Box 2002, Allen, TX 75013 397-3742
TransUnion, PO Box 2000, Chester, PA 1 1-800-916-8800
Equifax, PO Box 740241, Atlanta, GA 30! 0-685-1111

If you believe you are the victim of identity theft or have reason to believe your personal information has been
misused, you should immediately contact the Federal Trade Commission and/or the Attorney General’s office in
your state. You can obtain information from these sources about steps an individual can take to avoid identity theft
as well as information about fraud alerts and security freezes. You should also contact your local law enforcement
authorities and file a police report. Obtain a copy of the police report in case you are asked to provide copies to
creditors to correct your records. Contact information for the Federal Trade Commission is as follows:

Federal Trade Commission, Consumer Resnance Center. 600 Pennsylvania Avenue, NW Washington,
DC 20580, 1-877-IDTHEFT (438-4338)

If you are a resident of Connecticut, Maryland, or North Carolina, you may contact and obtain information
from your state attorney general at:

Connecticut Attorney General’s Office, 55 Elm Street, Hartford, CT 06106, 1-860-808-5318,

! Kroll’s activation website is only compatible with the current version or one version earlier of Internet Explorer, Chrome,
Firefox, and Safari. To receive credit services, you must be over the age of 18 and have established credit in the U.S., have a
Social Security number in your name, and have a U.S. residential address associated with your credit file.



Maryland Attorney General’s Office, 200 St. Paul Place, Baltimore, MD 21202,
1-888-743-0023 (toll free when calling within Maryland)
(410) 576-6300 (for calls originating outside Maryland)

North Carolina Attorney General’s Office, 9001 Mail Service Center, Raleigh, NC 27699
1-919-716-6400

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors on notice
that you may be a victim of fraud—an initial alert and an extended alert. You may ask that an initial fraud alert be
placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial
fraud alert stays on your credit report for at least 90 days. You may have an extended alert placed on your credit
report if you have already been a victim of identity theft with the appropriate documentary proof. An extended
fraud alert stays on your credit report for seven years. You can place a fraud alert on your credit report by contacting
any of the three national credit reporting agencies.

Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, on your credit file,
so that no new credit can be opened in your name without the use of a PIN number that is issued to you when you
initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report
without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to get
access to your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your
ability to obtain credit. In addition, you may incur fees to place, lift and/or remove a credit freeze. Credit freeze
laws vary from state to state. The cost of placing, temporarily lifting, and removing a credit freeze also varies by
state, generally $5 to $20 per action at each credit reporting company. Unlike a fraud alert, you must separately
place a credit freeze on your credit file at each credit reporting company. Since the instructions for how to establish
a credit freeze differ from state to state, please contact the three major credit reporting companies as specified below
to find out more information.

To place a security freeze on your credit report, you must send a written request to each of the three major reporting
agencies by regular, certified, or overnight mail at the addresses below:

Equifax Security Freeze, PO Box 105788, Atlanta, GA 30:
Experian Security Freeze, PO Box 9554, Allen, TX 75013
TransUnion Security Freeze, PO Box 2000, Chester, PA 1

In order to request a security freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., 11, 111, etc.)
2. Social Security number
3. Date of birth
4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five
years
Proof of current address such as a current utility bill or telephone bill
6. A legible photocopy of a government issued identification card (state driver's license or ID card, military
identification, etc.)
7. If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint
to a law enforcement agency concerning identity theft

()]

The credit reporting agencies have three (3) business days after receiving your request to place a security freeze on
your credit report. The credit bureaus must also send written confirmation to you within five (5) business days and
provide you with a unique personal identification number (“PIN™) or password or both that can be used by you to
authorize the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must call
or send a written request to the credit reporting agencies by mail and include proper identification (name, address,
and Social Security number) and the PIN number or password provided to you when you placed the security freeze




as well as the identity of those entities or individuals you would like to receive your credit report or the specific
period of time you want the credit report available. The credit reporting agencies have three (3) business days after
receiving your request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and
include proper identification (name, address, and Social Security number) and the PIN number or password
provided to you when you placed the security freeze. The credit bureaus have three (3) business days after receiving
your request to remove the security freeze.

Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act, which promotes the
accuracy, fairness, and privacy of information in the files of consumer reporting agencies. The FTC has published
a list of the primary rights created by the FCRA (https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-
reporting-act.pdf), and that article refers individuals seeking more information to visit www.ftc.gov/credit. The
FTC’s list of FCRA rights includes:

e You have the right to receive a copy of your credit report. The copy of your report must contain all the
information in your file at the time of your request.

e Each of the nationwide credit reporting companies — Equifax, Experian, and TransUnion — is required to
provide you with a free copy of your credit report, at your request, once every 12 months.

e You are also entitled to a free report if a company takes adverse action against you, like denying your

application for credit, insurance, or employment, and you ask for your report within 60 days of receiving

notice of the action. The notice will give you the name, address, and phone number of the credit reporting

company. You're also entitled to one free report a year if you’re unemployed and plan to look for a job

within 60 days; if you’re on welfare; or if your report is inaccurate because of fraud, including identity

theft.

You have the right to ask for a credit score.

You have the right to dispute incomplete or inaccurate information.

Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information.

Consumer reporting agencies may not report outdated negative information.

Access to your file is limited. And you must give your consent for reports to be provided to employers.

You may limit “prescreened” offers of credit and insurance you get based on information in your credit

report.

You may seek damages from violators.

o Identity theft victims and active duty military personnel have additional rights.




February [XX], 2018

Parent or Guardian of [Name]
[Address 1]

[Address 2]

[City, State Zip]

Dear Parent or Guardian of [Name]:

FastHealth was or is a contracted vendor of [entity]. We provide healthcare clients with operational and website services.
We are committed to protecting the security and confidentiality of personal information. Regrettably, we are writing to
notify you of a security incident that may have involved some of your child’s information that you submitted through an
online form at the hospital’s website. This notice explains the incident, measures we have taken and some additional steps
that you can take in response.

On November 2, 2017, FastHealth received a report from law enforcement indicating that an unauthorized third party may
have accessed or acquired certain information from FastHealth databases. We immediately began an investigation and hired
a leading computer security firm to assist with the investigation. The investigation determined that, in mid-August 2017, an
unauthorized third party was able to access FastHealth’s web server and may have been able to acquire information from
certain databases. We undertook a comprehensive review of the information in the databases involved, which analysis was
completed on January 26, 2018, and determined that the information includes your child’s name<<data elements>>.

To date, we have no indication that any of your child’s personal information has been misused in any way. To help relieve
concerns and restore confidence following this incident, we have secured the services of Kroli to provide Fraud Consultation
and Identity Theft Restoration at no cost to you for one year. Kroll is a global leader in risk mitigation and response, and
their team has extensive experience helping people who have sustained an unintentional exposure of confidential data.

You Membership Number is
Additional information describing yow services is included with this letter.
If you have questions, please call Monday through Friday fromr

Please have your child’s membership number ready.

Protecting youi information is important to us. We trust that the services we are offering to you demonstrate our
continued commitment to your security and satisfaction.

We sincerely apologize for any inconvenience or concern this incident may cause you. To help prevent this type of incident
from occurring again, we are implementing a new encryption solution for sensitive personal information that we store and
maintain, and we are strengthening our data protection and security protocols. If you have any questions, please call [call
center number] from [hours of operation].

Sincerelv.

Kevin A. Foote
Founder & CEO




Kroll.

You have been provided the opportunity to access the following services from Kroll:

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most
effective ways to protect your child’s identity, explaining your rights and protections under the law, assistance with
fraud alerts, and interpreting how personal information is accessed and used, including investigating suspicious
activity that could be tied to an identity theft event.

Identity Theft Restoration

If your child becomes a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf
to resolve related issues. You will have access to a dedicated investigator who understands your issues and can do
most of the work for you.

MORE INFORMATION ON WAYS TO PROTECT YOURSELF

Even if you choose not to take advantage of the complimentary services, we remind you to remain vigilant for
incidents of fraud or identity theft by reviewing your account statements and free credit reports for any unauthorized
activity. You may obtain a copy of your credit report, free of charge, once every 12 months from each of the three
nationwide credit revorting companies. To order your annual free credit report, please visit

r call toll free at 1-877-322-8228. Contact information for the three nationwide
credit reporting companies 1s as follows:

Experian, PO Box 2002, Allen, TX 75013 397-3742
TransUnion, PO Box 2000, Chester, PA 1' 1-800-916-8800
Equifax, PO Box 740241, Atlanta, GA 30: 0-685-1111

If you believe you or your child are the victim of identity theft or have reason to believe your personal information
has been misused, you should immediately contact the Federal Trade Commission and/or the Attorney General’s
office in your state. You can obtain information from these sources about steps an individual can take to avoid
identity theft as well as information about fraud alerts and security freezes. You should also contact your local law
enforcement authorities and file a police report. Obtain a copy of the police report in case you are asked to provide
copies to creditors to correct your records. Contact information for the Federal Trade Commission is as follows:

Federal Trade Commission, Consumer Resnonse Center. 600 Pennsylvania Avenue, NW Washington,
DC 20580, 1-877-IDTHEFT (438-4338)

If you are a resident of Connecticut, Maryland, or North Carolina, you may contact and obtain information
from your state attorney general at:

Connecticut  Attorney General’s Office, 55 Elm Street, Hartford, CT 06106, 1-860-808-5318,

Maryland Attorney General’s Office, 200 St. Paul Place, Baltimore, MD 21202,
1-888-743-0023 (toll free when calling within Maryland)
(410) 576-6300 (for calls originating outside Maryland)

North Carolina Attorney General’s Office, 9001 Mail Service Center, Raleigh, NC 27699
1-919-716-6400

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors on notice
that you may be a victim of fraud—an initial alert and an extended alert. You may ask that an initial fraud alert be




placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial
fraud alert stays on your credit report for at least 90 days. You may have an extended alert placed on your credit
report if you have already been a victim of identity theft with the appropriate documentary proof. An extended
fraud alert stays on your credit report for seven years. You can place a fraud alert on your credit report by contacting
any of the three national credit reporting agencies.

Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, on your credit file,
so that no new credit can be opened in your name without the use of'a PIN number that is issued to you when you
initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report
without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to get
access to your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your
ability to obtain credit. In addition, you may incur fees to place, lift and/or remove a credit freeze. Credit freeze
laws vary from state to state. The cost of placing, temporarily lifting, and removing a credit freeze also varies by
state, generally §5 to $20 per action at each credit reporting company. Unlike a fraud alert, you must separately
place a credit freeze on your credit file at each credit reporting company. Since the instructions for how to establish
a credit freeze differ from state to state, please contact the three major credit reporting companies as specified below
to find out more information.

To place a security freeze on your credit report, you must send a written request to each of the three major reporting
agencies by regular, certified, or overnight mail at the addresses below:

Equifax Security Freeze, PO Box 105788, Atlanta, GA 30:
Experian Security Freeze, PO Box 9554, Allen, TX 75013
TransUnion Security Freeze, PO Box 2000, Chester, PA 1

In order to request a security freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., II, 111, etc.)
2. Social Security number
3. Date of birth
4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five
years
Proof of current address such as a current utility bill or telephone bill
6. A legible photocopy of a government issued identification card (state driver's license or ID card, military
identification, etc.)
7. If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint
to a law enforcement agency concerning identity theft

e

The credit reporting agencies have three (3) business days after receiving your request to place a security freeze on
your credit report. The credit bureaus must also send written confirmation to you within five (5) business days and
provide you with a unique personal identification number (“PIN”) or password or both that can be used by you to
authorize the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must call
or send a written request to the credit reporting agencies by mail and include proper identification (name, address,
and Social Security number) and the PIN number or password provided to you when you placed the security freeze
as well as the identity of those entities or individuals you would like to receive your credit report or the specific
period of time you want the credit report available. The credit reporting agencies have three (3) business days after
receiving your request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and
include proper identification (name, address, and Social Security number) and the PIN number or password
provided to you when you placed the security freeze. The credit bureaus have three (3) business days after receiving
your request to remove the security freeze.




Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act, which promotes the
accuracy, fairness, and privacy of information in the files of consumer reporting agencies. The FTC has published
a list of the primary rights created by the FCRA (https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-
reporting-act.pdf), and that article refers individuals seeking more information to visit www.ftc.gov/credit. The
FTC’s list of FCRA rights includes:

You have the right to receive a copy of your credit report. The copy of your report must contain all the
information in your file at the time of your request.

Each of the nationwide credit reporting companies — Equifax, Experian, and TransUnion — is required to
provide you with a free copy of your credit report, at your request, once every 12 months.

You are also entitled to a free report if a company takes adverse action against you, like denying your
application for credit, insurance, or employment, and you ask for your report within 60 days of receiving
notice of the action. The notice will give you the name, address, and phone number of the credit reporting
company. You're also entitled to one free report a year if you’re unemployed and plan to look for a job
within 60 days; if you’re on welfare; or if your report is inaccurate because of fraud, including identity
theft.

You have the right to ask for a credit score.

You have the right to dispute incomplete or inaccurate information.

Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information.
Consumer reporting agencies may not report outdated negative information.

Access to your file is limited. And you must give your consent for reports to be provided to employers.
You may limit “prescreened” offers of credit and insurance you get based on information in your credit
report.

You may seek damages from violators.

Identity theft victims and active duty military personnel have additional rights.




