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Joseph Foster

Office of the Attorney General
33 Capitol St

Concord, NH 03301

Re:  Incident Notification

Dear Attorney General Foster:

We are writing on behalf of our client, Envelopes Unlimited, to notify you of a security
incident involving a New Hampshire resident.

On March 29, 2017, Envelopes Unlimited learned that a targeted "spear phishing" email
message had been sent to an Envelopes Unlimited employee earlier that day. The email the
employee received was designed to appear though it had been sent to the employee by an
Envelopes Unlimited executive, requesting 2016 Forms W2. Believing the email to be
legitimate, the employee replied to the message and attached 2016 Forms W2, which included
employees' names, addresses, Social Security numbers, and earnings information.

On March 31, 2017, Envelopes Unlimited notified affected current employees by email.
Also, on March 31, 2017, Envelopes Unlimited will begin mailing notification letters via U.S.
Mail to 1 New Hampshire resident in accordance with N.H. Rev. Stat. §359-C:20 in substantially
the same form as the letter attached hereto.! Additionally, Envelopes Unlimited is offering
affected individuals a free one-year membership in credit monitoring and identity theft protection
services from Experian. Envelopes Unlimited has also provided a call center for affected
individuals to call with any questions they may have.

To help prevent something like this from happening again, Envelopes Unlimited is
aggressively analyzing where process changes are needed and will take the appropriate actions.

" This report is not, and does not constitute, a waiver of personal jurisdiction.
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Please do not hesitate to contact me if you have any questions regarding this matter.
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Partner

Enclosure



[Envelopes Unlimited Logo]
March XX, 2017

[First Name] [Last Name]
[Street Address]
[City], [State] [Zip]

Dear [First Name] [Last Name]:

Envelopes Unlimited is committed to maintaining the privacy and security of our current and former
employees’ personal information. Regrettably, we are writing to inform you of an incident involving
some of that information.

On March 29, 2017, we learned that a targeted "spear phishing" email message had been sent to an
Envelopes Unlimited employee earlier that day. The email the employee received was designed to
appear though it had been sent to the employee by an Envelopes Unlimited executive, requesting 2016
Forms W2. Believing the email to be legitimate, the employee replied to the message and attached
2016 Forms W2, which included employees' names, addresses, Social Security numbers, and earnings
information.

We have notified the FBI, IRS, and state taxing authorities of the incident. The IRS and state taxing
authorities have indicated to us that they will monitor affected employees’ returns for the purposes of
attempting to prevent fraudulent tax refunds from being paid out.

We recognize this issue can be frustrating and we are taking steps to help protect you and to safeguard
the personal information we receive and maintain going forward. We are offering a complimentary
one-year membership of Experian’s® ldentityWorks®™. This product helps detect possible misuse
of your personal information and provides you with superior identity protection support focused on
immediate identification and resolution of identity theft. IdentityWorks SM is completely free and
enrolling in this program will not hurt your credit score. Unfortunately, due to privacy laws, we are not
able to enroll you directly. For more information on IdentityWorks S™ and instructions on how to
activate your complimentary one-year membership, please see the next page of this letter.
Identity Restoration assistance is immediately available to you.

We regret any concern this may cause you. We have attached FAQs for your reference and encourage
you to review them. To help prevent something like this from happening again, we are aggressively
analyzing where process changes are needed and will take the appropriate actions. Should you have
further questions regarding this incident, you may call the set up call center beginning Monday April
372017 at 3pm at 1-844-308-2773, then the call center will be open Monday through Friday, 9:00 a.m.
to 9:00 p.m. Eastern Time, excluding holidays.

Sincerely,

Russell Stewart
President






Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
www.ftc.qov/idtheft

(877) 438-4338

You can obtain information from these sources about steps an individual can take to avoid identity theft
as well as information about fraud alerts and security freezes. You should also contact your local law
enforcement authorities and file a police report. Obtain a copy of the police report in case you are
asked to provide copies to creditors to correct your records.

* Offline members will be eligible to call for additional reports quarterly after enrolling

** [dentity theft insurance is underwritten by insurance company subsidiaries or affiliates of American international Group,
Inc. (AlG). The description herein is a summary and intended for informational purposes only and does not include all
terms, conditions and exclusions of the policies described. Please refer to the actual policies for terms, conditions, and
exclusions of coverage. Coverage may not be available in all jurisdictions.
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