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February 2, 2018

Attorney General Joseph Foster
Office of the Attorney General

33 Capitol Street

Concord, NH 03302

Dear Attorney General Foster:

We represent DiFilippo Corporate Finance Group, Inc. (‘DCFG™) with respect to a recent data
security incident involving the potential exposure of personally identifiable information
described in more detail below. DCFG is a professional services firm providing third-party
independent valuation and transaction opinions, located in Newburyport, Massachusetts.

1. Nature of security incident.

On December 14, 2017, DCFG discovered suspicious activity involving an employee’s email
account. DCFG took immediate steps to secure the account and hired an independent computer
forensic firm to assist with investigating this matter. On January 12, 2018, the forensic
investigation determined that an unauthorized user gained access to the email account through a
phishing attack and may have been able to open and download emails between December 5 and
December 14, 2017. DCFG conducted a detailed review of the impacted account and determined
that a small number of clients’ name and Social Security number were contained in an email
attachment.

2. Number of New Hampshire residents affected.

One (1) New Hampshire resident was impacted by this incident. A notification letter was sent to
the affected individual on February 2, 2018 via regular mail (a copy of the form notification
letter is enclosed).

3. Steps taken or plan to take relating to the incident.

DCFG took immediate action to address this incident and prevent a similar incident in the future.
Passwords to all employee e-mail accounts were changed, additional e-mail security
enhancements were implemented, and additional training was provided to employees on
recognizing and appropriately responding to suspicious emails and other security threats.
Additionally, affected individuals were offered credit monitoring and identity restoration
services free of charge for one year through AllClear ID.



4. Contact information.

DCFG remains dedicated to protecting the confidential information in its possession. If you have
any questions or need additional information, please do not hesitate to contact me at
MVentrone@ThompsonCoburn.com or (312) 580-2219.

Very truly yours,

Thompson Coburn LLP

ML

Melissa K. Ventrone

Enclosure




DiFilippo Corporate Finance Group, Inc.
29 Water Street, Suite 303
Newburyport, MA 01950

DATE

NAME
ADDRESS
CITY STATE ZIP

Notice of Data Security Incident
Dear NAME:

We are writing this letter to notify you of a recent data security incident experienced by DiFilippo Corporate
Finance Group, Inc. (“DCFG”) that may have impacted your personal information, including your name and
Social Security number. We value and respect the privacy of your information, and sincerely apologize for
any concern or inconvenience this may cause you. This letter contains information about steps you can take
to protect your information, and resources we are making available to help you.

What happened:

On December 14, 2017, we discovered suspicious activity involving an employee’s email account. We took
immediate steps to secure the account and hired an independent computer forensic firm to assist with
investigating this matter. On January 12, 2018, the forensic investigation determined that an unauthorized
user gained access to the email account through a phishing attack and may have been able to open and
download emails between December 5 and December 14, 2017. We conducted a detailed review of the
impacted account and determined your name and Social Security number were contained in an email
attachment. Although we have no evidence that your information was actually viewed by the unauthorized
user, we wanted to inform you of this incident out of an abundance of caution.

What we are doing and what you can do:

Although we do not believe the unauthorized user was interested in your personal information, we have
arranged for you to receive credit monitoring and identity protection services from AllClearID, which we are
offering at no cost to you for two years. The following identity protection services start on the date of this
notice and you can use them at any time during the next 12 months.

AllClear Identity Repair: This service is automatically available to you with no enrollment required. If a
problem arises, simply call 1-877-676-0379 and a dedicated investigator will help recover financial
losses, restore your credit and make sure your identity is returned to its proper condition.

AllClear Credit Monitoring: This service offers additional layers of protection including credit
monitoring and a $1 million identity theft insurance policy. To use this service, you will need to provide
your personal information to AllClear ID. You may sign up online at enroll.allclearid.com using the
following redemption code: XXXXXXX.

Please note: Additional steps may be required by you in order to activate your phone alerts and monitoring
options.

We also want you to know that we took immediate action to address this incident and prevent a similar
incident in the future. Passwords to all employee e-mail accounts were changed, we implemented additional
e-mail security enhancements, and also provided additional training to our employees on recognizing and
appropriately responding to suspicious emails and other security threats.




For more information:

If you have any questions or concerns, please call me directly at 1-978-462-2266, Monday through Friday,
9am-5Spm EST. Your trust is a top priority for DCFG, and we deeply regret any inconvenience or concern
that this matter may cause you.

Sincerely,

Paul DiFilippo
President and Managing Director
DiFilippo Corporate Finance Group, Inc.










