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March 14, 2024 
 
 
VIA E-MAIL 
 
Attorney General John M. Formella 
New Hampshire Department of Justice 
33 Capitol Street 
Concord, NH 03301 
Email: attorneygeneral@doj.nh.gov  

 

Re: Delta Dental - MOVEit Data Breach Supplemental Notification 
 
 
Dear Attorney General Formella: 

We represent Delta Dental of California and affiliates1 (“Delta Dental”) in connection with the 
MOVEit data security incident and write to supplement a prior notification made to your office by 
Delta Dental’s data breach response counsel from Clark Hill on December 14, 2023 (“Initial 
Notification”) (see Initial Notification attached hereto for reference).  

This supplemental notification is being provided on behalf of Delta Dental and on behalf of Delta 
Dental’s covered entity/data owner clients with individuals in your state who were impacted by the 
Delta Dental MOVEit data security incident (“Supplemental Notification”).  

In Delta Dental’s Initial Notification, Delta Dental reported numbers to your office reflecting the 
number of individuals impacted in your state who were participants in Delta Dental’s fully insured 
health plans—i.e., where Delta Dental itself was the covered entity. But Delta Dental is both a 
covered entity—as to its participants in its fully insured plans—and a business associate—as to 
those corporate clients with self-funded plans, in which case Delta Dental’s clients are the covered 

 
1 The Delta Dental of California enterprise includes its affiliates Delta Dental Insurance Company, Delta 
Dental of the District of Columbia, Delta Dental of Delaware, Inc., Delta Dental of Pennsylvania, Delta 
Dental of New York, Inc., Delta Dental of West Virginia, and their affiliated companies, as well as Dentegra 
Insurance Company, Delta Dental of Puerto Rico, Inc., and the national DeltaCare USA* network, and 
covers enrollees in all 50 states, plus Washington, D.C. and Puerto Rico.   
 
*DeltaCare USA is underwritten in these states by these entities: AL — Alpha Dental of Alabama, Inc.; AZ 
— Alpha Dental of Arizona, Inc.; CA — Delta Dental of California; AR, CO, IA, MA, ME, MI, MN, NC, ND, 
NE, NH, OK, OR, RI, SC, SD, VT, WA, WI, WY — Dentegra Insurance Company; AK, CT, DC, DE, FL, GA, 
KS, LA, MS, MT, TN, WV — Delta Dental Insurance Company; HI, ID, IL, IN, KY, MD, MO, NJ, OH, TX — 
Alpha Dental Programs, Inc.; NV — Alpha Dental of Nevada, Inc.; UT — Alpha Dental of Utah, Inc.; NM — 
Alpha Dental of New Mexico, Inc.; NY — Delta Dental of New York, Inc.; PA — Delta Dental of 
Pennsylvania; VA — Delta Dental of Virginia. Delta Dental Insurance Company acts as the DeltaCare USA 
administrator in all these states. 
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entities (and not Delta Dental). To that end, contemporaneous with Delta Dental’s Initial 
Notification to your office and to its impacted individuals, Delta Dental also made notification to its 
covered entity clients to alert them to the MOVEit data security incident and to give them the 
opportunity to delegate their individual and regulatory notifications to Delta Dental to make on 
their behalf.  

As such, this Supplemental Notification is made on behalf of Delta Dental’s covered entity/data 
owner clients with individuals impacted by the MOVEit data security incident in your state, and 
this Supplemental Notification is intended to provide your office with updated numbers of impacted 
residents now reflecting the total universe of impacted individuals in your state (whether they were 
participants in one of Delta Dental’s fully-insured plans or participants in a self-funded plan of one 
of Delta Dental’s clients).    

According to Delta Dental’s detailed data mining and analysis, and the NCOA reconciliation 
processed performed by Kroll, the total number of individuals impacted in your state by the Delta 
Dental-MOVEit data security incident is 12,783. Delta Dental has made notification to all impacted 
individuals in your state. As explained in Delta Dental’s Initial Notification letter, Delta Dental has 
provided each impacted individual with  of free identity theft protection and fraud 
restoration services through Kroll. (See individual notification letter template attached hereto.) 

Delta Dental takes the privacy and security of personal information very seriously. To the extent 
you have any further questions regarding this Supplemental Notification, please do not hesitate 
to contact me at . 

Kindest regards, 
 

 
Kari M. Rollins 
for SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 

SMRH:4875-1305-2075.1 



Clark Hill 
130 E. Randolph Street, Suite 3900 
Chicago, Illinois 60601 
T (312) 985-5900  
F (312) 985-5999 
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December 14, 2023 

Attorney General John M. Formella 
New Hampshire Department of Justice 
33 Capitol Street 
Concord, NH 03301 

Dear Attorney General Formella: 

We represent Delta Dental of California and affiliates (“Company”)1 with respect to a data security 
incident involving personal information as described below. The Company provides dental 
benefits to individuals through commercial groups via fully insured and self-insured funding 
methods and in the individual market. The Company takes the security of the information in its 
control seriously and is committed to answering any questions you may have regarding this event. 

1. Nature of security incident 

On June 1, 2023, the Company learned unauthorized actors exploited a vulnerability affecting the 
MOVEit Transfer (“MOVEit”) software application. Immediately after being alerted of the 
incident, the Company launched a thorough investigation and took steps to contain and remediate 
the incident. On July 6, 2023, the investigation confirmed that Company information on the 
MOVEit platform had been accessed and acquired without authorization between May 27, 2023 
and May 30, 2023. At that time, the Company promptly engaged independent third-party experts 
in computer forensics, analytics, and data mining to determine what information was impacted and 
with whom it was associated. This extensive investigation and analysis of the data was recently 
concluded. Upon that determination, the Company worked diligently to identify any impacted 

1 The Delta Dental of California enterprise includes its affiliates Delta Dental Insurance Company, Delta Dental of the District of 
Columbia, Delta Dental of Delaware, Inc., Delta Dental of Pennsylvania, Delta Dental of New York, Inc., Delta Dental of West 
Virginia, and their affiliated companies, as well as Dentegra Insurance Company, Delta Dental of Puerto Rico, Inc., and the 
national DeltaCare USA* network, and covers enrollees in all 50 states, plus Washington, D.C. and Puerto Rico.   

*DeltaCare USA is underwritten in these states by these entities: AL — Alpha Dental of Alabama, Inc.; AZ — Alpha Dental of 
Arizona, Inc.; CA — Delta Dental of California; AR, CO, IA, MA, ME, MI, MN, NC, ND, NE, NH, OK, OR, RI, SC, SD, VT, 
WA, WI, WY — Dentegra Insurance Company; AK, CT, DC, DE, FL, GA, KS, LA, MS, MT, TN, WV — Delta Dental 
Insurance Company; HI, ID, IL, IN, KY, MD, MO, NJ, OH, TX — Alpha Dental Programs, Inc.; NV — Alpha Dental of 
Nevada, Inc.; UT — Alpha Dental of Utah, Inc.; NM — Alpha Dental of New Mexico, Inc.; NY — Delta Dental of New York, 
Inc.; PA — Delta Dental of Pennsylvania; VA — Delta Dental of Virginia. Delta Dental Insurance Company acts as the 
DeltaCare USA administrator in all these states.
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individuals to provide notification. On November 27, 2023, the Company determined what 
personal information was affected and to whom it belonged.  

Impacted information includes names with some combination of the following:  
 
 

. 

2. Number of residents affected 

Five (5) New Hampshire residents were notified of the incident. A notification letter was sent to 
the affected individuals on approximately December 14, 2023.  

3. Steps taken in response to the incident 

The Company stopped access to the MOVEit software, removed the malicious files, conducted a 
thorough analysis of the MOVEit database, applied the recommended patches from Progress 
Software Corporation, and reset administrative passwords to the MOVEit system. The Company 
also enhanced unauthorized access monitoring related to the MOVEit Transfer file access, 
malicious activity, and ransomware activity. In addition to the Company’s own investigation, law 
enforcement has been notified. Additionally, affected individuals were offered  months 
of credit monitoring and identity protection services through Kroll. 

4. Contact information 

The Company takes the security of the information in its control seriously and is committed to 
ensuring information within its control is appropriately protected. If you have any questions or 
need additional information, please do not hesitate to contact me at  

.

Sincerely, 

CLARK HILL 

Jason M. Schwent 
Senior Counsel 

   



<<b2b_text_1(Notice of Data Security Incident / Notice of Data Breach - CA residents only)>>

Dear <<first_name>> <<middle_name>> <<last_name>> <<suffix>>,

Delta Dental of California and affiliates (“Company”)1 experienced a data security incident involving the MOVEit Transfer 
(“MOVEit”) software, an application used by our company and many organizations worldwide. We take the privacy and 
security of your information seriously, and sincerely apologize for any concern or inconvenience this may cause you. This 
letter provides information about what happened, how to help protect your information and resources offered to assist you.

What Happened? 
Progress Software announced a previously unknown vulnerability within their widely used MOVEit file-transfer software 
program. This vulnerability led to a global data security incident that is reported to have impacted many organizations, 
including corporations, government agencies, insurance providers, pension funds, financial institutions, state education 
systems and more.

On June 1, 2023, the Company learned unauthorized actors exploited a vulnerability affecting the MOVEit file transfer 
software application. Immediately after being alerted of the incident, we launched a thorough investigation and took steps 
to contain and remediate the incident. We stopped access to the MOVEit software, removed the malicious files, conducted 
a thorough analysis of the MOVEit database, applied the recommended patches, and reset administrative passwords to 
the MOVEit system. We also enhanced unauthorized access monitoring related to MOVEit Transfer file access, malicious 
activity, and ransomware activity.

On July 6, 2023, our investigation confirmed that the Company information on the MOVEit platform had been accessed 
and acquired without authorization between May 27, 2023 and May 30, 2023. At that time, we promptly engaged 
independent third-party experts in computer forensics, analytics, and data mining to determine what information was 
impacted and with whom it is associated.

This extensive investigation and analysis of the data recently concluded and was a critical component in enabling us to 
identify specific personal information that was acquired from the MOVEit platform. Upon that determination, we have 
worked diligently to identify any impacted individuals to provide notification. On November 27, 2023, we determined 
your personal information was affected. In addition to our own investigation, we have also notified law enforcement of 
the incident and have been cooperating with them since.

<<first_name>> <<middle_name>> <<last_name>> <<suffix>>
<<address_1>>
<<address_2>>
<<city>>, <<state_province>> <<postal_code>>
<<country>>

<<Date>> (Format: Month Day, Year)

ELN-20464

560 Mission Street
Suite 1300
San Francisco, CA 94105

1 The Delta Dental of California enterprise includes its affiliates Delta Dental Insurance Company, Delta Dental of the District of Columbia, 
Delta Dental of Delaware, Inc., Delta Dental of Pennsylvania, Delta Dental of New York, Inc., Delta Dental of West Virginia, and their affiliated 
companies, as well as the national DeltaCare USA* network, and covers enrollees in all 50 states, plus Washington, D.C. and Puerto Rico. 

*DeltaCare USA is underwritten in these states by these entities: AL — Alpha Dental of Alabama, Inc.; AZ — Alpha Dental of Arizona, Inc.; CA 
— Delta Dental of California; AR, CO, IA, MA, ME, MI, MN, NC, ND, NE, NH, OK, OR, RI, SC, SD, VT, WA, WI, WY — Dentegra Insurance 
Company; AK, CT, DC, DE, FL, GA, KS, LA, MS, MT, TN, WV — Delta Dental Insurance Company; HI, ID, IL, IN, KY, MD, MO, NJ, OH, TX 
— Alpha Dental Programs, Inc.; NV — Alpha Dental of Nevada, Inc.; UT — Alpha Dental of Utah, Inc.; NM — Alpha Dental of New Mexico, Inc.; 
NY — Delta Dental of New York, Inc.; PA — Delta Dental of Pennsylvania; VA — Delta Dental of Virginia. Delta Dental Insurance Company acts 
as the DeltaCare USA administrator in all these states.



What Information Was Involved?
Your affected information included, <<b2b_text_2(data elements)>>. 

What We Are Doing:
In addition to the steps already described, we are offering you  of free identity monitoring services through 
Kroll. To take advantage of these free services, please follow the instructions below.

Data security is a priority for our Company. We apply security patches for known vulnerabilities provided by third-party 
software vendors, regularly update our capabilities to monitor potential security threats and consistently manage access 
to our systems and data.

What You Can Do:
We encourage you to remain vigilant by reviewing your account statements and credit reports closely and immediately 
reporting any suspicious activity to the company that maintains the account for you. At the end of this letter, we have 
provided you with additional information regarding steps you can take to help protect yourself and your personal 
information, including recommendations by the Federal Trade Commission regarding identity theft protection and details 
on how to place a fraud alert or a security freeze on your credit file. We encourage you to review that additional 
information.

To help relieve concerns and restore confidence following this incident, we have secured the services of Kroll to provide 
identity monitoring at no cost to you for twenty-four months. Kroll is a global leader in risk mitigation and response, and 
their team has extensive experience helping people who have sustained an unintentional exposure of confidential data. 
Your identity monitoring services include Credit Monitoring, $1 Million Identity Fraud Loss Reimbursement, Fraud 
Consultation, and Identity Theft Restoration.

Visit https://enroll.krollmonitoring.com to activate and take advantage of your identity monitoring services.
You have until <<b2b_text_6(activation deadline)>> to activate your identity monitoring services.
Membership Number: <<Membership Number s_n>>

For more information about Kroll and your Identity Monitoring services, you can visit info.krollmonitoring.com.

For More Information:
If you have questions, please call 800-693-2571, 8:00 a.m. to 5:30 p.m. Central Time, Monday through Friday, excluding 
major U.S. holidays. Please have your membership number ready. Helping protect your information is important to us. 
We sincerely apologize for any inconvenience this incident may cause you. 

Sincerely,

Delta Dental of California and affiliates



Recommended Steps to Help Protect Your Information

1. Website and Enrollment. Go to https://enroll.krollmonitoring.com and follow instructions for enrollment using 
your Membership Number provided in the letter.

2. Activate the credit monitoring provided as part of your Kroll identity monitoring membership. Note: You must have 
established credit and access to a computer and the internet to use this service. If you need assistance, Kroll will be able 
to assist you.

3. Telephone. Contact Kroll at 800-693-2571 to gain additional information about this event and speak with knowledgeable 
representatives about the appropriate steps to take to protect your credit identity. 

4. Review your credit reports. We recommend that you remain vigilant by reviewing account statements and monitoring 
credit reports. Under federal law, you also are entitled every 12 months to one free copy of your credit report from each 
of the three major credit reporting companies. To obtain a free annual credit report, go to www.annualcreditreport.com 
or call 1-877-322-8228. You may wish to stagger your requests so that you receive a free report by one of the three credit 
bureaus every four months. 

You should also know that you have the right to file a police report if you ever experience identity fraud. Please note that 
in order to file a crime report or incident report with law enforcement for identity theft, you will likely need to provide 
some kind of proof that you have been a victim. A police report is often required to dispute fraudulent items. You can 
report suspected incidents of identity theft to local law enforcement or to the Attorney General. 

5. Place Fraud Alerts with the three credit bureaus. If you choose to place a fraud alert, we recommend you do this after 
activating your credit monitoring. You can place a fraud alert at one of the three major credit bureaus by phone and also 
via Experian’s or Equifax’s website. A fraud alert tells creditors to follow certain procedures, including contacting you, 
before they open any new accounts or change your existing accounts. For that reason, placing a fraud alert can protect 
you, but also may delay you when you seek to obtain credit. The contact information for all three bureaus is as follows:

Credit Bureaus 
Equifax Fraud Reporting 
1-866-349-5191 
P.O. Box 105069 
Atlanta, GA 30348-5069
www.equifax.com 

Experian Fraud Reporting 
1-888-397-3742 
P.O. Box 9554 
Allen, TX 75013
www.experian.com

TransUnion Fraud Reporting 
1-800-680-7289 
P.O. Box 2000 
Chester, PA 19022-2000
www.transunion.com 

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as one of the three 
bureaus confirms your fraud alert, the others are notified to place alerts on their records as well. 

You will receive confirmation letters in the mail and will then be able to order all three credit reports, free of charge, for 
your review. An initial fraud alert will last for one year.

Please Note: No one is allowed to place a fraud alert on your credit report except you.

6. Security Freeze. By placing a security freeze, someone who fraudulently acquires your personal identifying information 
will not be able to use that information to open new accounts or borrow money in your name. You will need to contact the 
three national credit reporting bureaus listed above to place the freeze. Keep in mind that when you place the freeze, you 
will not be able to borrow money, obtain instant credit, or get a new credit card until you temporarily lift or permanently 
remove the freeze. There is no cost to freeze or unfreeze your credit files.

7. You can obtain additional information about the steps you can take to avoid identity theft from the following 
agencies. The Federal Trade Commission also encourages those who discover that their information has been misused to 
file a complaint with them.

California Residents: Visit the California Office of Privacy Protection (www.oag.ca.gov/privacy) for additional 
information on protection against identity theft. 

Kentucky Residents: Office of the Attorney General of Kentucky, 700 Capitol Avenue, Suite 118 Frankfort, Kentucky 
40601, www.ag.ky.gov, Telephone: 1-502-696-5300.

Maryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 200 St. Paul Place 
Baltimore, MD 21202, www.oag.state.md.us/Consumer, Telephone: 1-888-743-0023. 
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March 14, 2024 
 
 
VIA EMAIL 
 
Attorney General John M. Formella 
New Hampshire Department of Justice 
33 Capitol Street 
Concord, NH 03301 
Email: attorneygeneral@doj.nh.gov 

 

Re: Delta Dental - MOVEit Data Breach Delegated Regulatory Notification 
 
 
Dear Counsel: 

As you know, we represent Delta Dental of California and affiliates1 (“Delta Dental”) in connection 
with the MOVEit data security incident and write for the specific purpose of making notification to 
your office on behalf of several covered entity/data owner clients (listed in Appendix A) with 
individuals in your state who were impacted by the Delta Dental MOVEit data security incident.  

By way of background, Delta Dental made initial notification of the MOVEit data security incident 
on December 14, 2023 to your office by its data breach response counsel from Clark Hill. In Delta 
Dental’s Initial Notification, Delta Dental reported numbers to your office reflecting the number of 
individuals impacted in your state who were participants in Delta Dental’s fully insured health 
plans—i.e., where Delta Dental itself was the covered entity. But Delta Dental is both a covered 
entity—as to its participants in its fully insured plans—and a business associate—as to those 
corporate clients with self-funded plans, in which case Delta Dental’s clients are the covered 
entities (and not Delta Dental). To that end, contemporaneous with Delta Dental’s Initial 
Notification to your office and to its impacted individuals, Delta Dental also made notification to its 

 
1 The Delta Dental of California enterprise includes its affiliates Delta Dental Insurance Company, Delta 
Dental of the District of Columbia, Delta Dental of Delaware, Inc., Delta Dental of Pennsylvania, Delta 
Dental of New York, Inc., Delta Dental of West Virginia, and their affiliated companies, as well as Dentegra 
Insurance Company, Delta Dental of Puerto Rico, Inc., and the national DeltaCare USA* network, and 
covers enrollees in all 50 states, plus Washington, D.C. and Puerto Rico.   
 
*DeltaCare USA is underwritten in these states by these entities: AL — Alpha Dental of Alabama, Inc.; AZ 
— Alpha Dental of Arizona, Inc.; CA — Delta Dental of California; AR, CO, IA, MA, ME, MI, MN, NC, ND, 
NE, NH, OK, OR, RI, SC, SD, VT, WA, WI, WY — Dentegra Insurance Company; AK, CT, DC, DE, FL, GA, 
KS, LA, MS, MT, TN, WV — Delta Dental Insurance Company; HI, ID, IL, IN, KY, MD, MO, NJ, OH, TX — 
Alpha Dental Programs, Inc.; NV — Alpha Dental of Nevada, Inc.; UT — Alpha Dental of Utah, Inc.; NM — 
Alpha Dental of New Mexico, Inc.; NY — Delta Dental of New York, Inc.; PA — Delta Dental of 
Pennsylvania; VA — Delta Dental of Virginia. Delta Dental Insurance Company acts as the DeltaCare USA 
administrator in all these states. 
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covered entity clients to alert them to the MOVEit data security incident and to give them the 
opportunity to delegate their individual and regulatory notifications to Delta Dental to make on 
their behalf. 

On March 14, 2024, Delta Dental made supplemental notification to your office on behalf of Delta 
Dental and, more generally, on behalf of Delta Dental’s covered entity/data owner clients with 
individuals in your state who were impacted by the Delta Dental MOVEit data security incident 
(“Supplemental Notification”). In this Supplemental Notification, Delta Dental provided updated 
and total numbers of individuals in your state who were impacted by Delta Dental’s MOVEit data 
security incident.  

In addition to that Supplemental Notification, several of Delta Dental’s covered entity/data owner 
clients have requested that Delta Dental make notification to your office expressly on their behalf. 
At Appendix A, please find a list of certain of Delta Dental’s covered entity/data owner clients on 
whose behalf Delta Dental is explicitly making notification to your office. 

As explained in the Initial Notification and Supplemental Notification, Delta Dental has provided 
each impacted individual with  of free identity theft protection and fraud restoration 
services through Kroll.  

Delta Dental takes the privacy and security of personal information very seriously. To the extent 
you have any further questions regarding this Supplemental Notification, please do not hesitate 
to contact me at  

Kindest regards, 
 

Kari M. Rollins 
for SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 

SMRH:4864-9245-8925.1 
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