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June 20, 2019

Attorney General Gordon J. MacDonald

Office of the New Hampshire Attorney General
Attn: Security Incident Notification

33 Capitol Street

Concord, NH 03301

Re: Security Incident Notification Pursuant to N.H. Rev. Stat. § 359-C:20
Dear Attorney General MacDonald:

This law firm represents Delaware Life Insurance Company (“Delaware Life”) and writes to inform
your office of an incident that may affect the security of personal information relating to 107 New
Hampshire residents who own(ed) pension policies or individual annuity contracts issued by
Delaware Life. By providing this notice, Delaware Life does not waive any rights or defenses
regarding the applicability of New Hampshire law or personal jurisdiction.

Delaware Life retained the services of Donnelley Financial Solutions (‘DFIN”) (formerly part of R.R.
Donnelley & Sons Company) to produce a mailing that was sent to certain of Delaware Life’s
customers. DFIN manages mailings for thousands of companies worldwide, including 95% of the
Fortune 100. DFIN subcontracted the work to its affiliate Mediant Communications, inc. (“Mediant”),
to provide business communication services to Delaware Life. On May 20, 2019, Mediant informed
Delaware Life that on April 1, 2019, an unknown malicious party obtained unauthorized access to
four Mediant business email accounts by exploiting a vulnerability in the third-party email software
used by Mediant. According to Mediant, on that same day, following the discovery of the
unauthorized access, Mediant disconnected the affected email server from its system and
commenced an investigation to understand the nature and scope of the incident. Mediant reported to
Delaware Life that on April 16, 2019, its investigation revealed the potential disclosure of consumer
personal information. According to Mediant, as of April 16, it launched a complete review of the
affected email accounts, which included a time-consuming manual review of the contents. As of May
20, Mediant was able to finalize the identification of the specific consumers affected and their
resident state and, at that point, confirmed that personal information of certain of Delaware Life's
customers was accessed by the malicious party. This incident did not impact Delaware Life’'s
electronic systems or network.

Delaware Life has determined that, of the 107 impacted New Hampshire residents, 71 had the
following types of information included in the compromised Mediant mailboxes: name, address, date
of birth, Social Security number/tax identification number, account/policy number; and distribution
information. A smaller subset (36) had name, address, date of birth, account/policy number, and
distribution information included in the compromised Mediant mailboxes.

Mediant reported to Delaware Life that it engaged digital forensics firm Ankura Consulting Group to
investigate the incident. According to Mediant, the forensics firm confirmed that the incident was the
result of a vulnerability in the third-party email software used by Mediant, and confirmed that there
was no lateral movement by the attackers to other systems in Mediant’s environment. Mediant has
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In addition, Mediant is offering credit monitoring and identity restoration services by Experian IdentityWorks
for a period of 24 months from the date of this letter at no cost to you. Mediant is offering these services to
comply with law and, in states where laws do not require that such services be provided, Mediant has agreed to
provide them to treat all of our customers equally regardless of state of residence. To activate these services:

¢ Ensure that you enroll by: June , 2020 (Your activation code will not work after this date.)
e Visit the Experian IdentityWorks website to enroll: www.experianidworks.com/credit
¢ Provide your activation code:

If you have questions about the Experian IdentityWorks program, need assistance with credit monitoring or
identity protection, or would like ar alternative +n enrolling in Experian IdentityWorks online, please contact
Experian’s customer care team at by June __ , 2020. Please be prepared to provide
engagement number [ lloroof of eligibility for the Experian IdentityWorks program (please note that
this “engagement number” is a different number from your “activation code”). Additional information about
the Experian IdentityWorks program is enclosed.

What You Can Do. Although we have not identified any suspicious activity pertaining to your Delaware Life
account, and have not received any reports of misuse of your information, it is always a good practice to be
vigilant and closely review and monitor your financial accounts, statements, credit reports and other financial
information for any evidence of unusual activity, fraudulent charges, or signs of identity theft. Please review
the attached “Additional Information™ that may be helpful to you.

For More Informat*-— If you have any questions regarding the Experian IdentityWorks program, please
contact Experian’s customer care team at 866-362-1769 between the hours of 9:00am — 5:00pm PST Monday
through Friday. If you have questions about your Delaware Life account, please contact our Customer
Service Center at 800-477-6545, option 2.

Sincerely,

-

fLAnuUne)

Richard A. Termine
Vice President, Operations and Service, Delaware Life

Delaware Life Insurance Company is authorized to transact business in all states (except New York), the District of Columbia,
Puerto Rico and the U.S. Virgin Islands, and is a member of Group One Thousand One.
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e Ensure that you enroll by: June , 2020 (Your activation code will not work after this date.)
e Visit the Experian IdentityWorks website to enroll: www.experianidworks.com/credit
e Provide your activation code:

If you have questions about the Experian IdentityWorks program, need assistance with credit monitoring or
identity protection, or would like an altarnative tg enrolling in Experian IdentityWorks online, please contact
Experian’s customer care team a yy June __,2020. Please be prepared to provide engagement
number [JJl]l as proof of eligibility for the Experian IdentityWorks program (please note that this
“engagement number” is a different number from your “activation code”). Additional information about the
Experian IdentityWorks program is enclosed.

What You Can Do. Although we have not identified any suspicious activity pertaining to your Delaware Life
account, and have not received any reports of misuse of your information, it is always a good practice to be
vigilant and closely review and monitor your financial accounts, statements, credit reports and other financial
information for any evidence of unusual activity, fraudulent charges, or signs of identity theft. Please review the
attached ‘Additional Information” that may be helpful to you.

For More Information. If you have any questions regarding the Experian IdentityWorks program, please
contact Experian’s customer care team at 866-362-1769 between the hours of 9:00am — 5:00pm PST Monday
through Friday. If you have questions about your Delaware Life account, please contact our Customer Service
Center at 800-477-6545, option 2.

Sincerely,

-

fymund)

Richard A. Termine

Vice President, Operations and Service, Delaware Life

Delaware Life Insurance Company of New York is authorized to transact business in New York and Rhode Island and is a
member of Group One Thousand One.














