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March 18, 2013 

Dear Valued Customer, 

On March 6, 2013, Dead River Company discovered the presence of malware on its network. We 
immediately began an investigation and retained the services of third-party cyber forensic experts to 
help us identify, isolate and eradicate the malware, as well as determine what information, if any, the 
malware compromised, and prevent a recurrence. This investigation is ongoing. 

At this point in the investigation, we believe there are a very small number of customers whose 
information may be at risk as a result of the malware. These customers are individuals who, between 
March 6, 2013 and March 8, 2013: 

• Provided a credit or debit card for payment over the phone or in person, 

• Provided information for an electronic funds transfer for payment over the phone 
or in person, or 

• Applied for charge approval privileges over the phone or in person . 

These transactions are those that required a customer service representative to type information into 
a web browser from a company computer. At this time, we believe any such transactions occurring 
before March 6, 2013 and after March 8, 2013 were not affected by the malware. 

You are receiving this letter because our records reveal that you provided information to a Dead River 
customer service representative, over the phone or in person, on or b.etween March 6, 2013 and 
March 8, 2013 , to perform any of the three transactions listed above. You will soon receive another 
w ritten correspondence from us, which offers you one (1) free year of credit monitoring services. In 
the meantime, we encourage you to review your financial and credit card account statements for 
any unusual activity. 

We want to take this moment to offer our sincerest apologies for any inconvenience or frustration 
this may have caused you . We take this incident, and the security of your information, seriously. We 
value your business, but more importantly, we value your trust. 

If you have any questions, or would like to discuss this further, please contact Dead River Company's 
Customer Relationship Center at 1-855-317-4837, Monday through Friday, 8:00a.m.- 5:00 p.m. 
Or, you may call Dead River Company's Privacy Line directly at 1-877-309-0195, Monday through 
Friday, 9:00a.m.- 6:00p.m. 

Sincerely, 

Robert A. Moore 
President 

82 Running Hill Road, Suite 400 • South Portland, Maine 04106 
www.deadriver.com 




