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March 22, 2013

Attorney General Michael A. Delaney
Office of the Attorney General

Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Dead River Company — Notice of Data Security Event
Dear Attorney General Michael Delaney:

We are writing to notify you of a data event that may have compromised the security of two hundred
(200) New Hampshire residents’ personal information. Dead River Company (“Dead River”), 82 Running
Hill, Suite 400, South Portland, ME 04106, is informing your office of pertinent facts that are known at
this time related to the March 6, 2013 detection of malware on Dead River's computer network. This
malware may have resulted in unauthorized access by unknown individuals to the personal information
of certain Dead River employees, Dead River customers and credit approval applicants. Upon detection
of the malware, Dead River immediately commenced an internal investigation into the detection. Dead
River retained third-party computer forensic experts Kroll Advisory Solutions (“Kroll”) to assist in its
identification, isolation, and removal of the malware from its network, as well as the identification of
what information on Dead River’s network, if any, was at risk as a result of the malware. On March 8,
2013, Dead River disconnected its network from the Internet thereby ending the exposure. Dead River
retained privacy and data security legal counsel to assist in the ongoing investigation of, and response
to, the incident.

Nature of the Data Security Event

On March 6, 2013, Dead River detected the presence of malware on its computer network. Dead River
immediately commenced an investigation into the detection, and retained third-party computer forensic
experts Kroll Advisory Solutions (“Kroll”} to assist in its identification, isolation, and removal of the
malware from its network. Dead River also retained Kroll to assist in the identification of what
information on Dead River’s network, if any, was at risk as a result of the malware. Although this
investigation is ongoing, it appears that the personal information of Dead River customers who, on or
between March 6, 2013 and March 8, 2013, provided debit card, credit card, or other financial account
information, either in person or over the phone, to a Dead River customer service representative who
then typed the information directly into a web browser to facilitate account payment or charge-
approval privileges, may be at risk as a result of the malware. it also appears that credit approval
applicants that provided, either in person or over the phone, their names, dates of birth, and Social
Security numbers to Dead River customer service representatives for purposes of applying to receive
credit approval may be at risk as a result of the malware. Lastly, the personal information of any Dead
River employee using a company web browser to conduct personal or company online business that
required the employee to manually input his/her Social Security number, driver’s license or state
identification card number, or bank account, credit or debit card information, may be at risk as a resuit
of the malware. At this time, Dead River is unaware of any actual or attempted misuse of personal
information.
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Notice to New Hampshire Residents

Although the investigation is ongoing, it appears that the personal information of two hundred (200)
New Hampshire residents may be at risk as a result of the malware. One hundred and ninety-five (200)
of these state residents are current Dead River customers and employees, and will be sent written
notice of the data security event on or around March 29, 2013 in substantially the same form as the
sample notice attached to this letter as Exhibit A. On March 18, 2013, Dead River distributed pre-
notification internally to all Dead River employees in substantially the same form as the sample
correspondence attached to this letter as Exhibit B. On March 19 and 20, 2013, Dead River sent pre-
notification to the potentially affected customers in substantially the same form as the sample
correspondence attached to this letter as Exhibit C.

Other Steps Taken/To Be Taken

As discussed above, Dead River retained independent, third-party computer forensic experts and privacy
and data security legal counsel. Dead River is providing notice of this data security event to other state
regulators. Dead River is offering each of the potentially affected individuals one year of triple-bureau
credit monitoring and restoration services, at no cost to the individual.

Contact Information

Should you have any questions regarding this notification or other aspects of the data security event,
please contact our privacy and data security legal counsel, Peter Guffin at 207-791-1199 or Clifford H.
Ruprecht at 207-791-1186, of the law firm of Pierce Atwood.

Sincerely,

ol Al

Leslie Anderson

Director of Risk and Corporate Counsel
Dead River Company






State Notification Requirements
About your personal information

On March 6, 2013, Dead River Company detected the presence of malware on its computer network.
The Company immediately commenced an investigation into the incident, and retained third-party cyber
forensic experts to assist in the identification, isolation and removal of the malware from its network, as
well as the identification of what information on its network, if any, was at risk as a result of the
malware. The affected network was shut down on March 8, effectively disabling the malware.

Although this investigation is ongoing, it appears that the personal information of a very small number
of Dead River Company customers may be at risk as a result of this malware. These customers are
individuals who, either over the phone or in person and on or between March 6, 2013 and March 8,

2013:

° Provided credit card or debit card information;
° Provided financial account information for an electronic funds transfer; or
° Applied for charge approval privileges

These transactions are those that required a Dead River Company customer service representative to
type information into a web browser from a Company computer. The personal information at risk may
include your name, address, Social Security Number, and financial account, debit or credit card number.

Dead River Company is providing this notification to all customers who may have provided financial
information during this period of time, either over the phone or in person, to a Dead River Company
customer service representative in order to render payment or apply for charge-approval privileges.

We are not aware of any actual or attempted misuse of your personal information. However, we want
to provide you with advice on ways to protect yourself.

Enroll in Free credit monitoring service for 12 months

We have retained AllClear ID to provide — at no cost to you — one year of its AllClear Credit Monitoring,
ID Theft Insurance Policy, and AllClear ID Repair Services under its AllClear Pro Plan. Enrollment
instructions are included in this packet.

Recommendations to protect you from identity theft

To further assist in protecting against possible identity theft or other financial loss and in addition to
activating your AllClear ID program membership, we encourage you to remain vigilant, to review your
account statements, and to monitor your credit reports for suspicious activity. Under U.S. law, you are
entitled to one free credit report annually from each of the three major credit bureaus. To order your
free credit report, visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also
contact the three major credit bureaus directly to request a free copy of your credit report. The contact
information for these bureaus is below.

At no charge, you can also have these credit bureaus place a “fraud alert” on your file, which alerts
creditors to take additional steps to verify your identity prior to granting credit in your name. Note,
however, that because it tells creditors to follow certain procedures to protect you, it may also delay



your ability to obtain credit while the agency verifies your identity. As soon as one credit bureau
confirms your fraud alert, the others are notified to place fraud alerts on your file. Should you wish to
place a fraud alert, or should you have any questions regarding your credit report, please contact any
one of the agencies listed below:

Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 2104 P.O. Box 2000
Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19016
800-685-1111 888-397-3742 800-888-4213
www.equifax.com www.experian.com www.transunion.com

Instances of known or suspected identity theft should also be reported to law enforcement, and to your

state’s Attorney General. Your state Attorney General may also have advice on preventing identity
theft.






Exhibit B

Notice to Dead River Company Employees
March 18, 2013

As you know, on March 6" Dead River Company discovered the presence of malware
on some of our internal computers. We immediately began an investigation and
retained the services of outside cyber forensic experts to help us identify, isolate, and
eradicate the malware as well as prevent a recurrence.

Investigators worked to determine the scope and impact of the problem. This is an
ongoing, careful, and deliberate process that has now revealed the possibility that
some personal information - from a limited number of employees — may have been
compromised.

This possibility exists only if you used a company computer connected to a Dead River
Company network between the dates of March 6, 2013 and March 8, 2013 and:

e you typed information (i.e., user name and password) to access personal accounts
such as bank or credit cards; or

e you typed in credit card numbers for personal or company business; or

* you typed in any personal identifying information using a web browser, such as
your Date of Birth or Social Security Number.

If you think you may be affected, we recommend you:

e call 207-358-5800 and ask to speak to Guy Langevin, Vice President of Human
Resources, so he can assist you with credit monitoring if you were affected;

* change all your personal online user names and passwords; and
* monitor your financial account statements for any unusual or suspicious activity.

Regarding March 7' paychecks, we want to reiterate that there was no danger of any
improper access of information through direct deposit of paychecks. Direct deposit for
the March 7" pay date was done on March 5. The malware did not arrive until

March 6™. Paper checks for the March 14" pay date were created out of caution while
investigators worked to determine the scope and impact of the problem.

We understand that this malware attack has made it difficult for all of us to continue to
serve our customers, but because of your efforts, we have continued to provide the
service they have come to expect from Dead River Company. It’s unfortunate that some
of us are possibly facing personal impacts from the malware. With continued diligence
we will put this episode behind us and move forward stronger than ever.
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March 18, 2013

Dear Valued Customer,

On March 6, 2013, Dead River Company discovered the presence of malware on its network. We
immediately began an investigation and retained the services of third-party cyber forensic experts to
help us identify, isolate and eradicate the malware, as well as determine what information, if any, the
malware compromised, and prevent a recurrence. This investigation is ongoing.

At this point in the investigation, we believe there are a very small number of customers whose
information may be at risk as a result of the malware. These customers are individuals who, between
March 6, 2013 and March 8, 2013:

* Provided a credit or debit card for payment over the phone or in person,

* Provided information for an electronic funds transfer for payment over the phone
or in person, or

* Applied for charge approval privileges over the phone or in person.

These transactions are those that required a customer service representative to type information into
a web browser from a company computer. At this time, we believe any such transactions occurring
before March 6, 2013 and after March 8, 2013 were not affected by the malware.

You are receiving this letter because our records reveal that you provided information to a Dead River
customer service representative, over the phone or in person, on or between March 6, 2013 and
March 8, 2013, to perform any of the three transactions listed above. You will soon receive another
written correspondence from us, which offers you one (1) free year of credit monitoring services. In
the meantime, we encourage you to review your financial and credit card account statements for
any unusual activity.

We want to take this moment to offer our sincerest apologies for any inconvenience or frustration
this may have caused you. We take this incident, and the security of your information, seriously. We
value your business, but more importantly, we value your trust.

if you have any questions, or would like to discuss this further, please contact Dead River Company's
Customer Relationship Center at 1-855-317-4837, Monday through Friday, 8:00 a.m. - 5:00 p.m.
Or, you may call Dead River Company's Privacy Line directly at 1-877-309-0195, Monday through
Friday, 9:00 a.m. — 6:00 p.m.

Sincerely,

A M

Robert A. Moore
President
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www deadriver com





