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MINTZ

July 17,2019

VIA FEDERAL EXPRESS

Attorney General Gordon J. MacDonald

Office of the New Hampshire Attorney General
Attn: Security Incident Notification

33 Capitol Street

Concord, NH 03301

Re: Security Incident Notification Pursuant to N.H. Rev. Stat. § 359-C:20
Dear Attorney General MacDonald:

We are writing on behalf of C&S Wholesale Grocers, Inc. (the “Company”) to advise you of an
incident that may affect the security of personal information relating to 309 residents of the State of
New Hampshire. By providing this notice, the Company does not waive any rights or defenses
regarding the applicability of New Hampshire law or personal jurisdiction.

On June 18, 2019, a Company-issued laptop computer was stolen in a car burglary from a rental car
used by a Company employee while traveling on Company business. The Company immediately
reported the burglary to local law enforcement, and began an internal investigation to review and
determine what information may have been stored on the stolen computer. As a result of the
Company’s internal investigation, it was determined that the stolen computer was password-
protected, but an unencrypted copy of data believed to have been on the computer contained
personal information including name, date of birth, and Social Security number of certain current and
former Company employees, including 909 New Hampshire residents.

The Company is taking this incident very seriously, and is taking steps to strengthen the protection
of personal information, including updating its portable device security controls, and actively
reviewing related policies and procedures. The Company will continue to closely monitor the
incident and take further steps as appropriate.

The Company is not aware of any misuse of personal information of those New Hampshire residents
at this time. The Company is sending the attached notices to affected New Hampshire residents on
July 17, 2019, and the Company has arranged to make credit monitoring and identity protection
services by Experian IdentifyWorks available to them at no cost for two (2) years. This includes
access to assist individuals with credit restoration and credit monitoring services as described in the
attached notice.
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Please contact the undersigned at cjlarose@—~tz.com or 617-348-1732 should you need further
information or have any additional questions.

Sincerely,

Gptacollere

Cynthia J. Larose
Member

Attachments
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C&S
Wholesale
Grocers

P.O.Box 589
Claysburg, PA 16625-0589
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Dear Sample A Sample:

We are writing to inform you of an incident involving certain personal information you have provided to C&S
Wholesale Grocers, Inc. (the “Company”). Based on our current review of the situation as described further below, we
have no indication that any such information has been used inappropriately. We want to provide you with information
about the incident and with the attached additional information regarding services and resources that you may find
helpful.

What Happened? On June 18, 2019, a Company-issued laptop was stolen in a car burglary. A police report was filed
and the Company immediately began an investigation and review to determine what information may have been stored
on the laptop.

As a result of the internal investigation, a determination was made that a copy of the data believed to have been on the
stolen laptop contained personal information. The laptop was password-protected, but files on the laptop were not
encrypted. We have seen no evidence that any personal information was actually accessed after the theft, and we have
received no reports of any misuse of personal information.

What Information Was Involved? The following personal information may have been involved in the incident: your
name, date of birth, and Social Security number,

What We Are Doing, We are taking this incident very seriously, The Company is continuing to take steps to
strengthen the protection of personal information, including updating portable device security controls, and we are
actively reviewing policies and procedures. We will continue to closely monitor and take further steps as appropriate to
safeguard such information. This matter has been reported to law enforcement and we will cooperate in any
investigation that may commence. We have not delayed this notice in the interim.

In addition, we are offering credit monitoring and identity restoration services by Experian IdentityWorks for a period of
24 months from the date of this letter at no cost to you. We are offering these services to comply with law and, in states
where laws do not require that such services be provided, we are providing them to treat all affected individuals equally
regardless of state of residence. To activate these services:

*  Ensure that you enroll by: |||} (Y our activation code will not work after this date.)
Visit the Experian IdentityWorks website to enroll: www.experianidworks.com/credit
*  Provide your activation code: ABCDEFGHI
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If you have questions about the Experian IdentityWorks program, need assistance with credit monitoring or identity
protection, or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s
customer care team at 855-223-4413 by October 31, 2021. Please be prepared to provide your engagement number
. =s proof of eligibility for the Experian IdentityWorks program (please note that this “engagement number” is
a different number from your “activation code™). Additional information about the Experian IdentityWorks program is
enclosed.

What You Can Do, Although we have not identified any suspicious activity pertaining to your personal information,
and have not received any reports of misuse of your information, it is always a good practice to be vigilant and closely
review and monitor your financial accounts, statements, credit reports and other financial information for any evidence
of unusual activity, fraudulent charges, or signs of identity theft. Please review the enclosed “Additional Information,”
which may be helpful to you.

For More Information, If you have any questions regarding the Experian IdentityWorks program, please contact
Experian’s customer care team at 8§55-223-4413 between the hours of 6 AM to 8§ PM Pacific Time, Monday through
Friday, and 8 AM to 5 PM Pacific Time Saturday and Sunday (excluding major U.S. holidays).

Sincerely,

Bryan Granger

Bryan Granger
Acting General Counsel
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