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VIA FIRST CLASS MAIL AND EMAIL TO DOJ-CPB@DOJ.NH.GOV  
 
April 12, 2019 
 
New Hampshire Department of Justice 
Office of the Attorney General 
33 Capitol Street 
Concord, NH 03301 
E-Mail: DOJ-CPB@doj.nh.gov 
 
RE: Notice of Data Security Breach 
 
Dear Sir or Madam: 
 
Pursuant to N.H. Rev. Stat. § 359-C:20, we write to notify your office of an incident that may affect the 
security of personal information relating to one (1) New Hampshire resident.  Corning’s investigation 
into this event is ongoing and this notice will be supplemented with any new significant facts learned 
subsequent to its submission.  By providing this notice, Corning does not waive any rights or defenses 
regarding the applicability of New Hampshire law, the applicability of the New Hampshire data event 
notification statute, or personal jurisdiction. 
 
Nature of the Data Event 
 
On March 12, 2019, Corning learned that on or about January 29, 2019, at least one dormant email 
account of an employee of an entity acquired by Corning was “spoofed” and was thereafter accessible 
by, and initiated later emails on behalf of, an unauthorized third party.  That email account contained 
personally identifiable information provided to Corning by employees in connection with their 
employment.  Although Corning has no evidence to suggest that private information was misused, the 
possibility that emails and/or attachments in the account were viewed by the unauthorized party could 
not be ruled out. 
 
Corning takes data privacy and this incident very seriously. Immediately upon becoming aware of the 
incident, Corning took steps to block access to the account by resetting passwords and hired a leading 
forensics firm to help investigate. Through that investigation and following an extensive programmatic 
and manual review of the emails and attachments, Corning determined that an unauthorized party had 
access to records which may have included employee names, addresses, email addresses, and Social 
Security numbers. 
 
Notice to New Hampshire Resident 
 
On or about April 12, 2019, Corning mailed written notice of this incident to one (1) New Hampshire 
resident affected in the incident, in substantially the same form as the letter attached hereto and 
labeled as Exhibit A. 
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Other Steps Taken and To Be Taken 
 
Upon discovering this incident, Corning immediately launched an investigation to determine the nature 
and scope of the event, as well as whose data may potentially be affected.  Corning is mailing written 
notice to affected consumers and certain regulators.  This notice includes guidance on how to better 
protect against identity theft and fraud, how to place a fraud alert and security freeze on one's credit 
file, the contact details for the national consumer reporting agencies, information on how to obtain a 
free credit report, and a reminder to remain vigilant for incidents of fraud and identity theft by 
reviewing account statements and monitoring free credit reports.  As an added precaution, Corning 
arranged to have Experian provide the affected individuals twelve (12) months of credit monitoring and 
identity restoration services at no cost to the individual. Corning is also providing notice of this event to 
other state and federal regulators as appropriate. 
 
Corning has taken steps to ensure the security of the information it stores. As part of its ongoing efforts 
to help prevent another incident from occurring in the future, it is re-educating employees on cyber best 
practices and enhancing existing security measures by implementing two-factor authentication for 
remote email access for these accounts. Corning also implemented a forced password reset protocol 
across all affected systems, has removed all outside access to the accounts at issue, and subscribes to an 
email security program for inbound and outbound filtering and blocking of emails potentially containing 
personally identifiable information. 
 
Contact Information 
 
Should you have any questions regarding this notification or other aspects of the data security event, 
please contact me at (607) 974-4907 or MurphyKJ@corning.com.   
 
Sincerely, 

 
 
Kevin J. Murphy  
Division Vice President  
Information Security and Data Privacy  
Corning Incorporated 
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Exhibit A – Template Notification for New Hampshire Resident 
 

 
 
 
 



 
 
 
 
 
 
 
 
 



 


